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1. IIEPEYEHb KOMIIETEHIIUM C YKA3AHUEM O9TAIIOB UX POPMUPOBAHNA
B [NIPOIIECCE OCBOEHUMA OBPA30BATEJIbBHOU ITPOI'PAMMEBI

[Mpomecc wu3ydenus: aucuUIUUHbl «HPOpPMaIMOHHAs 0€30MacHOCTh» HANpaBiCH Ha
(dbopMUPOBaHUE CIETYIOIINX KOMITETCHIIU:

Kox n naumenoBaunue
KOMIIETEHIINI BBIITYCKHUKA

Kon n nanmMeHoBaHue UHIUKATOPA JOCTUKEHUS
KOMIIETEHIINH

OIIK-3. CnocobeHn pemiaTh
CTaHJApTHBIC 3aaud mpodec-
CHOHAJIBHOW NEeSATETbHOCTH Ha
OCHOBE HWH(DOPMAIMOHHOW W
OuOMorpaguIecKol  KyJIbTy-
pBl ¢ IpUMEHEHUuEM HH(OpMa-
IUOHHO-KOMMYHHKAIIHOHHBIX

TEXHOJOTHM U C YYETOM OC-
HOBHBIX TpeOOBaHW HHOOP-
MalMOHHOM 0€3011acHOCTH

OIIK-3.1. 3HaeT NPUHIMUIIBI, METOJBI U CPEACTBA PEIICHUS
CTaHJApPTHBIX 3a7a4 MPo(eCCHOHATBLHON IeATEIbHOCTH Ha OC-
HOBe MH(GOPMAIMOHHON M OnOIMorpaduueckor KyJbTYphl C
MPUMEHEHHEM HH(POPMAITHOHHO-KOMMYHUKAIIMOHHBIX TEXHO-
JIOTUH U C Y4EeTOM OCHOBHBIX TpeOoBaHMI MHGPOPMAIMOHHOMN
0e30macHOCTH

OIIK-3.2. YMeer pemarh CTaHAApTHBIE 3a7add Mpodeccro-
HaJIBHOW JIEATEIIBHOCTH HAa OCHOBE MH(OPMAIIMOHHON W OMO-
nuorpaguueckoi KynbTypbl ¢ MPUMEHEHHEM HH(POPMAIOH-
HO-KOMMYHHUKAITMOHHBIX TEXHOJIOTUH U C Y4ETOM OCHOBHBIX
TpeboBaHMi HHGOPMAITMOHHON O€30ITaCHOCTH

OIIK-3.3. Bnageer HaBBIKAMH TOATOTOBKM 0030pOB, aHHOTa-
LKA, cocTaBleHus: pedeparoB, HAYYHBIX TOKIAIO0B, MyOJIHKa-
i, 1 Oubmmorpaduu Mo HayYHO-UCCIIETOBATEIBCKON paboTe
C y4eToM TpeboBaHMi HHOOPMALIMOHHOW O€30MaCHOCTH

OIIK-4. CnocobeH y4acTBO-
BaTh B pa3paboTKe CTaHIAPTOB,
HOPpM, IIpaBUJI, 4 TaKKC TCXHU-
YeCKOW JIOKYMEHTAllUu, CBS-
3aHHOM ¢ MpodeccruoHaIbHON
JeATENILHOCTHIO

OIIK-4.1. 3Haer OcCHOBHbBIE CTaHJAPTHI OPOPMIICHUS TEXHUYE-
CKOMl JOKYMEHTAIlMM Ha pPa3jH4YHbIX CTaausX >KU3HEHHOTO
[IUKJIa THPOPMAITMOHHON CHCTEMBI

OIIK-4.2. YMeeT npUMEHSTh CTaHAAPTHI 0QOPMIICHHS TEXHH-
YECKOW JIOKYMEHTAIIMM HA PA3IMIHBIX CTAIUAX KU3HEHHOTO
[MKJIa THPOPMAITMOHHON CUCTEMBI

OIIK-4.3. Binameer HaBBIKAMHU COCTABJICHUS TEXHUYECKOH 1O-
KyYMEHTAIlMM Ha Pa3jMyYHbIX 3Tanax >KU3HEHHOTO IIMKJIa WH-
(hopmMaImoHHOM CUCTEMBI

NeSITETbHOCTH Ha OC-
HOBE HH(pOpPMAIHOH-
HOM m OumOMmorpadu-
YeCKOW KYyIbTYpPHI C

MIPUMECHCHHEM WH-
dbopMaImoHHo-
KOMMYHHKAITHOHHBIX

TEXHOJIOTHUM U C yde-
TOM OCHOBHBIX Tpe-
OoBanmii  uH(pOpMa-
LIMOHHON 0e30macHo-
CTH

No Kon HaumenoBaHue o
Oransl GOopMUPOBAHUS KOMIIETEHLIUN
/T | KOMIIETEHIIUU KOMIIETEHIINHU
1. | OIIK-3. Crniocoben pewats | [ Oman - 3nams:
cragmaptasle 3amadn | OITK-3.1. [TpuHIHIBL, METOIBI M CPEICTBA pe-
npodeccuoHaNbHOM IIeHHs] CTaHIAPTHBIX 3a7ad MpodeCcCHOHATBHOM

NEeSITeTPHOCTH Ha OCHOBE WH(OPMAIMOHHOW H
o6ubnuorpaduyeckoi KyJabTypbl C IPUMEHEHUEM
WH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX ~ TEXHO-
JOTMM M C y4eTOM OCHOBHBIX TpeOOBaHHMH WH-
(dhopmarmoHHoMi 0€301aCHOCTH

2 Oman - Ymems:

OIIK-3.2. Pemarp cTanmapTHBIE 3a/1a9u Tpodec-
CHOHAIILHOM NIeATeIhbHOCTH Ha OCHOBE HHQOP-
MaIMoOHHON W OMOMHMOrpadUIecKol KYIBTYpHI C
MIPUMEHEHUEM UH(GOPMAITMOHHO-
KOMMYHHKAITMOHHBIX TEXHOJIOTHH, peliaTh CTaH-
JapTHBIE 3aJa4d NPOodECCHOHATHHON HesITelNb-
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HOCTH Ha OCHOBE MH(OPMAIMOHHOW U OMOIHO-
rpaguyeckoil KyJabTypel C TNPHUMEHEHHEM HH-
($opMaMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHOJIO-
I'Mii ¥ C Y4E€TOM OCHOBHBIX TpeOoBaHMU MH)OP-
MaIMOHHON 0€301acHOCTH

3 Oman - Braoemu:

OIIK-3.3. HaBbikamu mOArOTOBKH 0030pOB, aH-
HOTaIUi, COCTaBIICHHs peepaToB, HAYUYHBIX JO-
KIajoB, mybnukanuid, u Oubnuorpaduu 1m0
HAyYHO-HMCCIICIOBATEIbCKOH paboTe ¢ y4eToM
TpeboBaHMI HHPOPMAITMOHHON 0€30MaCHOCTH

CnocobeH  y4yacTBo-
BaTb B pa3paboTke
CTaHJapTOB, HOPM U
MPaBWI, & TAKXKE TEX-
HUYECKOH JIOKYMEH-
Talli{, CBS3aHHOM C
npodeCcCHOHATLHON
JESATCIIEHOCTHIO

1 Oman - 3namy:

OIIK-4.1. OcHOBHBIE CTaHAAPTHI O(POPMIICHHS
TEXHUYECKON JOKyMEHTallUM Ha pa3IM4YHbIX
CTaausIX >KU3HEHHOIO LHWKJIAa WH(POPMALMOHHOM
CHCTEMBI

2 Oman - Ymemo:

OIIK-4.2. TIpumeHsaTh cTaHAAPTHl OPOPMIICHUS
TEXHMYECKOH JOKYMEHTAIlMM Ha Pa3IUYHBIX
CTaUsIX JKU3HEHHOTO LHUKJIa WH(POPMAIMOHHON
CUCTEMBI

3 Oman - Braoemy.

OIIK-4.3. HaBblkaMu COCTaBIIEHUS] TEXHUUECKOH
JOKYMEHTAIlMU Ha Pa3IUYHBIX JTalax >XU3HEH-
HOTO IHMKJIa HWHHOPMAIIMOHHON CHCTEMBI

2. TIOKA3ATEJIV U KPUTEPMU OLIEHMBAHU ST KOMIIETEHLIVIA HA PA3JIMYHBIX

OTAITAX X ®OPMUPOBAHN A, OIIMCAHUE IIKAJI OHEHNBAHUA

S
=1 Kputepun onieHnBaHUS KOMIIe-
No = § HanmenoBanue TeHIIUN IITkana
n/m ~ U | KOMIIETEHIMH | Ha Pa3IMYHBIX dTamax Gpopmu- OLICHUBAHHS
2 poBaHuUs
R~
1. | OIIK-3. | Crocoben pe- | I Oman - 3nams: «3AUTEHOM:
11aTh cran- | OIIK-3.1. Ipunuunsr, metoas! | 1. Xopomiee 3HAaHHE
JapTHBIE 3a/ia- | ¥ CPEJICTBA PEUICHUs CTAaHAApT- | IPOTPAMMHOTO
4y rnpodeccu- | HbIX 3ajady NpodecCHOHATIBHON | MaTepHaa.
OHAJBHOHN Jiesi- | MESTETPHOCTH Ha OCHOBE HWH- | 2. Xopolme HaBBIKH
TEJBHOCTH Ha | OPMALMOHHOM M OHOIMOTpa- | BHIMOJIHEHUS
OCHOBE WH- | GUYECKON KyJbTYpHl C TpPHUMe- | PAKTHYECKUX 3aJaHuN
dopmannon- HEHUEM uHpopManoHHO- | 3. TOYHOCTH u
HOM M OMONHMO- | KOMMYHUKAIIMOHHBIX TEXHOJO- | 000CHOBAHHOCTH BBIBOJIOB.
rpa¢puueckoil | ruil U ¢ yueToM OCHOBHBIX Tpe- | 4. JlornyHOe U3IOXKEHHE
KYJIbTYpbI c | 6boBaHmii MH(OPMallMOHHON | BOIIpOCa,  COOTBETCTBHE
IpUMEHeHHeM | 0e30MacHOCTH U3JI0KEHHUS HAYYHOMY
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uHpOpMaLu-
OHHO-
KOMMYHHKAIIH-
OHHBIX TEXHO-
JIOTUH U C y4e-
TOM OCHOBHBIX

2 Oman - Ymems:

OIIK-3.2. Pemarb cranaapTHbIE
3a/1aun MpOoECCUOHATTLHON Je-
SATEIBPHOCTH Ha OCHOBE HH)OP-
MaIMOHHON U OuOIuorpadude-
CKOHM KYIBTYpPBI C IPUMEHEHUEM

TpeOoBaHUI MH(POPMALIMOHHO-

uH(popMaLu- KOMMYHHUKAI[HOHHBIX TEXHOJIIO-

OHHOM 0e3- | ruii, pemaTh CTaHAApPTHHIEC 3a-

OIACHOCTH nauyd npodecCUOHaIbHOU Jies-
TEIBPHOCTH HA OCHOBe HH()Op-
MallMOHHON u OmOymorpaduye-
CKOH KyNbTYpBI C IPUMEHEHHUEM
MH(POPMaIMOHHO-
KOMMYHHKAITUOHHBIX TEXHOJIIO-
TH ¥ C Y4eTOM OCHOBHBIX Tpe-
OoBaHUi UH(POPMALMOHHOM
0€30MacCHOCTH
3 Oman - Braoemy:
OIlK-3.3. HasblkamMmu noAro-
TOBKHM 0030pOB, aHHOTAIWH, CO-
cTaByieHUs pedepaToB, HAYYHBIX
JOKJIAJIOB, TyOMKaIuii, u Ouo-
nuorpapuu o HAy4YHO-
WCCIIEIOBATENILCKOM  paboTe ¢
yuyeToM TpeboBaHuil uH(popma-
LIMOHHOM 0€3011aCHOCTH

OIIK-4. | Ciocoben 1 Oman - 3nams.

yuactBoBaTh B | OIIK-4.1. OcHoBHBIE cTaHAap-

pazpaboTke Tbl O(OPMIICHUS TEXHUYECKOU

CTaHJapTOB, JOKYMEHTAIlM! Ha Pa3IMIHbIX

HOPM U Tpa- | CTAAUSIX JKU3HEHHOTO  IIMKJIa

BWJ, a Takke | MHOOPMAIMOHHON CUCTEMBI

TEXHUYECKON 2 Oman - Ymems:

JNOKyMEHTa- OIIK-4.2. IlpumMeHsTh CTaHaap-

LMK, CBA3aH- | ThI OOPMIICHUS TEXHUIECKON

HOW ¢ mpodec- | AOKyMEHTAI[MH Ha Pa3THYHBIX

CHOHAJIBHOU CTaAUSIX KU3HEHHOTO IUKIIa

TesTeTbHO- WH(OPMAITMOHHON CHCTEMBI

CTBIO 3 Dman - Braoems:

OIIK-4.3. HaBeIkamu cocTaBiie-
HUS TEXHUYECKOM JOKYMEHTa-
UM Ha Pa3TUYIHBIX dTarax Ku3-
HEHHOTO [UKJIa HHPOPMAITHOH-
HOM CHCTEMBI

CTHUIIIO.

5. IIpaBuiibHbBIE OTBETHI HA
JOTIOJTHUTEIbHBIC
BOIPOCHI.

«HE3AYTEHO»:

1. IloBepxHOCTHOE
YCBOGHHE TPOrPaAaMMHOTO
MaTepuaa.

2. Heymenue YETKO
c(OpMyIHUPOBATH BHIBOJIBI.

3. OTCcyTCTBHE  HABBIKOB
Hay4HOTO CTHIIS
W3J10KEHHS.

4. Herounkle OTBETHI Ha
JOMOJHUTEIbHBIE
BOIIPOCHI.

5. He3nanue
3HAYUTEIBHOMN 4acTH
IPOrPaMMHOTO
MaTepHaia.

6. HeymeHue  BBLICTUTH

IJIaBHOE, CAENaTh BBIBOJIBI
1 00001IeHNS.
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3. THUITIOBBIE KOHTPOJIBHBIE 3AJIAHMA NJIM MHBIE MATEPUAJIBI,
HEOBXOJIVUMBIE JIJII OLJEHKY 3HAHWM, YMEHM, HABBIKOB U (MJIN) OITBITA
JEATEJIBHOCTU, XAPAKTEPU3VIOIIUX OTAIIbI ®OPMHNPOBAHM A
KOMIIETEHILIMI B ITIPOLIECCE OCBOEHMS OEPA30BATEJIBHOM ITPOI'PAMMEBI

1 3TAIIl - 3HATH
Tunoseie BONpoCHI A1 TeCTa

Bomnpoc Ne 1.

Bonpoc: nnpopmanus - 310

HeBepHo: akTyalnbHOCTb 3aIUTHI

HeBepHo: nepcoHanbHbIe TaHHBIE

HeBepHo: nanHble MEX/y HA4aJIOM M KOHIIOM CETEBOr0 MaKeTa

HeBepHo: nHTEpBaN BpEMEHHU MEXY MOCBUIKOW MAKETOB B CETh

Bepno: cBenenus o nuiax, npeamerax, pakrax, COObITUSX, SIBICHUIX U MPOLIECCaX HE3aBUCHMO
oT (hOPMBI X TIPEIICTABICHUS

Bompoc Ne 2.

Bomnpoc: Jlns ynoBieTBOpeHUs 3aKOHHBIX MIPaB U HHTEPECOB CyOHEKTOB JIJIsl 0O0ECTIeUueHUs UX
UH(POPMALMOHHON 0€30MaCHOCTH HEOOXOAUMO MTOCTOSIHHO TOAEPKUBATH OJTHO U3 CIIEAYIOIINX
CBOMCTB MH(OPMAILIUK U CUCTEM €€ 00pabOTKHU:

HesepHo: 00beM

Bepno: nenoctHocth

HeBepHO: KOHTPOJIBHYIO CyMMY

HesepHo: MaTpuily 10ocTyma npu MakeTHO nepeaaye

HeBepHo: 0CMBICTIEHHOCTD

Bompoc Ne 3.

Bomnpoc: MHpopmannonHas 6€30macHOCTb — 3TO

HesepHo: nperpaxxeHue NoTOKOB HEHYKHOM BpeIHOU nHpopmannu B nepcoHaibHON OBM ¢
IIOMOUIBIO 3aLIUTHBIX TPOrPaMM

BepHo: coctosHue 3alMIIeHHOCTH HHPOPMAITMOHHOM Cpe/bl 00IIecTBa, 00eCeYrBaroIiee ee
(dbopmHpoBaHUe, UCIIOIB30BAHNE U Pa3BUTHE B MHTEpECaxX Irpax/iaH, OpraHu3alni, rocy1apcTBa
HesepHo: mmdpoBanne faHHBIX MIPU N€peiade 1Mo BCEM BUIaM KaHAJIOB CBSI3U

HesepHo: 6e30macHOCTh cpeacTB 00pabOTKH, KOIMPOBAHUS, CYUTHIBAHUS HH(POPMAIUH B aBTO-
MaTU3UPOBAHHBIX CUCTEMAX

HesepHo: npumeHeHne Bcex BUIOB U YPOBHEW OXpaHbl HH(OPMALIUK B aBTOMATU3UPOBAHHBIX U
HEaBTOMATHU3MPOBAHHBIX CUCTEMax 00pabOTKH HH(pOopMaLUU

Bormpoc Ne 4.

Bompoc: Jlokrpuna nndopmarmonHoii 6e3omacHoctu Poccutickoit denepamnuu - 5T0

HesepHo: noctymHOCTh HHGOPMAITUU TOIBKO OMPEASIEHHOMY KPYTY JIHII, TapaHTHUs CYIIECTBO-
BAaHUA I/IH(bOpMaI_[I/II/I B UCXOJHOM BHJE, BO3BMOXHOCTE ITOJTYUCHUA I/IH(bepMaHI/II/I ABTOPHU30BaH-
HBIM T10JIb30BaTEJIEM B HYKHO€ JIJIsl HErO BpeMs.

HeBepHo: opranuzaimusi COBOKYITHOCTH WH(POPMAIIMOHHBIX MPOIIECCOB B ABTOMATU3UPOBAHHOM
cUCTEME IS €€ 3alIUThI

HeBepHo: nestenbHOCTh, HampaBJIeHHAs HA MPEAOTBpAIlEHHE YTEUKH 3aluiaeMoil mHdopma-
[[UY, HECAHKIIMOHUPOBAHHBIX M HEMpeIHAMEPEHHBIX BO3JCHCTBHUI Ha 3aluiaeMyr HHpopMa-
OUuro

BepHo: COBOKYMHOCTH O(pHUIIMATBHBIX B3IJISIOB HA LIEJH, 3a/1a4H, IPUHIIUITEI 1 OCHOBHBIE
HarpaBJeHus obecreueHnuss THPopMaIMoHHOM 6e3onacHocTH Poccuiickoit deneparun


http://ru.wikipedia.org/wiki/%D0%93%D0%BE%D1%81%D1%83%D0%B4%D0%B0%D1%80%D1%81%D1%82%D0%B2%D0%BE

Bompoc Ne 5.

Bomnpoc: koHpUAEHIIMATBHOCT — 3TO

Hesepho: rapanTus cyuiecTBoBaHHs HH(GOPMAIMK B ICXOTHOM BHUJIE

BepHo: nocTynHOCTh MHPOPMALIUU TOJIBKO OIPEACIEHHOMY KPYTY JIMILL

HeBepHo: BO3MOXHOCTD MoJTydeHHEe MH(OpPMAIMK aBTOPU30BAaHHBIM IMOJIB30BATEIEM B HY)KHOE
JUIS HETO BpeMsI

HeBepHo: BO3MOXXKHOCTh YCTAaHOBJICHHUS aBTOPa HHPOPMALIUU

HeBepHO: BO3MOXXHOCTh JJOKa3aTh, YTO aBTOPOM SIBJISIETCS MMEHHO 3asBJICHHBIA YElIOBEK, U HE
HUKTO JPYrou

Bompoc Ne 6.

Bormpoc: mporecc pacrio3HaBaHHs 3JIEMEHTa CHCTEMBbI, OOBIYHO C IIOMOIIBIO 3apaHee onpesie-
JICHHOTO WJCHTU(UKATOPA WIK APYrod YHUKAIBHON HH(pOpMAIK — 3T0 #H#

Bepno: nnentupukanms

Bormpoc Ne 7.

Bompoc: 3amura nadopmanuu (FOCT 350922-96) - ato

HeBepHo: nnpopmannonHas 6€301MacHOCTb

BepHo: nesTenbHOCTD, HallpaBIeHHAs Ha IPEJOTBPALEHUE YTEUKU 3alllMIaeMoil HHpOopMaIuH,
HECaHKIIMOHUPOBAHHBIX U HENpEeIHAMEPEHHBIX BO3ACHCTBUI Ha 3aIMIIAEMYI0 HH(OPMALIHIO
HeBepHo: BO3BMOXHOCTH YCTaHOBJIEHUSI aBTOpa UHPOPMALIUU

HeBepHo: 3amuieHHoCTh HHGOpMALUY U TOAJEPKUBAIOLIECH ee MHPPaCTPYKTyphl OT Ciry4daii-
HBIX WIN IPEIHAMEPEHHBIX BO3JIEHCTBUI €CTECTBEHHOTO UM UCKYCCTBEHHOT'O XapaKkTepa, KOTo-
pble MOT'YT HaHECTH yliep0 Bia/ienbliaM WM M0JIb30BaTeNIIM HHPOPMALIUU

HesepHo: cocrostHre 3aMIIEHHOCTH HHPOPMAIIMOHHON CpeIbl 00IIecTBa, 00ECTIeYHBAOIIEE €€
(dbopmMHpoBaHUe, UCIIOIB30BAHNE U Pa3BUTHE B MHTEPECAX IPaxa1aH, OpraHu3aluii, rocy1apcTaa

Bonpoc Ne 8.

Bompoc: Kanan yreuku uaopmanuu — 310

HesepHo: BeieHHE IPOTUBOCTOALEH CTOPOHOM TEXHUYECKOW U ar€HTYPHOU Pa3BEIKHU

BepHo: cOBOKYITHOCTH UCTOYHHKA MH(GOPMAIINH, MATEPUATLHOTO HOCUTEIISI UITH CPEIbl PacIIpo-
CTpaHEHUs HECYIIETo YKa3aHHYI0 WH(OpMAIIMIO CUTHANIA U CPEJCTBA BIEICHUS HH(DOpMALIUN
W3 CUTHAJIA UJIM HOCUTEIIS

HesepHo: HecoOmoieHne epcoHaNIoM HOpM, TpeOboBaHUM, MpaBuil dkcrutyaranuu AC
Hesepno: onenka peanbHoN 3¢ (HEKTUBHOCTH MPUMEHSEMBIX Ha MPEANPUATUN MEP 3aLUThI UH-
dbopMaruu 1 NpeAoKeHUs 0 UX COBEPILIEHCTBOBAHHIO

HesepHo: nesiTenbHOCTH, HAMPaBIIEHHAS HA MPEJOTBPAIIEHNE YTEUKH 3aluiaeMoil nHpopma-
[[UY, HECAHKIIMOHUPOBAHHBIX M HETIPEHAMEPEHHBIX BO3/ICHCTBUI Ha 3allUIaeMyto nHpopma-
1012000)

Bompoc Ne 9.

Bomnpoc: [TapameTpudecknii kaHas yTeuku WH(GOpMaLUU

HegepHo: pencTaBiisieT BCIOMOTaTeNbHBIE CPEACTBA, BEIXOJALIUE 3a ITPEAEIIBI KOHTPOIUpPYye-
MOM 30HBI

Bepno: ¢opmupyercs myrem "BwicokouacTtoTHOro obmydenus" TCOU, mpu B3auMoaeicTBUU
JIEKTPOMAarHUTHOro 1NoJisi Kotoporo ¢ aneMeHTamMu TCOM npoucxogut nepensiydyeHue diek-
TPOMAarHUTHOTO MOJIS, MPOMOIYJIMPOBAHHOTO HH(POPMALIMOHHBIM CUTHAJIOM

HesepHo: BKItOYaeT onucaHue TEXHOJIOTUH 00pabOTKH JaHHBIX B 3aIIMIIAEMON MOJCHCTEME,
aHAJIU3 YTPO3 U OLIEHKY pUCKa HaHECeHHs yliepOa, MpaBuiia SKCIUTyaTallii CUCTEMBI, HE00XO0-
JTUMBII HA0Op MHCTPYKIMNA JOJDKHOCTHBIM JIUIIAM


http://ru.wikipedia.org/wiki/%D0%93%D0%BE%D1%81%D1%83%D0%B4%D0%B0%D1%80%D1%81%D1%82%D0%B2%D0%BE
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HesepHo: onpenenseT o0uIyr0 CUCTEMY B3TJISA0B B OpraHU3alMK HA MMPOOJIEeMY 3aUThl HHPOP-
Maruu B AC ¥ IyTH perieHust 3TO MPoOIeMbl C YI€TOM HAKOIJICHHOTO OTBITAa M COBPEMEHHBIX
TEHJICHIIUH €€ Pa3BUTHS

HesepHo: onpenenser KOMIUIEKC KOHKPETHBIX OPTaHU3AIIMOHHO-TEXHUYECKUX MEp I10 3aIlUTe
nH(popMaInu, a TaKKe HE3aKOHHOTO BMEIIATENIbCTBA B MPoIece () yHKIIMOHUPOBAHUS KOHKPET-
Hot AC

Hesepho: pa3zsuBaeT Konneniuo HarmoHanbHON 6e30nacHocTH Poccuiickoit deneparuu mpu-
MEHHTEIBHO K HH(OpMAIIMOHHOH cdepe

Bompoc Ne 10.

Bormpoc: cBenenust o nunax, npeamerax, Gpaxkrax, COOBITUAX, SIBICHUAX U ITPOIieccax HE3aBUCHMO
0T ()OpMBI UX TIPEACTABICHUS #H##

Bepno: nuadopmanus

Bomnpoc Ne 11.

Bompoc: Konnenmus o6ecrieueHust HHGOPMAITMOHHOM 0€301acHOCTH

HesepHo: onpezenser KOMIUIEKC KOHKPETHBIX OPraHU3aIIMOHHO-TEXHUYECKUX MEp MO 3alluTe
uH(popMaIuu, a TaKKe HE3aKOHHOTO BMEIIATENIbCTBA B MpoIece () yHKIIMOHUPOBAHUS KOHKPET-
Hot AC

Hesepno: Takoro Her

Hesepno: cnacaer BnazgensieB AC 0T HEOOXOAUMOCTH MPUHATHS KapAUHAIBHBIX MEp MO MOJI-
HOM 3aMEHE CPEJICTB 3alUThl HA HOBBIE

Bepno: omnpenenser o01yro cucteMy B3IJISI0B B OpraHU3alluy Ha mpooOiieMy 3aluThl HHpopMa-
i B AC U IMyTH pemnieHust 3Toil mpoOjJeMbl C YYE€TOM HAKOIUJICHHOTO ONBITa M COBPEMEHHBIX
TEHCHIIUN ee pa3BUTHI

HesepHo: onpenernser nmpasuiia oOpaiieHus ¢ HHPOpPMAaIHe 1 OTBETCTBEHHOCTh CYObEKTOB HH-
(dbopMaIMOHHBIX OTHOUICHHH 32 UX COOJIIO/IEHUE

HeepHo: HU 0HO U3 MEPEUUCTICHHBIX

Bompoc Ne 12.

Bormpoc: Hapymmurens — 310

HeBepHo: MHAYKIIMOHHBIN KaHAJ TiepexBaTa, He TpeOYIOUH KOHTAKTHOTO MOIKJIFOUEHUS K Ka-
HaJlaM CBSA3H

HeBepHo: cOBOKYNHOCTh HCTOUHHKA HH(DOPMALIUK, MATEPUATBHOI'O HOCUTENS I CPEJIbl pac-
NPOCTPaHEHUs HECYILETO YKa3aHHYI0 HH(OPMAIIMIO CUTHANA U CPEJICTBA BblAETIeHNUs HHPOpMa-
IIUU U3 CUTHAJa UM HOCUTEIS

HeBepHo: KOMIUIEKCHI CHIEMAIbHOIO TEXHUYECKOTO M IPOrPaMMHOI0 00ecredeHus, peiHa-
3HauUEHHBIE U1 MIPEIOTBPALICHHS YTEUKH 00pabdaThiBaeMOi WK XpaHsuielics nadopmanuu
BepHo: nuio, npeanpuHsBIIEe NONBITKY BHIMOJIHEHHUS 3allPELICHHBIX onepauuii o omuoke, He-
3HAHMUIO WJIM OCO3HAHHO CO 3JIbIM YMBICIOM HJIM 0€3 TaKOBOTO M HCIOJIB3YIOLIEee JJIs 3TOTO pas3-
JIMYHBIE BO3MOXHOCTH, METOABI U CPEACTBA

HesepHo: mpenocraBienne CyobeKTy MpaB Ha JOCTYI K OOBEKTY

HesepHo: HU 0/1HO U3 EPEUUCTIEHHBIX

Bompoc Ne 13.

Bonpoc: Dnextpuueckuii kaHai nepexsara nHGoOpMaluu

HesepHo: He TpeOyeT KOHTAKTHOTO MOAKIIIOYEHUS K KaHAJIaM CBSI3U

Bepno: mpenmnonaraet KOHTaKTHOE MOAKIIOYEHNUE K JTUHUSIM CBSI3U

Hesepno: hopmupyercs nmyrem "BoicokodacToTHOro 0bmyuenus”" TCOU, mpu B3auMoieiCTBUU
AIIEKTPOMArHUTHOTO M0JIs KOTOporo ¢ 3nemMenTaMu TCOU mpoucxoauT nepensnydeHue Jiek-
TPOMAarHUTHOTO TOJIS, MPOMOYTUPOBAHHOTO HH(POPMAIIMOHHBIM CUTHAIIOM

HeBepHo: ucnonp3yeT cpeay pacipocTpaHeHHsI BO3yX



HeBepHo: HU 0JTHO U3 MEPEUNCIICHHBIX

Bomnpoc Ne 14.

Bonpoc: Yrposa — 310

HeBepHo: mpoBepka MOJUIMHHOCTU UIEHTH(UKALIMKU TT0JIb30BaTelIs, IPOoLiecca, yCTPoicTBa WK
JPYroro KOMIOHEHTA CUCTEMBbI

BepHo: noteHImaibHO BO3MOXKHOE COOBITHE, ACHCTBUE, IPOLIECC UIIH SBJIEHHUE, KOTOPOE MOXKET
NPUBECTH K HAHECEHUIO yIepOa YbUM-T100 HHTepecaM

HeBepHo: COBOKYMHOCTh HCTOYHHMKA HH(POPMALIUY, MATEPUAIBHOTO HOCUTEIIS WIIHA CPEbl pac-
POCTPAHEHHUS HECYIIETO YKa3aHHYI0 HH(POPMAIIMIO CUTHANA U CPEJICTBA BhIACICHNUS HHPOpMa-
IIUM U3 CUTHAJIA WIN HOCUTEIS

HesepHo: BcriomoraTenibHbIE CPEACTBA, BHIXOASAIINE 32 IIPEIEIbl KOHTPOJIUPYEMOI 30HBI, a TaK-
e IMOCTOPOHHHUE MPOBOJA U KaOeIH, K HUM He OTHOCSIINECS

HesepHo: npennonoxenust 0 KaTeropysix JIMil, K KOTOPbIM MOXKET IPUHAJUIEKATh HAPYILIUTENb

Bompoc Ne 15.

Bompoc: buomerpus - ato

Bepno: paznen HayKku, 3aHUMAIOLIUIICS KOJIMYECTBEHHBIMU OMOJIOIMUECKUMHU IKCIIEPUMEHTAMH C
MIPUBJICYCHUEM METOJIOB MaTEMAaTUYECKOW CTATUCTUKHU

Hesepno: nakrunockonus

HesepHo: pacnio3HaBanus nuua

HesepHo: Bepudukamnms moamucu

Hesepno: nudpoBoii kox

Bompoc Ne 16.

Bompoc: nuuo, npeanpuHsBILIee MONBITKY BBINOIHEHUS 3alpELICHHbIX onepaluil (1eHcTBUI) 110
oLIMOKe, HE3HAHUIO WIIM OCO3HAHHO CO 3JIbIM YMBICJIOM (U3 KOPBICTHBIX HHTEPECOB) UJIU 0e3 Ta-
KOBOTO (pajaiu UIPbl WU YIOBOJIBCTBUS, C LIEIbI0 CAMOYTBEPKACHUS U T.I1.) ##H#

BepHo: HapymmTens

Bonpoc Ne 17.

Bomnpoc: i coxpaneHHs TOI0COBOTO OTIeYaTka Tpedyercst 00bem:
HesepHno: 8 6ut

Bepno: 30 k6aiit

Hesepno: 300 mOaiiT

Hesepno: 1 I'6GaiiT

Heepno: 1 Kout

Bonpoc Ne 18.

Bompoc: ctatnuecknue MeTo/1bl OMOMETPUUECKON UACHTU(DUKAIINH -

HeBepHo: OCHOBBIBaIOTCS Ha MTOBEJICHUECKON XapaKTepUCTUKE YesloBeKa — 0COOEHHOCTSIX, Xa-
PaKTEPHBIX JUISl TOICO3HATENbHBIX IBUKEHHUH B Mpoliecce BOCTIPOU3BEIECHUS KaKOro-nuoo Jei-
CTBUSA

HesepHo: o0ecnieunBarOT MOCTOSIHHBIE XapaKTEPUCTUKU ONpeiesieHus: uaeHTudukaropa
HeBepHo: Hen3MEHHbIE BEPOSTHOCTU CTATUCTUYECKOTO METO/1a

HeBepHo: HU 0JTHO U3 MEPEUNCIICHHBIX

BepHo: 0CHOBBIBaIOTCS Ha (PU3UOJOTHMUECKON XapaKTEPUCTHKE YEIOBEKa, TO €CTh YHHUKAIbHOM
CBOICTBE, JTAHHOM €MY OT POKJIEHHUS U HEOTHEMJIEMOM OT HETO

Bompoc Ne 19.
Bompoc: [IporpaMMHO€E pa3MarHM4uBaHUE -
HesepHo: ynanenue nporpaMm ¢ HOMOIIbIO MarHuTa
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Hesepno: He cymiecTByeT

HesepHo: coctouT u3 60ree 4em Tpex uiau 0oJiee JIOTHIECKUX JacTei

HeBepHo: HU 0JTHO U3 MEPEUNCIICHHBIX

BepHOI YHUYTOKCHHUEC JaHHbBIX HA MArHUTHOM HOCHUTCIJIC ITYTEM MHOI‘OKp&THOfI Oorcpanuu 3aru-
CH Pa3IMYHBIMU NICEBAOCTYYaHBIMU KOJIaMU

Bonpoc Ne 20.

Bompoc: Ciy:k6a KOMITBIOTEpHOU 0€30MacCHOCTH — 3TO

Hesepno: ¢hopmupoBanue TpeOoBaHUI K CUCTEME 3alllUTHI B Ipoliecce coznanus AC

BepHo: mTaTHOE WM HEMITATHOE MOApA3JeNeHHe, CO3/JaBaeMoe Ul OPTaHN3aluN KB (DUIIH-
POBaHHOM pa3pabOTKHU CUCTEMBI 3aLUTHI HH(GOPMAIUU U oOecrieueHus ee (PyHKIHOHUPOBAHUS
HegepHo: nononxnuTensHble HEY100CTBA, CBA3aHHBIE C 0OIBIIMM 00BEMOM PYTUHHON (hopMalib-
HOU JIEeATEIbHOCTH

Hesepho: ciyx0a oXxpaHbl, HCIIOJB3YIOIIAs B pad0Te KOMIBIOTEPHI 11 HAOIIOICHUS U OXPAHBI
HeBepHo: oxpaHa KOMIIbIOTEPHOM TEXHUKH MPEATPUATHUS CIIY>K00i 6€30MacHOCTH

HesepHo: HU 0JTHO U3 TIEPEUNCIIEHHOTO

Bompoc Ne 21.

Bomnpoc: AyrenTuduxanus — 31o

Bepno: npoBepka NONIMHHOCTH WACHTU(GUKAIINH TOIB30BATENS, IPOIEcca, YCTPOUCTBA UITH
JPYroro KOMIOHEHTa CUCTEMbI

HesepHno: pabota 3a rpaHbI0 CUCTEMBI 3aIUTHI PETPUATHUS

HeBepHo: nepenaya npas nosib30BaHus MHGOpMALMEH APYroMy JIHILY

HesepHo: nepenada nHGpOpMALIUY 110 3AIMUIIIEHHOMY KaHATY CBSI3U

HeepHo: nepeaaya nHdopMauu 1o He3aluIeHHOMY KaHaly CBS3U

Bormpoc Ne 22.

Bormpoc: creranorpagus — 31o

HeBepHo: ncnosnb3oBanue mudpoBaHus py nepeaaye JaHHbIX

Bepno: Hayka 0 cKkpbITOH nepenadye HHPOpMaIMK IyTEM COXpaHEHMsI B TailHe camoro (akTa me-
penauun

HesepHo: pa3aen Hayku 0 IpOrpaMMHBIX CPEJCTBaX 3aKpbITHS HHPOpMAIUU

HeBepHo: anmapaTHOE cpeiCTBO 3alIUThI HH(OpMAIH

HesepHo: nepemennBanue 0J10KOB TEKCTa JJIsI HEBO3MOXKHOCTH MTPOUTEHUS

HeBepHo: Hayka 00 ucue3nyBIIei nHpopmau

Bonpoc Ne 23.

Bomnpoc: moxynsiuus — 310

HeBepHo: nusmMeHnenue coaepkanusi HHGOPMAITMOHHOTO KOHTEWHEpa Ha HOBOE HEUUTAEMOE
HesepHo: nporiecc, 00patHblii creraHorpaduu

HeBepHo: BblieneHue MoJIe3HOM nH(pOpMaUK U3 3aK0IMPOBAHHOIO COOOIIEHUS

Bepno: mpotiecc n3MeHeHuUs! 0OJTHOTO UM HECKOJBKUX MapaMeTPOB BHICOKOYACTOTHOI'O MOJIYJIH-
pyemMoro KoyiebaHus Mo 3aKOHY HH(POPMAITMOHHOTO HU3KOYACTOTHOT'O COOOIIEHUS

HeBepHo: mpuMeHeHrEe METOI0B MPOTPaMMHOI0 CTUPAaHUS HH(OpMaLIUU

Hesepho: nepeceuenrie HHPOPMAITMOHHBIX TTOTOKOB C LIEIbI0 COKPBITHS COIEPKUMOT0 KaXKI0Tro
N3 HUX

HesepHo: pacnipocTpaneHye JaHHBIX Yepe3 MHUQpyolee YCTPOHCTBO

Bompoc Ne 24.

Bonpoc: Camblif BepxHHIi ypOBEHB 3aIUTHI —
HesepHo: Texunueckuii

HeBepHo: cMenanHbIit


http://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D1%8F
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HesepHo: mporpaMMHbIit
Bepno: 3akoHOHaTENBHBIN
HeBepHo: nHKeHEepHbI
Hesepno: ynpasnsronui
HeBepHo: oprann3aiimoOHHbIN

Bomnpoc Ne 25.

Bompoc: 310yMBIIITIEHHUK — 3TO

HesepHo: nosip3oBatens 9BM, He co0Ir01aroIMil paBuiIa MOJIb30BaHMS

HeBepHo: BHYTpeHHU HAPYIIUTETh ABTOMAaTU3UPOBAHHON CHCTEMBI 00pa0OTKN HH(POpMAIHH
HesepHo: nu110, UCTIOB3YIOIIEE TPOrPAMMBI [Tl CEKPETHOTO KOITUPOBAHUS

BepHo: nonb3oBarens Wik mporpaMma, HEMPABOMOYHO MBITAIOIIUECS MOTYYUTh AOCTYH K OT-
JIEIIbHOMY KOMITBIOTEPY MJIM KOMITBIOTEPHOM CEeTH

HesepHo: HeneranbHbli osib30BaTen» IBM

HesepHo: ObIBIINIT COTPYAHUK, UMEIOIIMI IIpaBa JOCTYyMa K CUCTEME

Bompoc Ne 26.

Bonpoc: BuOpanmoHHbIii KaHal yTeYKH HHPOPMAIUK UMEET CPEIOi pacripoCTpaHeHHs
Hesepno: Bo31yx

BepHO: KOHCTpYKIIMH 31aHUI

HeBepHO: 2J1IeKTpOMarHuTHbIE BOJIHbI

HesepHo: onTudeckuii my4

HesepHO: HU OJJHO U3 NIEPEUNCIIEHHBIX

Bormpoc Ne 27.

Bormpoc: kocBeHHbBIE KaHAJIBI IPOHUKHOBEHUS B CUCTEMY

HesepHo: TpeOyrOT NPOHUKHOBEHUSI B IOMEIICHUS, TI€ PACHOI0KEHbI KOMIIOHEHTHI CUCTEMBI
HeepHo: HU 0HO U3 MEPEUUCTICHHBIX

HesepHo: TpeOyrOT Hamu4usi maposi A BX0Jla B CHCTEMY

HesepHo: ncnonb3yloT COBMECTHOE HCTIOIb30BaHUe pecypcoB AC

BepHo: He TpeOyrOT MPOHUKHOBEHHUS B MTOMEIIEHUS, TJI€ PACTIONOKEHBI KOMIIOHEHTHI CUCTEMBbI
HeepHo: HU 01HO U3 MEPEUUCITICHHBIX

Bompoc Ne 28.

Bomnpoc: LlenocTHOCTh HHGOPMALIUU — 3TO

BepHo: criocoOHOCTb cpeicTBa BEIUNCIUTENbHON TEXHUKU WIIM aBTOMATU3UPOBAHHONW CUCTEMBI
o0ecreunBaTh HEM3MEHHOCTh HH(OPMAIIUY B YCIOBUSIX CIIy4aiHOTO U (WJIK) MpeIHaMEPEHHOT O
UCKaXEHUS

HeBepHo: crioco0 orpaHu4eHus 10CTyIa Nojab30BaTenel K KOMIbIOTEPHOI CUCTEME WU e
¢aiinaM ¢ UCHOJIb30BaHUEM METO/A apOIUPOBAHUS

HesepHo: mpenoTBpanieHue Win CyLeCTBEHHOE 3aTPyIHEHUE HECAHKLIIMOHUPOBAHHOTI'O 1OCTYIIa
HeBepHo: yHUKaJIbHBIN NPU3HAK CYOBEKTA WM 00BEKTa JOCTyIa

HesepHo: cocTosiHME 3aIMIIIEHHOCTH HHPOPMALIMOHHOM cpe/ibl 00I1IecTBa, 0O0ecreunBalolee ee
dbopMupOBaHUE U pa3BUTHE B UHTEPECAX Tpak]laH, OpraHu3aluii ¥ rocyJapcraa

HesepHo: pasrpaHuyeHue 10cTyna MeXay MOMMEHOBAaHHBIMHU CYObEKTaMH U MIOMMEHOBAaHHBIMU
00BEKTaMU

Bompoc Ne 29.

Bompoc: Monens HapymuTens — 310

HeBepHo: onucanue mporecca B3J0Ma KOMIIBIOTEPHOM CUCTEMBI

HeBepHo: xapakTepUCTHKU B3aUMOIECHCTBUS MH(OPMAIIMOHHBIX MPOLIECCOB MPH B3JIIOME CUCTE-
MbI
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HeBepHo: onucanue AeMCTBUI MO 3alIMTE€ aBTOMATU3UPOBAHHON CUCTEMBI

Bepno: aGcTpaktHOE (PopMain30BaHHOE WM HEPOPMAIU30BAHHOE) OITMCAHUE HAPYIIIUTEIS
NpaBUJI pa3rpaHUyuCHHsI JOCTYIIa

Hesepno: equamia nHGOpMAIMOHHOTO pecypca aBTOMAaTU3UPOBAHHON CHCTEMBI, IOCTYI K KO-
TOPOU PErNIAMEHTUPYETCS MTPABUIAMH Pa3TPaHUYCHUS JIOCTYIIA

Bomnpoc Ne 30.

Bompoc: O6paboTtka nadpopmanuu -

HeBepHo: n3ydeHue XxapakTEPUCTHK MOJIb30BaTeNIei HHPOPMAIMOHHOW CUCTEMBI

HesepHo: koaupoBanue U mudppoBaHre HHPOPMAITUMOHHBIX TOTOKOB

HeBepHo: KBaHTOBaHUE MPOIIECCOB BEIYUCIUTEILHOW CHCTEMBI

HesepHo: pa3aensioT BHIYUCIUTEIBHOE BPEMsI TJIABHOTO CEpBEpa

HeBepHo: pa3jieneHue 10CTyma U MOJTHOMOYHIA B aBTOMAaTH3UPOBAHHOM CUCTEME

Bepno: cbop, xpanenue, o0paboTKa U BOCIIPOU3BEACHUE TAHHBIX CPEJICTBAMU BBIYUCIATEIHHON
TEXHUKA

Bompoc Ne 31.

Bompoc: JleiicTBusi, mpeAnpuHUMAaeMble KPUIITOAHATUTUKOM C IEJIbI0 PACKPBITHS CEKPETHOTO
KIIIOYa - 3TO  #H#

Bepno: araka

Bompoc Ne 32.
Bormpoc: Kpunrosorus cocTout u3 IByX 4yacteit: 1) kpunrorpadus 2) ###
BepHo: kpunroananus

Bompoc Ne 33.

Bomnpoc: IloncnymmuBanue co CTOPOHBI IPOTUBHUKA HA3BIBAETCS
HeBepHo: akTUBHBIM IIEPEXBATOM COOOIICHU

BepHo: maccuBHBIM MepexBaTOM COOOLIEHUN

HesepHo: moacmaTpuBaHueM 3a COOOIIEHUSIMHI

HeBepHo: 310yMBIIIJICHHBIM NTEPEXBATOM COOOIIEHUH

HesepHo: BbaeneHueM nHGpoOpMauu U3 COOOLICHUS

Bompoc Ne 34.

Bomnpoc: npsmoe/o6paTHOe kpuntorpapuieckoe npeodpazoBaHue, BHIIOIHIEMOE B X0/ I ]-
pOBaHMs OTKPBITOTO TEKCTA U AemndpoBaHus WUppOTEKCcTa — 3TO  HH#

BepHo: kpunroanropurm

Bonpoc Ne 35.

Bompoc: Ilepsslit anroput™ asis 000011IEHHOTO (P POBAHUS C OTKPHITHIM KIIOYOM —
HeepHo: xa11 QpyHKIUA

Bepno: anroput™ prokzaka

Hesepno: anroput™ Db ['amans

Hesepno: anroput™m [le byapasa

Hesepno: DES

Bompoc Ne 36.

Bomnpoc: nporiecc pacro3HaBaHus 3JIEMEHTa CUCTEMBI, OOBIYHO ¢ TIOMOIIBIO 3apaHee onpesie-
JICHHOTO UICHTU(PHUKATOPA UITU APYroi YHHUKAIBHON HHPOPMAITUU — 3TO

BepHo: uaentuduxamnus

HesepHo: cuctemorexHuka

Hesepno: nuckpern3zanms
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Hesepno: peanuzanus
Hesepno: onudposka
Hesepno: otneuaTok mansia

Bomnpoc Ne 37.

Bormpoc: mwudp, KOTOpsIN IpH KaKI0M MUGPOBAHUN IPEBPAIIACT OJUH U TOT K€ OUT WU OalT
OTKPBITOT'O TEKCTa B Pa3JIMYHbIC OUTHI UK OalThI IIUPPOTEKCTA —

Hesepno: 6y104HbII

BepHo: noTOKOBBIN

HesepHo: konbLeBon

HeBepHo: aHanoroBsIit

Hesepno: nudposoii

Bompoc Ne 38.

Bomnpoc: kpunrorpadust ¢ CeKpeTHbIMH KJIFOYaMU UCTIOJIb3YyeT
HesepHo: acuMMeTpHUHBIC QITOPUTMBI MM (DPOBAHUS

BepHo: cuMMeTpuUHbIe aNrOPUTMbI IM(PPOBAHUS

HesepHo: cBepXcHMMETpHUHBIC AJITOPUTMBI IH(DPOBAHUS
HeBepHo: KoblLieBbIE aITOPUTMbI IIUGPOBAHUS

HesepHo: mockue anroputMsl mudpoBaHus

Bompoc Ne 39.

Bomnpoc: nonydeHne oTKpbITOro TEKCTA IO HAOII0AaeMOMY IIU(PPOTEKCTY —
HesepHo: kpunronorus

BepHo: kpuntoanaius

Hesepno: kpunrorpadus

HeBepHo: kpunrocucrema

HeBepHo: HeCaHKIIMOHUPOBAHHBIH JJOCTYI

HeBepHo: KpUNTOKIIOY

Bormpoc Ne 40.

Bomnpoc: cBenenus o nunax, mpeaMerax, pakrax, COOBITHSX, SIBICHHUIX U MPOIECCaX HE3aBUCUMO
0T (OpMBI UX NPEACTABICHUS #H##

Bepno: nundopmarnus

Bompoc Ne 41.

Bomnpoc: 3akmouaercs B 3aMeHe Kax/10i OyKBBI Ha CIIEAYIOIIYIO 32 Hel B ajihaBUTE yepe3 HeKo-
TOpOE 33/IaHHOE YUCIIO OYKB

Hesepno: mmdp O ['amans

Hesepno: mmgp DES

Hesepno: nmdp e byazapa

Bepno: mmdp Le3aps

Hesepno: mmdp 3DES

HeBepHo: HU 0JTHO U3 MEPEUNCIICHHBIX

Bomnpoc Ne 42.

Bompoc: Kpuntocroitkocts — 310

HeBepHo: BO3MOXKHOCTB OBICTPOT0 BCKPBITHS IK(dpa

HeBepHo: BO3MOKHOCTB 10JITON pabOThI 6€3 yTpaThl 10BEpHUs

HeBepHo: cBOICTBO KpUNITOCUCTEMBI 110 HAJIEKHOMY IIU(POBAHUIO

BepHo: cBOICTBO KPUIITOCHCTEMBI BBIJIEPKUBATh BCE PA3HOBUHOCTHU aTaK

HeBepHo: CBOMCTBO KpUNITOCHCTEMBI BBIIEPKUBATh BCE BHUJIbI MHTEUIEKTYaJIbHBIX aTakK
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HeBepHo: HU 0JTHO U3 MEPEUNCIICHHBIX

Bomnpoc Ne 43.

Bompoc: 6panamaysp —

HeBepHo: aHTHBHPYCHOE TPOTPaMMHOE O0ecTieueHUE

Bepno: 6apbep, 3alIMIIAIONTUI OT MOMBITOK 3JI0YMBIIIJICHHUKOB BTOPTHYTHCS B CETh
HeBepHo: mombITKa MPOHUKHOBEHHUS B CHCTEMY Yepe3 KOMITBIOTEPHYIO CETh
HesepHo: ncnonb3yer cpeay pacpoCcTpaHEHHUs BO3YX

HeBepHo: mporpamma jisi OpraHu3alii BUPTYaJTbHON «IIECOYHUIIBI

Bomnpoc Ne 44,

Bompoc: Anonumaiizep — 310

HeBepHo: mpoBepka MoJUIMHHOCTH MIEHTH(UKALIMK 110JIb30BaTels, IPOLecca, yCTPOcTBa Win
JPYroro KOMIOHEHTA CUCTEMBbI

BepHo: mporpamma, 1mo3Bosisirolasi 3aMacKupoBaTh CBOW peasibHbll IP-anpec, ucnonb3ys aHo-
HUMHBIE [TPOKCHU-CEPBEPHI

HeBepHo: COBOKYMHOCTh HCTOYHHMKA HH(POPMALIUU, MATEPUATIBHOTO HOCUTEIIS WIIM CPEbl pac-
NPOCTPAHEHUS HECYIIETO YKa3aHHYI0 WH(POPMAIIMIO CUTHAJIA U CPEJICTBA BBIACICHNUS HHPOpMa-
IIUH U3 CUTHAJIA WIK HOCUTENS

HesepHo: BcriomoraTenibHbIE CPEACTBA, BHIXOASAIINE 32 IIPEIEIbl KOHTPOJIUPYEMOI 30HbI, a TaK-
e IMOCTOPOHHHUE MPOBOJA U KaOeH, K HUM He OTHOCSIINECS

HesepHo: npenmnonoxenust 0 KaTeropusix Jinil, K KOTOPbIM MOXKET IPUHAJUIEKATh HAPYILIUTENb

Bompoc Ne 45.
Bompoc: MHorogaxropHas ayTeHTU(UKAINSI — 3TO
BepHo: crioco6 ayreHTH(UKANH C NCTIOIb30BaHUEM HECKOIBKUX CIIOCOOOB OTHOBPEMEHHO
HeBepHO: JaKTUIOCKOIUS U OMOMETPHSI
HeBepHo: pacrio3HaBaHKe JIMIA U OTIIEYATKOB MAJIbICB
HeBepHo: Bepuukaus noAnucu Ha ocHoBe anroputma [lamans
Hesepno: nudposoii kogq USB Gpenka

Bompoc Ne 46.

Bomnpoc: B cucreme UNIX nmeer npaBo Ha BBIIIOJIHEHHE BCeX 0€3 NCKIIOUEHUS Onepariuii: #4##
BepHo: cynepnonbs3oBareinb

Bepno: root

Bonpoc Ne 47.

Bomnpoc: M3onupoBanHas mporpamMmHas cpeja

HeBepHo: 3amumaer oT yreuky KoH(puIeHINAIbHOW HHpOpMaLuu

Bepno: He 3amuiaer or yreuku KoH(UIeHIuanbHONH HHPOpMAIUN

HeBepHo: 00bIYHO IPUMEHSIETCS B COBOKYITHOCTH C U30MPATENbHBIM JJOCTYIIOM

HeBepHo: HE Ha3HA4YacTCiA Cy6T)eKTaM, OT MMCHHU KOTOPBIX BBIITOJHAKOTCA CUCTEMHBIC ITPOLECCHI
HesepHo: nmeet rpu¢ cekpeTHOCTH 00BEKTa CTPOTro HIKE YPOBHS KOH(UIEHIIMATBHOCTHU TIPO-
necca

Bompoc Ne 48.

Bonpoc: Ayrentuduxanus -

HegepHo: uckirrouaer nmpsMoe B3aMMOJICHCTBUE MEX/1y aBTOPU30BAHHBIM KJIMEHTOM M BHEITHUM
XOCTOM

HesepHo: ocymiecTBasieTcs Ha ocHOBe nHGopMaruu, coaepsxkameiics B TCP- u [P- 3aromoBkax
[IaKETOB
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HeBepHo: sBAsiCTCS MapIIpyTH3aTOPOM HIIH KOMITBIOTEPOM, Ha KOTOPOM paboTaeT MporpaMMHOE
obecnieyenne

HeBepHo: HU OHO U3 MEPEUUCICHHBIX

BepHo: cpencTBo, mpoBepstoliee, 4To MOCIABIIMA COOOIIEHHE UK 3ampoc 00BEKT 00JIagaeT He-
00XOAMMBIMH JJIs 3TOTO IIPaBaMu

Bomnpoc Ne 49.

Bomnpoc: 6panamay3psl 3KCIIEPTHOTO YPOBHS

HeBepHo: ucnonbs3yior uaeHTU(PUKAIIMOHHYIO HHPOPMAIIUIO, CO3IaHHYIO MPU BBEICHUU MapOJIs
HeBepHo: He cymiecTByrOT

Hesepno: coctosaT u3 6osee 4yem Tpex Win 0oJiee JIOTUYECKUX YacTel

HeBepHo: KOMUPYIOT AKeThl B 000WX HAMPABJICHUSX, HE OCYIICCTBIISA UX (PHIIbTPAIHH

BepHo: o11eHHBAIOT COAEPKUMOE KaKIOTO MaKeTa B COOTBETCTBUH C MOJIUTUKON OE30MMacCHOCTH

Bomnpoc Ne 50.
Bonpoc: IlepcoHanbHbIe JaHHBIE — 3TO
HeBepHo: ciyxeOHbIE CBeIEHHs, JOCTYH K KOTOPhIM OTPAaHWYEH OpraHaMH roCyJapCTBEHHOMH
BJIACTH B COOTBETCTBUU C [ paxxnanckum xojexcoM PO u denepanbHbIMU 3aKOHAMU
BepHo: cBenenus o axrax, cOObITUAX M 0OCTOSTENBCTBAX YaCTHOM KU3HU IPa)KIaHUHA, [103BO-
JSFOINME UICHTH(DUIUPOBAT €ro JTUYHOCTh
HeBepHo: nHpopmanus opraHoB rocy1apcTBEHHON BJIaCTH, KOTOPYIO OHU MEpPealoT B KOMMEp-
YECKHE CTPYKTYPHI
HeBepHo: nunpopmanus, He SBIAIOIIAACA TOCYAAPCTBEHHBIMU CEKPETaMU
HesepHo: nepedeHs cBeeHUI KOH(DHICHITMAIBHOTO XapaKkTepa
HesepHo: HU 0JTHO U3 IEPEUUCIEHHOTO

Bompoc Ne 51.

Bompoc: npoBepka noyIMHHOCTH UIEHTU(UKALIMY TI0JIb30BaTENs, IPOLEcCca, YCTPOMCTBA NN
JIPYroro KOMIOHEHTA CUCTEMBI. ###

BepHo: ayrenTuduxamus

Bompoc Ne 52.
Bonpoc: Konbuaenunansuas uHGopMaIus — 3To
HesepHo: oTienbHbIe JOKYMEHTHI U OT/IETBHBIE MAaCCUBBI IOKYMEHTOB, JOKYMEHTHI U MaCCHBBI
JIOKYMEHTOB B MH(OPMAIIMOHHBIX CUCTEMAX
BepHo: nokymeHnTupoBanHas HHGOpMAIHs, JOCTYIl K KOTOPOM OTPaHUYMBAETCSI B COOTBETCTBUU
¢ 3akoHozarenscTBoM Poccuiickon denepaunu
HesepHo: cBenenust o hakTax, COOBITUAX U 0OCTOSTEIHCTBAX KU3HU TPAXKIAHUHA, TTO3BOJISIO-
e UASHTHPHUIINPOBATH €70 TUYHOCTh
Hesepno: nokymeHnTupoBanHasi nHMOpMaIusi, HempaBoMepHoe oOparieHue ¢ KOTOPOil MOKET
HAHECTH yiiepd ee COOCTBEHHUKY, BIAIEIbILY, TOJIH30BATEII0 U HHOMY JTUILY
HesepHo: 3adukcupoBanHas Ha MaTepUaATLHOM HOCHTENE HH(GOPMAITUS C pEeKBU3UTaMH, TI03BO-
JSIOUIUME €€ UACHTU(PUIIUPOBATH

Hesepno: nokyMeHnTupoBaHHas nH$opMalus J1r000ro Tuna

Bompoc Ne 53.

Bomnpoc: DnexTponHas nudpoBast MoAMUCH — 3TO

HeBepHo: 1OKyMEHT, B KOTOpOM HH(OpMaIus IpeCTaBlIeHa B 3JIEKTPOHHO-IIU(POoBOH dhopme
HesepHo: 1okymMeHT Ha OyMa)XHOM HOCHTEIE, BBIAAHHBIA B COOTBETCTBHM C MPaBHJIAMH CHUCTE-
MBI CepTUPUKATUU

HesepHo: 1okymMeHT Ha OyMa)KHOM HOCHUTEJIE UM JIEKTPOHHBIN TOKYMEHT € 3JIEKTPOHHOM 1u-
POBOI1 MOAMUCHIO YIOJTHOMOYEHHOTO JIUIA YIOCTOBEPSIOLIETO HEHTPa
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BepHo: peKBH3UT AJIEKTPOHHOTO JOKYMEHTA, MPEIHA3HAYCHHBIN ISl 3aIUTHI JAHHOTO JJICK-
TPOHHOTO IOKYMEHTa OT MOJJEIIKU

HesepHo: nmoanuck B Bue MUGPOBOTO KOAA BIIaIEbIIA

HesepHo: ynocroBepsitomuii ceprudukar

HeBepHo: pacnipocTpaHeHue TaHHBIX Yepe3 mudpyromiee ycTpoiucTBO

Bomnpoc Ne 54.

Bomnpoc: nemunurapusoBannas 3o1a (DMZ) — 3to

HesepHo: BcriomorarenbHas 4acTb CETH

Hesepno: crioco6 mudposanust uHGOpMAIAH

HeBepHo: crioco0 XpaHEeHUs1 CEKPETHOI0 Kiroua

BepHo: TpeTuil CerMeHT, 3allMIIEHHbINA U3BHE, HO U U30JIMPOBAHHBINA OT OCTaJIbHOM BHYTPEHHEH
CeTH

HeBepHO: MH)KEHEPHBIN YPOBEHD 3aIUTHI

HeBepHo: ynpasnsoomuil MexaHn3M ayTeHTU(UKauu

HeBepHo: oprann3anuoHHbIA KaHAI 3aIUTHI

Bompoc Ne 55.

Bonpoc: Yteuka nndopmanuu — 31o

HeBepHo: HecaHKIIMOHMPOBAHHOE U3MEHEHNE NH(OpMaLIMU, KOPPEKTHOE 10 (popme, conepka-
HUIO, HO OTJIMYHOE 10 CMBICITY

BepHo: o3HakoMII€HHE TOCTOPOHHETO JIMIIA C COJEPKAHUEM CEKPETHOM MHpOpMaLiu
HegepHo: noteps, XxulieHue, pa3pylieHue Wik HEMOIYyYeHUE ePelaHHbIX TaHHbIX

HesepHo: nepemenieHne N1aHHBIX B KAHAIE CBS3U

HeBepHo: U3roToBiieHHE PaaOKyYKOB

Bormpoc Ne 56.

Bomnpoc: YpoBeHb CEKPETHOCTH — 3TO

HeBepHo: BonHCKOe 3BaHNe 00paboTurka MH(YOPMAIMK FOCYJapCTBEHHOM TaltHbI

Hesepno: crioco6 mudpoBanus napopmauu

HeepHo: orBeTcTBeHHOCTH 32 Moaudukanuio 1 HCJl nnpopmanun

BepHo: anMuHUCTpaTHBHAs WIM 3aKOHOAATEIbHAs MEpa, COOTBETCTBYIOIIAsl MEpE OTBETCTBEH-

HOCTH JIUIIA 33 YT€UKY WJIN NOTEPI0 KOHKPETHON CEeKpeTHON MH(OpMaIIUH, periaMeHTHPYeMOn

CHEIHaJIbHBIM IOKYMEHTOM, C YY€TOM roCyAapCTBEHHBIX, BOGHHO-CTPATErHYECKUX, KOMMEpUe-
CKHUX, CITy>K€OHBIX WJIM YaCTHBIX HHTEPECOB

HeBepHO: MH)KEHEPHBIN YPOBEHD 3aIUTHI

Bomnpoc Ne 57.

Bomnpoc: B uem 3akitogyaercss OCHOBHas MpUYKHA MOTeph MH(opMaruu, cBszanHoi ¢ [TK?
HesepHo: ¢ rmo0anbHBIM XUIIEHHEM HHPOPMALIUU

HesepHo: ¢ nosiBIIeHNEM UHTEpHETA

HeBepHo: ¢ TOJKYIIOM COTPYJHUKOB

Bepno: ¢ HegocTaTouHOMi 00pa30BaHHOCTHIO B 00JIACTH O€30MaCHOCTH

Hesepno: ¢ Hu3koi HaznexxHocThio 11K

Bompoc Ne 58.

Bomnpoc: Uto Takoe HeCaHKIIMOHUPOBAHHBIN JOCTYM (HC)

Hegepno: Co3nanne pe3epBHBIX KONUN B OpraHU3ANI

Hegsepno: [IpaBuna u nosoxeHus, BbIpab0OTaHHBIE B OpraHU3alMK 11 00X0/1a TapoIbHOH 3a-
IIUTBI

Hesepno: Bxon B cucremy 6e3 corinacoBaHus ¢ pyKOBOAUTEIEM OpraHU3aIIH

Hesepno: Y panenue He Hy>KHON HHpOpMaALIIU
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Bepno: [loctyn cyObekTa kK 00bEKTY B HapyIlI€HHE YCTaHOBJICHHBIX B CUCTEME MPaBUII pa3rpa-
HUYEHUS JOCTyNa
HesepHo: gocTyn B 3anpenieHHOe TOMEIIeHHe

Bomnpoc Ne 59.

Bonpoc: Yrposa — 310

Hesepno: coObiTHE, A€iiCTBHE, TPOLECC WU SBJICHHE, KOTOPOE MPUBOJIUT K yIIEpOy YbUX-THO0
UHTEPECOB

HeepHo: Habop crioco6oB 00x0/1a 3aIIUThI

HeBepHo: HecaHKIIMOHUPOBAHHBIN JOCTYI K HHPOpMAIHH

HesepHo: Y nanenue HyXHOW HHPOPMALIHH

BepHo: Bo3MOXHOE COOBITHE, IEHCTBHE, MTPOLIECC WU SBICHUE, KOTOPOE MOKET MIPUBECTH K
yiepOy YbHX-T1M00 HHTEPECOB

HesepHo: noctyn B 3aKpBITHIN CalT

Bompoc Ne 60.

Bormpoc: CoBOKYNHOCTbh JOKYMEHTUPOBAHHBIX IPABHUII, IPOLIEYP, IPAKTUYECKUX MTPUEMOB HIIN
PYKOBOJSIIIIMX MMPUHIIUIIOB B 00J1acTH 0€301acHOCTH WH(GOPMAIIUU, KOTOPBIMUA PYKOBOJICTBYETCS
OpraHu3alys B CBOEH JAESITEIbHOCTA HAa3bIBACTCS

HesepHo: nmonmtrukoit nHGOpMAIUu

HesepHo: 3amuToit nHGOpMau

HesepHo: opranuzaiueit 6e30macHOCTH

HeBepHo: cuctemoii 6e30macHOCTH

Bepno: nonutukoit 6e30macHoCcTH

HegepHo: anTuBHpYCOM

Bormpoc Ne 61.

Bompoc: Yto Takoe KOMIIbIOTEPHBIN BUPYC?

Hesepno: Bupyc B oprannsMe KOMIbIOTEPHOTO CIELMATIUCTA

Bepno: PazHoBUAHOCTH IporpaMm, KOTOPBIE CIOCOOHBI K PA3MHOKEHUIO
HesepHo: Pa3HOBHIHOCTE IPOrpaMM, KOTOPBIE CAMOYHHUYTOKAIOTCS
Hesepno: PaznoBugHOCTH MpOrpaMm, KOTOpHIE HE pabOTaIOT

HeBepHo: Pa3HOBUAHOCTE IPOrpaMM, KOTOPBIE TII0OX0 paboTaroT

Bonpoc Ne 62.

Bompoc: Kak nogpasnenstorcss BUpYChl B 3aBUCUMOCTH OT J€CTPYKTUBHBIX BO3MOKHOCTEH?
Heepno: CeteBble, (aiiioBble, 3arpy304Hble, KOMOMHUPOBAaHHbBIE

Bepno: be3BpenHbie, HEOMMACHBIE, OMTACHBIE, OYEHD OMACHBIE

HesepHo: Pe3uneHTHbIE, HEpE3UICHTHBIE

Hesepno: [lonumopduble, MaKpOBUPYCHI, BUPYCHI-HEBUAUMKH, "Tlapa3utuyeckue", "cryaeHye-
ckue", "uepBu", KOMIAaHBOH-BUPYCHI

HesepHo: OqHOBEHOPHBIE 1 MHOTOBEHIOPHBIE

Bompoc Ne 63.

Bompoc: HapexHbIM cpecTBOM OTBOJa HABEIEHHBIX CUTHAJIOB HA 3€MJIIO CITY)KUT ##H#
Bepno: 3a3eminenue

Bepno: akpanupoBanue

Bompoc Ne 64.
Bonpoc: Kakoii u3 nepeynciieHHbIX alropuTMOB IU(GPOBAHUS pa3pelleHO MCIO0Ib30BaTh B Op-
raHax rocyJ1apcTBeHHOH Biactu PO:
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Hesepno: DES

Bepno: 'OCT 28147-89
Hesepno: RSA

Hesepno: 'OCT P 34.10-2001
Hesepno: PC-5 283147-98

Bomnpoc Ne 65.

Bonpoc: Nadopmannonnas 6€30macHOCTs aBTOMATU3UPOBAHHON CUCTEMBI — 3TO COCTOSTHHE aB-
TOMAaTU3UPOBAHHOM CUCTEMBI, IPU KOTOPOM OHA

HesepHo: He MOXeET CaMOIIPON3BOJILHO OTKIIOYUTHCS HITU IepecTaTh 0OpadaTsiBaTh HH(OpMa-
12000)

BepHo: ¢ 01HO¥i cCTOPOHBI, CIIOCOOHA MPOTHUBOCTOATH BO3/1€iiCTBHI0O BHEIIHMX U BHYTPEHHHUX
HH(OPMAIMOHHBIX YIPO3, a C APYroii — ee HAJIUYUE U QYHKIIMOHUPOBAHME HE CO3/1a€eT UH-
(popMaLHOHHBIX YIPO3 /ISl 3JIEMEHTOB CaMOi CUCTEMbI U BHELIHEH cpeibl

HesepHo: ¢ 01HOIi CTOPOHBI, CIIOCOOHA TPOTUBOCTOSTH BO3ACHCTBUIO BHEIIHUX U BHYTPEHHUX
MH(OPMaLIMOHHBIX YTPO3, a C APYroil — 3aTparhl Ha €€ YHKIMOHUPOBAHUE HUXKE, YEM MPEATIO-
JaraeMblil yiepo OT yTeukH 3aiuiaeMoi nadopmanuu

HesepHo: criocoOHa MPOTUBOCTOSTH TOJIBKO HHYOPMAIIMOHHBIM YTPO3aM, KaK BHEITHUM TaK U
BHYTPEHHUM

HesepHo: criocoOHa npoTUBOCTOSITH TOJILKO BHEITHUM MH()OPMALIMOHHBIM yTPO3aM

Bompoc Ne 66.

Bonpoc: Cytb komnpometanuu nHGOpMaIuu:

HesepHo: BHeceHre U3MEHEHM B 0a3y JaHHBIX, B PE3YJIbTATE YET0 MOJIb30BATEIb JUIIACTCS J10-
CTymna K uHhopManuu

HeBepHo: HecaHKIIMOHMPOBAHHBIN JOCTYII K I1€peIaBaeMoi HH(POPMAIUH 110 KaHaIaM CBS3U U
YHUUTOXKEHUS COJIEPKaHUs ePeIaBaeMbIX COOOIIEHUI

BepHo: BHeceHMe HECAHKIIMOHMPOBAHHBIX U3MEHEHUI B 0a3y JaHHBIX, B pe3yJibTaTe 4ero
NnoTpeduTe/Ib BHIHYKICH JIH00 0TKA3aTHCA OT Heé, 100 NpeInPpUHUMATD 0NOJHUTE/Ib-
Hble YCUJINS /17151 BbISIBJIEHUS U3MEHEHH M BOCCTAHOBJIEHUS MCTHHHBIX CBEIeHUH
Hesepno: nepenava nadopmanuu Jpyromy mojib30BaTeiro

Hesepno: nepemmdpoanue nHGOPMAITHOHHBIX OJIOKOB 0a3bl JAHHBIX

Bompoc Ne 67.

Bonpoc: [IpuniunuansHoe OTIU4He MEKCETEBBIX dKkpaHoB (M) oT cuctem oOHapyKEeHUS aTak
(COA)

Hesepno: OTnuuue mo 3arpy304HbIM (YHKITHSIM 3aIIUThI

Bepno: M3 0bL1u pa3padoTaHbl /il AKTUBHOM WM NacCUBHOM 3amuThl, a COA — 11 ak-
THBHOI'0 MJIH TACCHUBHOI0 00HAPYKEeHHUS

Hesepno: MO Obuti pa3paboTaHbl Jyisl aKTUBHOTO UJTM TTAaCCUBHOTO 00HapyxeHus1, a COA — st
AKTUBHOW WJIM MIaCCUBHOM 3aIlUTHI

Hesepno: MO paboTtaroT TOIbKO Ha ceTeBOM ypoBHe, a COA — ere u Ha PU3NMIECKOM

HesepHo: [IpuHIMNIHAIBHBIX OTIUYUA HET

Bompoc Ne 68.

Bonpoc: ITox yrpo30ii ynaqieHHOro afiMAHUCTPUPOBAHUS B KOMITBIOTEPHOU CETH TOHUMAETCS
yrposa

HeBepHo: BHepeHNs arpecCUBHOTO MPOTrPaMMHOI0 KOJ[a B paMKax aKTUBHBIX 00beKTOoB Web-
CTpaHMI]

HeBepHo: nepexpara Uin MMOAMECHBI JaHHBIX Ha ITyTAX TPAHCIIOPTHPOBKU

HesepHo: BMemiatenscTBa B IMYHYIO )KU3Hb

HeBepHo: mocTaBKU HEMPUEMIIEMOTO COJEPKAHUS
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BepHo: HeCAHKIIMOHMPOBAHHOIO YIIPABJIeHHA YIAJeHHbIM KOMIIbIOTEPOM

Bomnpoc Ne 69.

Bompoc: Haubonee s hexkTuBHOE CPeiCcTBO IS 3AIIHUTHI OT CETEBBIX aTak

HeBepHo: ncnosiab3oBaHne aHTUBUPYCHBIX ITPOrpamMM

HesepHo: nmocemenne ToabKo «HaaEKHbIX» HTepHEeT-y3510B

HeBepHo: ncnosab30BaHue TOJIBKO CEPTUPHULHUPOBAHHBIX IPOrpaMM-0pOy3epoB IIPU JOCTYIE K
cetu MHTepHeT

HeBepHo: ncnosnb3oBaHne 0OHOBJIEHUH IPOrpaMMHOI0 00ecIIeYeHus U IpaiiBepoB

BepHo: ncnosnb3zoBanue ceTeBbIX 3kpaHoB win «firewall»

Bompoc Ne 70.

Bonpoc: Undopmanusi, cocTaBisitonias rocyAapcTBEHHYIO TallHy HE MOKET UMETh TpUd
HesepHo: «He BCKpbIBaTh»

BepHo: «1J1s1 ¢J1y:ke0HOro noJib30BaHusD)

HesepHo: «cexpeTHO»

HeBepHO: «cOBepILIEHHO CEKPETHOY

HeepHo: «0c000ii BaAXKHOCTHY

Bompoc Ne 71.

Bonpoc: JlokyMeHT, onpeienuBIIii Ba)KHEUIITNE CEPBUCHI 0€30MIaCHOCTU U MPEAJIOKUBIINN Me-
TOJI KJIaCCU(UKAINY MHPOPMAITMOHHBIX CUCTEM I10 TPEOOBAHUSAM OE30TTACHOCTH

Hesepno: pexomenaaruu X.800

Hesepuo: Kpacnas knura

Hesepno: 3akon «O06 nnpopmanuu, THGOPMAITMOHHBIX TEXHOJIOTHIX U O 3alIUTe UHPOpMAIIHI)
Bepno: OpanaxeBasi KHUTra

Hesepno: ITonmtuka 6e3omacHOCTH

Bonpoc Ne 72.

Bompoc: Konnenims cucreMsl 3aiuThl OT UHYOPMALIMOHHOTO OPYKUSI HE JODKHA BKIIIOUATh
Hesepno: pexomenanuu ITSU

Hesepno: 3akon «O06 nndopmanuu, “HPOPMAITMOHHBIX TEXHOJIOTHSIX U O 3alTUTE HHHOPMAITUN
BepHo: cpeacTBa HaHeCEHHsI KOHTPATAKH C MIOMOIIbLI0 HHPOPMALMOHHOI0 OPY/KHSA
HeBepHo: MexaHM3MBbI 3aILIUTHI [10JIb30BATENEH OT pa3INYHBIX TUIIOB U YPOBHEN yrpo3 JUIs
HAI[MOHATFHOU MH(GOPMAIIMOHHON UHPPACTPYKTYPHI

HesepHo: npu3Haky, CUTHAIU3UPYIOLME O BO3MOKHOM HamaeHuu

IpoIeTyphl OLIEHKU YPOBHS M OCOOCHHOCTEH aTaku MPOTHUB HAIllMOHATBHON HH(PPACTPYKTYpHI B
LIEJIOM M OTAENbHBIX M0JIb30BaTeNen

Bompoc Ne 73.

Bomnpoc: CpenctBa 3amuTsl 00beKTOB (ailIoBOi cCHCTEMbI OCHOBAaHBI Ha

HeepHo: 00beKTHOM MOIX01€

HesepHo: koHuenuuu nHGOPMAHOHHOI 0€30aCHOCTH

Hesepno: 3akone «O06 nndopmaiuu, nHOOpMATH3ANNH U 3aIIUTE HHPOPMAITHI

BepHo: onpeaeneHun npas noJib30BaTes s Ha onepanuy ¢ paijiaMu U KaTajoramu
HeBepHo: 3amannn aTpuOyTOB (ailiIoB M KaTaJIOTOB, HE3aBUCSIIIUX OT MPAB MOJIb30BATEICH

Bompoc Ne 74.

Bonpoc: CnoxxHocTh 00ecrieueHust HHPOPMALMOHHONW O€30MTaCHOCTH SIBIISIETCS CIIEACTBUEM
HesepHo: 31m0r0 ympicia pa3paboTIrKOB HH()OPMAITMOHHBIX CHUCTEM

BepHo: 00beKTUBHBIX IP00JIEM COBPEMEHHOM TEXHOJIOTHUH MTPOrPaMMHUPOBAHUS

HeBepHo: mpoMCKOB 3amaHbIX CHELCTyk0, BCTpauBaloUInX "3akiaajku" B annaparypy U mpo-
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rpaMMbI
HesepHo: GombIioro koiauyecTsa HHPOpMALUHU 17151 00pabOTKH
HeBepHo: onpenesieHusi NpaB Mo0JIb30BaTe/Is HA onlepauuu ¢ (pailjiaMu U KaTaJoraMu

Bomnpoc Ne 75.

Bomnpoc: Bux yrpossl A€MCTBUS, HAIpaBICHHOTO Ha HECAHKIMOHMPOBAHHOE HCIIOJIb30BAaHUE
MH(POPMALIMOHHBIX PECYPCOB, HE OKa3bIBAIOLIETO IIPU ITOM BIHAHUS HA €€ (PyHKIIMOHUPOBAHHE
HesepHo: akTuBHas

HeBepHo: uaBepcHasn

HesepHo: TexHosornueckas

Bepno: maccuBHast

HesepHo: npsimas

KoMIIeKT KOHTPOJIbHBIX BONPOCOB M0 TeEMaM
TEMA 1.1. OcHOBHBIE MOJIOKEHHSI TeOpUU UHGOPMAITUU

Bonpocs! 111 caMOKOHTPOIIS

1. Buasl unpopMalyy, TUIbI KAHAJIOB CBSI3U.

2. OCOOEHHOCTH M TEXHUYECKHE XapaKTEPUCTHKH COBPEMEHHBIX KaHAJIOB MEpeJadn MH-
dopmanuu, HMCIOIB3YIOIIUX pa3IuyHble (U3MUECKUE MPUHLMIBI (JEKTpPUYECKHE, aKyCTHue-
CKHE, ONITUYECKHUE, PaJMOYACTOTHBIE) C TOUKU 3pEHUsI OE30M1aCHOCTH.

3. Buue! cursanos.

4. npeumyniecTBa HU(PPOBBIX KaHAJIOB MEpe] aHAJOTOBBIMU C TOYKH 3PEHHUS 3alllUIIEH-
HOCTH IlepesiaBaeMoil uHopMaIuu.

TEMA 1.2. [IpaBoBoe perynupoBaHuie HH(POPMALIMOHHBIX MPOIECCOB B OOLIECTBE

Bormpocsl i1t caMOKOHTpPOJIA

1. Knaccudukarus nHOPMAIIUU TIO CTEIICHU OTPAHWMYEHHOCTH JOCTYIA K HEeH (OTKPHI-
Tas, KOH(PUACHIIUATbHAs, CEKPETHAS).

2. Tlonsatre TaiiHBI (rocymapCTBEHHAs, MPOMBIIUICHHAs, KOMMepYecKas, (UHAHCOBas,
YyacTHas TaifHa).

3. T'ocymapcTBO Kak rapaHT mpaBa TpakJaH Ha 3allUTy JIMYHOW WH(DOpPMAIMH U WHTEI-
JIEKTyaTbHOW COOCTBEHHOCTH.

4. 3akons! Poccuiickoil @enepanuu o 3alMTe TaHBI U UHTEINIEKTYaJIbHOM COOCTBEHHO-
CTH.

TEMA 1.3. MeTo/ibl MOXUIIEHUS, HCKaKEHHUS, TTIOJAMEHBI, YHUUTOXEHUSI HH(DOpMaIuu

Bomnpock! 11 caMOKOHTPOJIS
1. Bunael nH(OpMaliMOHHBIX HAMAJEHHUH (IT0 MECTY BO3JIEHCTBUSA).
2. Buapl M”HPOPMALMOHHBIX HamageHui (1o crnocoly BO3JEHCTBHSA):MaCCUBHBIE, aKTUB-
HBIEC.
3. TpaauLmOHHBIE METO/BI C UCTIOIB30BAHUEM MOIPYUYHBIX TEXHUUYECKUX CPEJCTB.
TEMA 1.4. YcrpoiicTBa ABOWHOTO MPUMEHEHUS.

Bompocs! 1151 caMOKOHTpOIIS

1. Wcnonp3oBaHne BO3MOKHOCTEH COBPEMEHHOM TEXHHMKH ISl TIOTYYEHUS CTaOMIIBHOTO
pe3yJibTarta.

2. Vcnonmb30BaHMe CBOMCTB 0OpAaTUMOCTH TIpeoOpazoBarTeeid MH()OPMAIIHH.

3. PaanosnexTpoHHbIe CPeCTBA. DIEKTPOHHBIE YCTPOICTBA ABOWHOTO MPUMEHEHHUS.

4. Vcrnonb30BaHKUE CPENICTB CHEITEXHUKH.

TEMA 2.1. UadopmanrionHast 6€301MacHOCTh U COBPEMEHHbBIE HH(POPMAIIMOHHBIE TEXHO-
JIOTUH
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Bomnpock! a1st caMOKOHTpOJIst

1. Konnenuus uHpopmanmonHoit 6e3omacHocTr Poccuiickoit denepaiinu B OCHOBHBIX
chepax: MOJIUTUYECKON, IKOHOMUIECKOM, BOCHHOM, B c(hepe JyXOBHOM JKH3HHU.

2. Knaccudukaius HCTOYHHKOB yTrpo3 HHPOPMALMOHHON O€30MaCHOCTH.

3. OcHOBHBIC 00BEKTHI HHPOPMAITMOHHOMN 0€30MaCHOCTH U crienu(uKa yrpo3 i HUX.

4. Komrmiekc MeponpusATHil o obecnieueHNI0 WHPOPMALMOHHON 0e30MacHOCTH 00bEK-
TOB 2JIEKTPOHHO-BBIYMCIUTEIBHON TEXHUKU.

TEMA 2.2. O0mue npuHITUIB CUCTEMHOTO MOX0/1a K 00ecTieueHHI0 0€301MacCHOCTH HH-
dopmanuu

Bonpocs! 1 caMOKOHTpOJIst

1. OpranuzanuoHHbBIe MEpPbI AJs BBIABICHHUS M MPEAOTBPALICHUS Yrpo3 MH(OPMAIHOH-
HO 0€30MacHOCTH.

2. TlonsTe o ceprudukanuy HHOOPMAITIOHHBIX YCTPOHCTB.

3. 3akpbITHE KaHAJIOB Niepenayu (Imu¢poBaHue).

4. Bugpl ycTpoiicTB mmdpoBanus (KaHaJIbHBIE, A00HEHTCKHUE).

TEMA 2.3. be30onacHOCTb KOMITBIOTEPHBIX CUCTEM.

Bonpocs! 111 caMOKOHTPOIIS

1. KoMmbtoTepHble BUPYCHI.

2. CranpmapTHbIE CpEICTBa 3aIIMUTHI (ammmapaTHbie U MPOTPAMMHEIE).

3. OpraHu3anuoHHbIe MEPHI 110 3a1uTe HHPopmanuu Ha IBM.

4. Cranmaptsl MUQPpOBaHUA. DIEKTPOHHAS HU(PPOBas MOANUCH - TEXHOJOTHS MPUMEHE-
HUS U 3allIMTA.

TEMA 2.4. IIpoTuBOIIpaBHOE UCII0JIb30BAHNE KOMIILIOTEPOB

Bormpocsl 111 caMOKOHTPOJIS

1. CymHOCTh KOMIBIOTEPHBIX IPECTYIICHUH.

2. Knaccudukanus KOMIOBIOTEPHBIX MPECTYIUICHUN.

3. OcHOBHBIC BUJIBI KOMIIBIOTEPHBIX MPECTYIUICHUN.

4. "DAeKTpOHHBIC IeHbIU" U 0E30MaCHOCTD TUIATEKHBIX CUCTEM C UCIIOJIB30BAHUEM ILJIa-
CTUKOBBIX KapT.

TeKYH_IHﬁ KOHTPOJIb TAKKE BKJIHOYACT IMOUCK, aHAJIN3 U O606H.[€HI/IC HH(bOpMaHHH, nee
MNpeaACTaBJICHHUE B BUJC NIPC3CHTALITMOHHOI'O JOKJIaaa 1mo CJICAYIOIINM TEMaM:

Hcropus kpunrorpaduu

ConuanbHas HHKEHEepUs

Hcropus xakepos

daiinoBble CUCTEMBI € IHU(POBAHUEM

VY4eTHbIE 3aIIMICH B OTIEPAIMOHHBIX CHCTEMAX
3anMIeHHbIe Cpebl epeaayn

bruomerpuyeckre TeXHOIOTHH

MHorosiiepHble aHTUBUPYCHI

OmneparrioHHBIE CHCTEMBI MapIIpyTH3aTopoB Cisco
0. BnusHue 37€KTPOMAarHUTHOM COBMECTUMOCTH

11. BnusHue K3UIMPOBaHUS JTaHHBIX HA 0€3011aCHOCTh
12. bezonacnocts B OC FOHMKC

13. Bezomacuocts B OC Windows

14. TIporpamMMHBI€ 3aKJIaJKH

15. Koaudukarop NHTepnona mo KOMIbIOTEPHBIM MPECTYIUICHUAM
16. Atrecranus pabouyux Mect

17. O630p @3 152

18. Pyrtkuter B OC

RBoOoo~Nooa~wNE
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19. BesomacHocts onmHOYHOI DBM
20. MexceTeBble SKpaHbl.

3agaHus 119 NPOMEKYTOYHOI0 KOHTPOJIsA

1. Hanmcatb 3cce Ha Temy «KBaHTOBast Kpunrorpadus».

2. Hamucatsb 3cce Ha TeMy «be30macHOCTh BUPTYalbHBIX MaIIUH»

3. KakoBbl omepanuonHbsle cucTemMbl ucnoibzyer BY3? Omucarh MX BO3MOXKHOCTH C
ToukH 3penus 1b.

4. TlpuBecTH mpuMep CUCTEMBI PE3EPBHOTO KOMTUPOBAHUS CEPBEPOB B KOMITAHHH.

5. ®opmupoBaHKE 3aANTUIIICHHOW BUPTYAIbHOU CPEIBI.

6. Crioco6sb1 onienku 3amumeHHoctn OC.

7. ABromarusauuu ooHoBIeHU OC.

8. Anmunuctpupoanue 0ezomnacHoctu OC Windows.

9. AnmunuctpupoBanue 6ezonacHoct OC JImaykc

10. CpencTBa mpoBEpKHU M BOCCTAHOBIICHUS (halIOBOI CHCTEMBI.

11. Cuctemsl mudpoBaHUs ¢ OTKPHITHIM KIIFOUOM.

12. HWcnonb30BaHuE CPENCTB KIOHUPOBAHUS B 3a/1a4ax aqMuaucTpupoBanus OC.

13. Coznanue akpocTuxa.

14. be3omacHOCTh CUCTEM C OE3/ITMCKOBBIMU CTAHIIUSIMH.

15. Buns! yuetnsix 3anuceii B OC.

20TAIl - YMETH
KoMmIeKT THIIOBBIX IPAKTHYECKHUX PadoT 11 (POPMHPOBAHUA YMEHU I

IIpakTnueckas padoraNe 1. MexxayHapoaHble CTaHIApThl HHPOPMALMOHHOTO 0OMEHA.
ITonsiTHE YrpO3BI

Lenp pabotel: [lonydyenue 3HaHMi O BUJAX yrpo3, MyTell M KaHalOB yT€UKH MH(OpMa-
LMH, OT KOTO OHU UCXOJAT U K 4eMy NpHUBOJAT. MI3ydeHne BUIOB aTak ¥ METOJI0B B3JIOMa UHTpA-
ceTel 3JI0yMbBIIUICHHUKAMH.

N3yuuB TeMy, CTyI€HT JOJIKEH:

* 3HATh 3aKOHOMEPHOCTH BO3HUKHOBEHUS yIpo3 HH(HOPMAIIMOHHON O€30MacHOCTH;
* 3HATh KJIaCCU(PUKAIIIO YTPO3 HHOOPMAITMOHHOM 0€3011aCHOCTH;

* 3HATh MYTH U KaHAIIbl YTEUKH UHPOpPMAIIHH;

® 3HATb BU/bI YAAJICHHBIX aTaK Ha UHTPACETh;

* 3HATh KJIACCUYECKHE U COBPEMEHHBIE METOIbI B3JIOMa HHTPACETEH.

N3yuast TeMy, HE0OX0IMMO AKIIEHTHUPOBAaTh BHUMAHKE Ha CIIEIYIOIINX MOHATHUSX:

yrpo3a MH(OpMAIIMOHHON 0€30MacHOCTH, yTeuka MH(pOpMalMU, HapylUIeHUe 1eJI0CTHO-
cTH nHpopmanuu, MoaupuKalus HHPOpMAaIK, UCKaXKeHHe H(OpMalnK, MMojAJielKa HHpopma-
IIUH, YHUYTOXXKEHHE MH(opMaIuy, OJ0KUpoBaHUE MHPOPMALMU, TOOOYHOE HJIEKTPOMArHuTHOE
U3JIy4YEHHUe, HIEKTPOMAarHuTHas HABOJKA, CIELUAIBHOE JJIEKTPOHHOE 3aKJIQJHOE YCTPOMICTBO,
BHEIIIHEE BO3/IeHCTBIE Ha HH(OPMALIMOHHBIN pecypc.

Conepxanue pabOTHI:

Bunel camocTosiTenbHON paboThI CTYAEHTOB:

- u3y4yeHue yueOHoro nocodbus «MHpopmannoHHas 6€30MacCHOCTbY;

- TIOATOTOBKA K y4acTHIO B popyMe 1Mo TeMe «BHIIbI aTak M METOIBI B3JIOMa HHTpace-
Tei»;

- W3y4YCHHUE JIOTIOJIHUTEIHHON JTUTEPaTyPHI;

- BBINIOJHEHUE TECTOBBIX 3aJIaHUM 0 TEME.
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Bomnpocs! Tembl

1. OcHOBHBIEC 3aKOHOMEPHOCTH BO3HUKHOBEHUS U KiIaccuPUKanus yrpo3 uHpopma-
IHOHHOU 0€30MacHOCTH.

2. Ilytn 1 KaHaJIbl YTEYKH HHPOPMALUH.

3. YaneHHsle aTaku HA HHTPACETH.

4. Knaccuueckue METObl B3JIOMa UHTPACETEH.

5. CoBpeMeHHbIE METO/IbI B3JIOMa UHTPACETEH.

KoHTponsHbIE BONPOCHI 11O TEME

1. Yem oOycrnoBiieHbl yrpo3sl 6e3omacHocTH HHpOpMauu?

2. llepeuncnure myTH pealn3aluyl yrpo3 HH(POPMAIIMOHHON 0€301acHOCTH.

3. Kak xnaccudunmpyrorces yrpo3bl 6€30macHOCTH HHPOpMaIUu 1o 6a30BbIM MpHU3HA-

Kam?

4. B uem 3axitouyaercs IaCCUBHOE U aKTMBHOE POHUKHOBEHUE B cHCTEMY?

5. Kak xiaccuuuupyroTcst KaHajbl yTeUkd KOHGHUASHIIHATbHON nHpopmarmn?

6. Kak xiaccuguuupyroTcs yaajieHHble aTaKil Ha HHTpaceTu?

7. Kakwue BHIa CETEeBBIX YCTPOHCTB SBISIOTCS 00BEKTAMH yIaJCHHBIX aTaK Ha UTpace-
™?

8. Kakwue MeTo/pl B3710Ma MHTPACETEH OTHOCITCS K KJIACCHYECKHM U KaK OHU OCYIIECTB-
JISTFOTCST?

9. Tlepeunciute COBpeMEHHBIE METOBI B3JIOMa UTPACETEH U OOBSICHUTE HA YEM OHU OCHO-
BaHbI?

dopma npeacTaBIeHUS OTYETA:
CryneHT A0JKeH IMPOAEMOHCTPUPOBATh 3HAHUE BO3MOXKHBIX YIpo3, a TaKKe YsI3BU-
MBIX MECT 3alUThl, KOTOPBIE 3TH YIPO3bl OOBIYHO SKCIUTYaTHPYIOT, HEOOXOAMWMOE Ui TOTO,
4yT0oOBI BHIOMpaTh Haubojee SKOHOMHUYHBbIE cpencTBa obecrneueHus Oe3zomacHoctu. Ilpenocta-
BUTb OTYET B MMCbMEHHOM BH/JIE.

IpakTuyeckasi padoraNe 2. UupopmannonHas 6€30mMacHOCTh B YCJIOBHSIX (YHKIIMOHHU-
poBanust B Poccuu rioGanbHbBIX ceTeil.

Henb padotsl: [TonyueHne cTaTUCTUYECKUX 3HAHUM 00 aTakax, KOTOPHIM MOJIBEPraroTCs
KOMITbIOTEPHBIE CHUCTEMbI U MOTepsX OaHKOB. M3yueHue OCHOBHBIX MOHATUN M OIpeeNeHuil,
HCIIOJIb3YEMBIX MPU U3YYEHUU AUCLUILIIUHBI.

W3y4nB TeMy, CTYAEHT JOJDKEH:

* yMeTbh OOBSCHUTH HEOOXOAUMOCTh U3yueHUsI HHPOPMAIIMOHHOMN 0€3011aCHOCTH;

* 3HAThb CTATUCTUKY MPOSABJIEHUS KOMIBIOTEPHBIX NMPECTYINIEHUH U HAHOCUMBIN
UMH y1epo;

* 3HaTh KJaccu(UKAIUIO MOJIb30BaTeNeil U 3I0yMBIIIJIEHHUKOB B Internet;

* 3HaTh NIPUYHUHBI ya3BUMOCTH Internet;

* 3HaTh OCHOBHBIE MIOHATHUS U OINPENIEICHUs, UCIIOJIb3yeMble TPU U3ydeHUH HH(DOpMa-
IIUOHHOM 0€30MaCHOCTH.

N3zyuas Temy, He0OX0AUMO aKIIEHTHPOBATh BHUMAHUE HA CIEAYIOUINX OHATHIX:

O6e3omacHOCTh WH(MOpPMAIUHU, yrpo3a 0e30MacHOCTH WH(OpMAIMK, HECAHKIIMOHUPOBAH-
HBI{ JIOCTYT, HAPYIIUTEIb, 37I0YMBIIUIEHHUK, 3alIMTa UH(QOPMAIMH, LIEJIOCTHOCTh HH(pOpMAIINH,
ayTeHTU(UKaus, BepupuKauus, 1IeHTU(PUKALINS.

Coneprxanue pabOTHI:

Bunel camocrositensHON pabOThI CTYI€HTOB:

- u3yuyeHue yueOHoro nocoodus «MupopmarronHas 6€30MacHOCTbY;

- TIOJTOTOBKAa K y4acTuio B popyMe 1o teMe «KoMIbIoTepHBIE MPECTYIUICHHS;

- U3y4YeHHE JOMOJHUTEIbHOMN TUTEpaTyphI;

- BBINIOJTHEHUE TECTOBBIX 3a/IaHH 110 TEME.
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Bomnpocs! TeMbl

1. Yro takoe nHpopMaIMoHHas 6€30MaCHOCTH?

2. AKTyanpHOCTB TIPOOIeMbl HHPOPMAITMOHHOM 0€30MTacCHOCTH.
3. IIpumepsr B3momoB cereit 1 Web-y3510B uepes Internet.

4. ITonp30BaTenu U 3110yMBIIITIEHHUKH B Internet.

5. [Ipuunnb ys3BuMocTu cetu Internet.

6. [TonsTus u onpeneneHus B ”HGOPMAIIMOHHOI 0€301MacHOCTH.

KoHTposbHbIE BOIIPOCH! IO TEME

Yro takoe nH(popMaIMOHHAs OE3011aCHOCTb?

B yewm 3akmouaercs yreuka uHopmanmm?

KakoBa 1enb co3fganus cucTeMbl KOMIIBIOTEPHOI Oe30macHocTH?
Ha3zoBute BubI KOMIIBIOTEPHBIX aTaK.

OTKyza cieayer 0XKHIaTh KOMIIBIOTEPHOW aTaku?

[TpuBenuTe npumepsl B3oMoB cereid 1 Web-y3mos depes Internet.
[lepeuncnure u oxapakTepu3yiiTe OCHOBHBIX I0JIb30BaTeneil Internet.
Kak xnaccudunupyrores 3noymbiieHHUKY B Internet?

Kakwue ¢pakrops! ys3sumoctu Internet?

10 JlaiiTe onpeneneHus CleayoUM MOHATUIM: 0€3011acHOCTh HH(POpMAIIUHY, YIpo3a
6e3omacHoCTH HH(OPMALIMH, HECAHKIMOHUPOBAHHBIA TOCTYI, HAPYIIUTEb, 3710 yMBIIIICH-
HUK, 3alUuTa UH(pOpMAaLKHU, LIEIIOCTHOCTh MH(pOpPMALMY, ayTeHTUUKaLus, BepupuKanus,
UICHTU(DUKAIHSL.

©oNUT~WNPE

dopma npeacTaBIeHHS OTYETA:

CTyneHT H0HKEeH U3YUUTh MOHATHS: 0€301acHOCTh HH(pOpMaIuu, yrpo3a 0e30macHo-
cTH nH(pOpPMAINH, HECAHKIIMOHUPOBAHHBIH JJOCTYII, HAPYIIUTEIb, 3JI0YMBIIUICHHUK, 3aI11Ta
uH(OpMAIUH, EJTOCTHOCTh HH(POPMAIUH, ayTeHTUDUKAIUS, BepuuKams, nIeHTH PHKALHSL.
[IpenocTaBUTh OTYET B MUCEMEHHOM BH/IE.

IIpakTnyeckas padoraNe 3. Buasl NpoTUBHUKOB WU «HapylmuTenen». [lonstue o Bu-
Jlax BUpyca.

Lenp pabotsl: [lomyueHune 3HaHUN O CYHIECTBYIOIINUX «KOMIIBIOTEPHBIX BUpPYycax» U 00
aNropuTMax ux paboThl.

Copepxanuie pabOThI:

W3yuuB TeMy, CTyJI€HT JOJKEH:

* 3HaTh, KaKHE MPOTPAMMBI HA3bIBAIOTCS «KOMIIBIOTEPHBIMU BUPYCAMU», M YEM OHH OT-
JMYAIOTCS OT APYTUX BPEAHBIX MPOTPaMM;

* 3HaTh KJIACCU(PHKALNIO KKOMIBIOTEPHBIX BUPYCOBY», U KaKyl0 yrpo3y OHH IpeCTaB-
JSIFOT 7151 0€3011aCHOCTH MH(POPMAIINH;

* 3HaTh AITOPUTMBI PAOOTHI «KOMITBIOTEPHBIX BUPYCOB)» U MyTH UX BHEJPEHUS B CHCTe-
My,

*  YMETh [0 HHIUBUAYATBHBIM IMPU3HAKAM Pa3IIU9YaTh «KOMITBIOTEPHBIE BUPYCHD) Pa3-
JMYHBIX KJIACCOB;

N3zyuas TemMy, HEOOXOAUMO aKIIEHTHPOBATh BHUMAaHUE HA CIEAYIONINX TOHITHIX:

«KOMIIBIOTEpHBIE BUPYChI», CBONCTBA «KOMITBIOTEPHBIX BUPYCOBY», BPEIHBIE TPOrPaMMBI,
PE3HUICHTHOCTh, CcaMOIU(ppOBaHKe, MOIUMOPHUIHOCT, OVErwriting-supycer, parasitig-
BUpYCHI, COMpanion-supycsl, link-Bupycsl, ¢aiioBsie 4epBH, MaKpPOBUPYCHI, CETEBbIE BUPYCHI,
«TPOSIHCKHE KOHUY, JIOTHYecKrue OOMOBI.

[Topsimok u3yueHus TEMbI

Bupl camocTosTennbHOM paboThI CTYICHTOB:

- u3ydyeHue ydeOHoro nocodus «MHpopmanronHas 6e30MacHOCTbY;

- TIOATOTOBKA K y4acTHIO B popyme 1o Teme «KOMITbIOTepHBIE BUPYCHI»;
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- U3y4YeHHUE JIONOJHUTEIbHOMN JINTEPATYPHI;

- BBINIOJHEHHE TECTOBBIX 3aJJaHUI TIO TEME.
Bomnpocsl TeMbl

1 Knaccuduxanus «KOMIbIOTEPHBIX BUPYCOBY.
2. DaiinoBbIe BUPYCHI.

3. 3arpy304Hble BUPYCHI.

4. MakpoBUPYCBI.

5. CeteBble BUPYCHI.

6. Bpeanblie mporpamMMmel.

KoHnTpoibHbIe BOMPOCH! IO TEMe

KaknMu 0CHOBHBIMH CBOMCTBAMH 00J1a/Ial0T «KOMIIBIOTEPHBIE BUPYCHI»?
[To xakuM KJ1accam pa3feNstoTcsl «KKOMIBIOTEPHBIE BUPYCHD»?

Kak kimaccupuuupyroTcst «kKOMITbIOTEPHBIE BUPYCHI»?

Kakue «komMmnbroTepHbIE BUPYCBDY OTHOCATCA K (pailioBbiM?

Kak paznemnsrorcst hailiioBbIe «KOMIBIOTEPHBIE BUPYCHI» TI0 CIIOCO0Y Pa3MHOKEHUS?
OO0bsacHUTE anropuT™ padoThl (haiiI0BOTO BUpYCa.

Kakne «koMIbIOTepHBIE BUPYCHI» OTHOCATCS K 3aTPy304HBIM?
OOBbsCHUTE aNTOPUTM PabOTHI 3arPy304HOTO BUpYCA.

Kakne «koMIbIOTEpHBIE BUPYCHI» OTHOCATCS] K MAKPOBHpYycam?

10 OO0BsacHUTE aNTOPUTM PabOTHI MAKPOBHUPYCA.

11. Kakue «kOMIIbIOTEPHBIE BUPYCHI» OTHOCSTCS K CETEBBIM?

12. Kakue nporpamMmsl SBISIIOTCS BPEAHBIMU U TOYEMY?

©oNoT~WDN P

®dopmMa npeACTaBICHHS OTUYETA!
CTyneHT MOMKEeH U3YYuTh IMOHSATHE cepBHCa 0€30MacHOCTH, BOMPOCHI apXUTEKTYPHOMH
0€30MacHOCTH, KJIacCU(PUKALINIO CepBUCOB. [Ipe1oCcTaBUTh OTYET B TUCHMEHHOM BHJIE.

IIpakTnyeckas padoraNe 4. Tpu BuJa BO3MOXKHBIX HApyUICHUH WH(DOPMALIMOHHON CH-
CTEMBL. 3aIluTa.

Lenb paboter: [lomyueHne 3HaHUM O MpaBUIIAX 3alIUTHl OT «KOMIIBIOTEPHBIX BHPYCOBY.
3HaTh OCHOBHBIE HOPMATHUBHBIC PYKOBOJSIINE JOKYMEHTHI, KaCArOIIUECs TOCYITapCTBEHHOMN Taii-
HbI, HOpPMaTUBHO-CIIPABOYHBIE TOKYMEHTHI

Coneprxanue pabOTHI:

N3y4uuB TeMy, CTyI€HT JOJIKEH:

* 3HAaTh, OTKYJA IPOHUKAIOT B KOMIIBIOTEPHYIO CUCTEMY «KOMIIBIOTEPHBIE BUPYCHI»;

* 3HATh IPABUJIA 3aLIUTHI OT «KOMITBIOTEPHBIX BUPYCOBY;

* yMeTb BbIOpaTh aHTUBUPYCHYIO ITPOrpamMMmy;

* yMETb [IPaBWJIbHO UCNOJIb30BaTh AHTUBUPYCHYIO IPOrpPaMMy;

* 3HaTh OCHOBHbIE HOPMATHUBHbIE PYKOBOJSAIINE JOKYMEHTHI, Kacaloluecs rocyaap-
CTBEHHOMW TaliHbl, HOPMaTUBHO-CIIPABOYHBIE JOKYMEHTBHI.

N3yyast TeMy, HE0OX0IMMO aKIIEHTHPOBATh BHUMAHHE Ha CJIEIYIOIIUX MOHATHUSAX:

KOMIUIEKCHBIN MOAX0J1 K MHPOPMAIIMOHHON 6€30MaCHOCTH, 3aKOHOAATENbHBIA YPOBEHB,
rocyJapCTBEHHAs TaiiHa, KOMMepuecKas TaifHa, JTMIIEH3HUs, dJIeKTPOHHAs [IU(poBas MOIIKCH,
HOPMAaTHUBHBIE JOKYMEHTBI.

[Topsimok u3yueHus TeMbI

Bupl camocTosTenbHOM pabOThI CTY/ICHTOB:

- u3ydeHue yueOHoro nocodus «MudopmannonHas 6€30nacHOCTbY;

- TMOATOTOBKA K y4acTHioO B popyme mo Teme «OCHOBHBIE HOPMATUBHBIC PYKOBOJISIINE
JIOKYMEHTBI, KacaroIluecs: ToCy/1apcTBEHHON TaifHbl, HOPMAaTUBHO-CIIPABOYHBIE JOKYMEHTHI;

- HM3y4YeHHE JOMOJHHUTEIbHOU JINTEPaTypHI;

- BBINOJHEHHUE TECTOBBIX 33JJaHUH 110 TEME.
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Bomnpocs! TeMbl

1. 3akoHonaTENbHBIN ypOBEHb HH(POPMAIIHOHHOI 6€30M1aCHOCTH.

2. O030p POCCHIICKOTO 3aKOHO/IATENILCTBA.

3. 3akon «O0 nHpopmanuu, HPOPMATHIAINHU U 3aLTUTE HHOOPMAITUN.
4. O TekyIeM COCTOSIHUU POCCUHCKOTO 3aKOHOIATEIbCTBA.

KoHTpoibpHBIE BOMPOCH! TIO TEME

Uto Takoe 3akoHOJATENbHBIA YpoBeHb 1b?

[IpaBoBbIe akThI OOIIEr0 HA3HAUEHHS, 3ATPArUBAOILIHE BOTPOCH! MHPOPMAIIMOHHOM OE30MacHOCTH.
OcHoBHbIe OHsTHS 3aK0HA «O0 HH(OpMAIN, NHPOPMATH3ALIAH 1 3aILATE THPOPMALAND.
Jlpyrvie 3aKOHbI 1 HOPMATUBHBIE aKThL.

O0630p 3apyOSKHOTO 3aKOHOIATENLCTBA B 00macTy Ub.

Texyltee COCTOSIHHE POCCUICKOIO 3aKOHOIATEITHCTBA.

Crannaptsl B 001acTi MH(OPMALIMOHHON OE30MacHOCTH.

Nook~wdNE

<D0pMa MMPEACTABIICHHUA OTUCTA:
CTyI[eHT JOJDKCH U3YYUTDH IMOHATHE CCPBHUCA 6630HaCHOCTI/I, 3HAaTb OCHOBHBIC HOPMATHUB-
HBIC PYKOBOJAIIHNE JOKYMCHTBI. Hpe,[[OCTaBI/ITL OTYCT B INCBMCHHOM BHJC.

IIpakTuyeckass padoraNe 5. OCHOBHbIE HOPMATUBHBIE PYKOBOJSIIME JOKYMEHTHI, Ka-
carollrecst rocyAapCTBEHHOM TaliHbl, HOPMAaTUBHO-CIIPABOYHBIE JOKYMEHTHI

Lenp paboter: [lomyuenne 3HaHUN O MpaBHIIAX 3aIIUTHI OT «KOMITBIOTEPHBIX BUPYCOBY.
3HaTh OCHOBHbIE HOPMAaTHUBHBIE PYKOBOSIIME JOKYMEHTBI, KaCAIOLIMECs FOCy1apCTBEHHOM Taii-
Hbl, HOPMaTUBHO-CIIPaBOYHbIE JJOKYMEHTBI

Coneprxanne pabOTHI:
W3y4uB TeMy, CTYICHT JOJKEH:

* 3HAaTh, OTKYJa IPOHUKAIOT B KOMIIBIOTEPHYIO CUCTEMY «KOMITbIOTEPHBIE BUPYCHIY;

* 3HATh IPABWJIA 3aLIUTHI OT KKOMIIBIOTEPHBIX BUPYCOBY;

* yMETb BbIOpaTh aHTUBUPYCHYIO IPOTPAMMY;

* YMETb IIPaBWJIBHO UCMOJIb30BaTh AHTUBUPYCHYIO IPOrpaMMy;

* 3HaTh OCHOBHbIE HOPMATHUBHbIE PYKOBOJSIINE JOKYMEHTBI, KaCaloluecs rocyaap-
CTBEHHOMW TaliHbl, HOPMaTUBHO-CIIPABOYHBIE JOKYMEHTBHI.

N3yuast TeMy, HE0OX0IMMO AKIIEHTHUPOBAaTh BHUMAHKE Ha CIIEIYIOIINX MOHATHUSX:

KOMIUIEKCHBIN MOAX0J1 K MHPOPMALIMOHHON 0€3011aCHOCTH, 3aKOHOATEIbHBIN YPOBEHB,
rocy/apcTBEHHasl TaliHa, KOMMepYecKas TailHa, JTUIeH3Hs, 3JeKTPOHHAs U(PpoBasi MOANHUCH,
HOPMATHUBHBIE TOKYMEHTHI.

[Topsaok n3ydeHus TeMsl

Bunsl camocrosTensHON paboThl CTYICHTOB:

- u3yudeHue yuebHoro nocoous «MupopmanmonHast 6€30nacHOCThY;

- TOATOTOBKA K y4acTHIO B popyme mo teme «OCHOBHBIE HOPMATUBHBIE PYKOBOJISIINE
JOKYMEHTBI, KacaroIInecs: TOCY1apCTBEHHOW TaifHbI, HOPMAaTHBHO-CITPABOYHBIEC JOKYMEHTBI;

- M3Yy4€HHE JONOJHUTEIBbHON JINTepaTyphl;

- BBITIOJIHEHHUE TECTOBBIX 33JJaHUH 110 TEME.

Bomnpocsr Tembl

1 3akoHOmATENBbHBIN yPOBEHb HH(GOPMAIIMOHHOM 0€301MacHOCTH.

2. O630p pOCCUICKOTO 3aKOHOAATEIHCTBA.

3. 3akoH «O0 nHpOpMaUH, HPOPMATHIAINHN U 3aIIUTE HHOOPMAITHN.
4. O TexylIeM COCTOSIHUU POCCHICKOTO 3aKOHOJaTeIbCTRA.

KoHTposbHBIE BOITPOCH! IO TEME
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Uto Takoe 3akOHOJATENbHBIA YpoBeHb 1B?

[paBoBbIe aKThI OOIIETO HA3HAYECHHS, 3ATPATUBAOIIFE BOTIPOCH! MH(OPMAITMOHHOM OE30MAacHOCTH.
OcHoBHbIe OHsTHS 3aK0HA «O0 HH(OpMAIIN, NHPOPMATH3ALIAH 1 3aILATE THPOPMALAID.
Jlpyrvie 3aKOHbI 1 HOPMATUBHBIE aKThL.

O0630p 3apyOSIKHOTO 3aKOHOIATENLCTBA B 00mmacTy Ub.

Texyltiee COCTOSIHHE POCCUICKOIO 3aKOHOIATEITHCTBA.

CrannapTs! B 00rnacTi HH(OPMAITOHHOM OE30MaCHOCTHL.

Noos~wdE

CDopMa MMPEACTABIICHHUA OTUCTA:
CTyI[eHT JOJDKCH U3YYUTH IMOHATHEC CCPBHUCA 6630HaCHOCTI/I, 3HATb OCHOBHBIC HOPMATHUB-
HBIC PYKOBOIAAIINE JOKYMCHTBI. Hpe,[[OCTaBI/ITB OTYET B IMCBMECHHOM BH/IC.

IIpakTuyeckasi padoraNe 6. Haznauenue u 3amauu B chepe obecrnieuenusi nHpopmaiu-
OHHOI 6€301acCHOCTH Ha YPOBHE rOCy1apCcTBa

Ienp pabotsl: TlonyueHnne 3HaHUN MO KPUTEPHSIM, C TOMOLIbIO KOTOPBIX OLIEHUBAETCS
3alMIIEHHOCTh BBIYUCIUTENbHBIX cucTeM. O3HakomiieHue co crangaproM CIIA «OpanxeBas
KHUTa». M3ydeHue pykoBoIsIMX 10KyMeHTOB [ ocrexkomuccun Poccuiickoii denepanun.

Coneprxanue pabOTHI:
W3y4uB TeMy, CTYICHT JOJKEH:

® 3HATh pyKOBOJIIME NOKYMEHTHI ['ocrexkomuccuu Poccniickon denepaunu;
e 3HaTh cTanaapt CHIA «OpanxxeBasi KHUray;

e yMeTh KiIacCu(UIUPOBATH ABTOMATU3UPOBAHHBIE CUCTEMBI COTJIACHO PYKOBOISIIIUX
nokymeHToB ['ocrexkomuccuu Poccuiickoit @enepanuu.

N3yuast TeMy, HE0OX0IMMO aKLIEHTUPOBATh BHUMAHHUE Ha CJIEIYIOIUX MOHATHUSAX:
cTpaTerus, oJOTYETHOCTh, TAPAHTUHY, MUHUMAJIbHAA 3allUTA, UHAUBULYyaJIbHas 3al1u-
Ta, MaHIaTHAs 3alUTa, BepUPUIIMPOBAHHAS 3AIINTA, WACHTUDUKAIMS, IH(POBaHUE.

ITopsanok n3y4eHus Temsl

Bupl camoctosiTenbHOM paboThI CTYICHTOB:

- u3ydeHue yuyebHoro nocodus «MHpopmarmonHast 6€301MacHOCTbY;

- TOATOTOBKA K y4acTHio B hopyMe o teme «PykoBoasimue 1okymeHTsl ['ocTexko-
muccum Pocculickoit denepaunny;

- H3y4YEHUE JOIOJHUTEIBLHON JINTEPATYPHI;

- BBINOJHEHUE TECTOBBIX 3a/IaHUH 110 TEME.

Bomnpoce! TeMbl
1. Kputepun 6e30macHOCTH KOMIIBIOTEPHBIX cucTeM «OpaHkeBasi KHUTay.
2. PykoBoasmue nokymeHTsl ['ocrexxomuccun Poccuiickoit denepanmn.

KoHTposbHBIE BONPOCH! IO TEME

1 Jlaiite monHoe nHaumenoBanue cranjaapta CIIA «OpanxeBas KHUTaY.

2. Ha xakue rpynmnsl pa3zieneHsl GyHIaMeHTalbHble TPeOOBaHM, KOTOPHIM JOJIKHBI
YIOBIIETBOPSTH BHIUMCIUTEIbHBIE CUCTEMBI, IPEHA3HAUEHHBIE Il 00pabOTKH KOH(UICHIIN-
asnbHOU MH(pOpMarn?

3. Ha xakue rpymnmsl AeNsATCS aBTOMATH3UPOBAHHBIE CHCTEMBI, TIPUBEINTE UX KPATKYIO
XapaKTEpUCTUKY?

4. Tlepeuncnute pykoBoasiie 1okyMeHThl ['ocrexkomuccun Poccuiickoit @eneparm?

5. HazoBwure nojcuctemsl, Ha KOTOPbIE Pa3AesIOTCS MEXaHU3MBbI 3aIUThI.

[Ipu u3yyeHun TeMbl HEOOXOAUMO:
* YHUTaThb JIUTEPATYPY:
1 Tocrexxomuccust Poccun. PykoBoasuiuii TOKyMeHT. «3aluTa OT HECAaHKIIUOHUPO-
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BAaHHOT'0JIOCTYTA K UH(OPMaLIMU, TEPMHUHBI U OTIPEACTICHUSI.

2. Tocrexxomuccusi Poccuu. PykoBonsmmii qokymeHT. « KOHIENIHS 3aIuThl CPECTB
BBIYMCIIMUTEIBHOW TEXHUKU U aBTOMATU3UPOBAHHBIX CUCTEM OT HECAHKLIMOHUPOBAHHOT'O J1I0CTY-
na KuHpopManum».

3. Toctexxommuccusi Poccuu. PykoBonsmuii 1okymMeHT. «CpeicTBa BBIYUCITUTEIHBHOM
TEXHUKHU.3aIUTa OT HECAHKIIMOHUPOBAHHOTO JocTyna K nHpopmanuu. [Tokazarenu 3amuiieH-
HOCTHOT HECAHKIIMOHUPOBAHHOT'O AOCTYIA K HHPOPMALIUN.

4. Tocrexxomuccus Poccun. PykoBoasiinii JOKyMeHT. «ABTOMAaTH3UPOBAaHHBIE CUCTE-
MBI. 3allliTa OT HECAaHKIIMOHUPOBAHHOTO JocTymna K uHopmanuu. Kinaccudukanus aBromatu-
3UPOBAHHBIX CUCTEM U TPEOOBAHUS 110 3aITUTE WHPOPMAITUI.

5. Tocrexxommuccusi Poccuu. PykoBonsmuii 1okymMeHT. «BpeMeHHOe MMOJI0KEeHHE 110 Op-
raHu3anuu pa3paboTKu, U3TOTOBJICHUS U SKCIUTyaTalliy MPOTPAMMHBIX U TEXHUUYECKUX
CPEACTB3AIIUThI CEKPETHOM HH(OPMALIUK OT HECAHKIIMOHUPOBAHHOTO JJOCTYTa B aBTOMAaTH3H-
POBAHHBIX CUCTEMAX U CPEJICTBAX BBHIYUCIUTEIBHON TEXHUKI.

* moceTuTh caiThl: WWW.Shcinfo/index.htm.

dopmMa npeACTaBICHHS OTUYEeTA!
CTyneHT noMKeH U3y4uTh PYKOBOAsIINE TOKyMeHTHI ['octexkomuccuu Poccuiickoii de-
neparuu. [IpenoctaBuTh OTYET B MUCHbMEHHOM BUJIE.

IIpakTnyeckas padora Ne 7. Mozaenu 6e30MacHOCTH U UX IPUMEHEHUE.

Lenb pabotsr: [lomyuenue 3HaHui 0 MeToAax 3amuThl MHGopManuu. [lonydyenue 3HaHUM
¥ HABBIKOB 10 o0ecreyeHuto WH()OPMAIIMOHHON 0€30MacHOCTH OpraHU3aIUK MpU €€ MOIKIIO-
yeHuu K Internet.

Coneprxanue paboOThI:
N3y4yuB TeMy, CTyI€HT JOJIKEH:

* 3HATh U YMETh MPUMEHSATH METOJIbI 3alIUTHI HH(OpMAIIHH;

* 3HAaTh, KaK OpPraHU30BaTh HHPOPMAIIMOHHYIO 0€30MaCHOCTh B OpTaHHU3AIHH;

* yMEeTh MOAKIIOYHUTH OpraHu3anuio K Internet ¢ codnroaenuem TpeboBanuii uHGopma-
IIMOHHOI 0€30IaCHOCTH;

I/Isyqa;l TEMY, HCO6XOI[I/IMO AKICHTUPOBATb BHUMAHHNEC HA CIICAYIOIHNX IMMOHATUAX
OTpaHUYCHUC JOCTYIIA, pazrpaHU4YCHUC JOCTYIIa, pa3JCIICHUEC N0CTYyIld, KPUIITOrpa-
(1)I/ILICCKO€ npeo6pa30BaHHe I/IHCI)OpMaI_II/II/I, KOHTPOJIb U YUET NOCTYIIAd, 3aKOHOAATCIIbHBIC MCPLI.

[Topsaok n3ydeHus TeMsl

Bunsl camoctosiTensHON paboOThI CTY/IEHTOB:

- m3ydeHue yueOHoro nocodbus «MupopmannonHas 6e30MacHOCTbY;

- TIOArOTOBKA K y4acTuio B ¢popyMe 1o reMe «MeTopl 3aiuThl HHPOpMaLIUN;
- W3y4YCHHUE JIOTIOJIHUTEIIHHOMN JTUTEPaTypHI;

- BBINIOJHEHUE TECTOBBIX 3aJIaHUM IO TEME.

Bonpockl Temsl

Orpanunuenue nocrymna.

KonTtpons gocryna k annapartype.

Pasrpannuenue u KOHTPOJIb JOCTYMNA K MHPOPMALIUH.

Paznenenue npuBuiieruii Ha JOCTYII.

WnenTudukanys u yCTaHOBJIEHUE MOATUHHOCTH 00bEKTa (CyOBEKTa).
Kpunrorpaduueckoe npeodpazoBanue HHPOPMAIIHIH.

Sk owdpE

KoHTposbHBIE BONPOCH! IO TEME

1. B uem 3akitoyaeTcsi OrpaHUYeHHE JOCTYIA K KOMIIBIOTEPHBIM cUCTEMam?
2. Kak xiaccupuuupyroTcst CHCTEMbI TPEBOXKHON CUTHATU3aK?

3. B gem 3akimogaercst KOHTPOJIb JOCTYNA K anmapartype?

4. Or Kakux JeHCTBUH 3aIMIIAeT KOHTPOJIb JOCTyNa K arnmnaparype?
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5. B uem 3akmrogaeTcs KOHTPOJIb AocTyna K nHpopmarun?

6. B yem 3akiouaercs pasjesieHue MPUBUIETUI HAa OCTYN?

7. B 4em 3akimoyaercst HISHTH(PUKALNS U YCTaHOBIICHHUE MTOTTMHHOCTH 00beKTa (CyOh-
ekra)?

8. Uto MoO)eT ObITh OOBEKTOM UIACHTH(PUKAITUN?

(DOpMa MMPEACTABIICHHA OTUCTA:
CTyI[eHT JOJDKCH U3YYUTb MOJCIN 0C30IMaCHOCTH U UX IMPUMCHCHHUC. HpeILOCTaBI/ITB OT-
4€T B IIMCbMCHHOM BUIC.

3 93TAI - BJIAJETH
KoMmniiekT THIIOBBIX TeM JIa00pPaTOPHBIX Pa0doT Ha 3aKpervieHne HABbIKOB

Ilopaook évinonnenusn nadopamopusvix padom

1) U3y4uTh TEOPETUUECKHI MaTepHall o TeMe JIabopaTOpHOU paboThI;

2) cocTaBUTh IPOrpamMMy Ha OJHOM M3 AITOPUTMUYECKUX SA3BIKOB IPOrPaMMHUPOBAHUS
JUISl 33JaHHOTO BapUaHTA 33]1aHus;

3) BBINOJIHUTH OTJIAJKY COCTaBJIEHHOMN MpOrpaMmbl U MOKa3aTh IIPEI0J1aBaTeNo;

4) cOCTaBUTD U 3aLTUTHTH OTUYET 10 JabopaTopHOiil paboTe.

Jlabopamopnwie pabomot

1. briounoe cumMMeTpuyHOE MU POBAHUE

2. Usyuenwne IIIIII cucrem kpuntorpaduueckoi 3ammThl WHGOPMALIUU, KIacCUYECKas
KpunTorpadus u pacrpenaeneHue KIroden

3. AcuMMeTpuYHOE (P POBAHUE

4. DnextponHas mudposas noanuck (DLIIT)

5. IlpakTrueckoe npuMeHeHue Kpunrorpaduu ¢ OTKpbIThIM KitouoMm. [Taker PGP

6. Kpunrocucrema onepannonHoi cucremMbl Windows. CryptoAPI: mmudpoBanue u je-
nmmdposanue B CryptoAPL, DI B mpoekrax Ha CryptoAPI

Konmponwvuwvie sonpocwi k 1adopamopnvim pabomam

1. Oxapakrepusyiite nHOOPMAIMIO U €€ OCHOBHBIE IMOKAa3aTENH.

2. OCHOBHBIE TOJIOKEHUS 3aKOHA 00 MH(POpPMAaLUU, HHPOPMALMOHHBIX TEXHOJIOTUSAX U
3ammTe HHPOpPMaIIUH.

3. OcHOBHBIE MOJIOKEHUS 3aKOHA O FOCYJapCTBEHHOM TalHe.

4. OcHOBHBIE MOJIO’KEHHUS 3aKOHA O 3alllUTE MEPCOHAIBHBIX JaHHBIX.

5. OCHOBHBIE TTOJIOKEHUS 3aKOHA 00 JEKTPOHHON UPPOBON MOMHCH.

6. UTo Takoe «I1oJIUTUKA 6€301acHOCTH»?

7. UeM oTaMuaeTcs MOHATHE «MOJAETH 0€30MacHOCTH» OT MOHATHS «IIOJUTHKHU Oe3omac-
HOoCcTU»? 8. B KakuXx cilydasx NpUMEHSI0TCA MOIean 0e30macHoCTr?

9. OcHOBHBIE MOJIETH MOJIUTUK 6€30MaCHOCTH?

10. IlpuHUUIIBL, KCHIONB3YEMBIE JIs1 TOBBIIEHHS CTOMKOCTH mudpa?

11. IIpuBenute cxemy U 0OBSICHUTE MPUHLIUIT paOOTHI 6J104HOTO MHppa.

12. Naitte xapakrepuctuky mudpa DES.

13. Jaiite xapaktepuctuky mudpa FOCT 28147-89.

14. Tlepeuncnute ocHOBHBIE paznmuaus mexay DES u TOCT 28147-809.

15. Yro Takoe — pexxuM npuMeHeHus 6J0yHoro mugpa’?

16. Uem oTiruaeTcst mOTOYHOE U Os104HOE mHudpoBaHHeE.

17. [aiite xapaktepuctuky mudpa RC4.

18. OcHOBHBIE CBOMCTBA KpUOTOrpaUUECKuX Xem-(pyHKINH.

19. IIpuHUIMTIBI PAaOOTHI XeUI-()YHKIUH.

20. OcobeHHOCTH MMOCTPOCHKE XeNI-QYHKIIUU Ha Oa3e 0JI09HOTO mmdpa.

21. Onuimure onepanuio IpUBEIECHUS 10 MOAYIIIO.
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22. Kakumu cBoiicTBamMu 00JIafaeT orepalus MpUBEISHUS 110 MOTYITIO?

23. [IpuBenute onpeeraeHUe IPOCTOTO YKUCIIa.

24. Kakue nBa 4Mciia Ha3bIBalOTCA B3aUMHO IIPOCTBIMU?

25. Onpenenure NOHITHE OOPATHOTO 3HAYCHHSI 10 MOTYJIIO.

26. Chopmynupyite Manyro TeopeMmy Depma.

27. Jlaiite onpenencHue GpyHKuu Didnepa.

28. Chopmynupyiite Teopemy Ditnepa.

29. IlepeuncnuTe CBOWCTBA MIPOCTHIX YHCEI.

30. Uem oTinuaetcst kpuntorpadus ¢ OTKPHITHIM KJIFOYOM OT CUMMETPUYHBIX MIUGPOB?
31. Onumute anroput™ Auddu-Xemnmmana. Yem oOycnoBneHa ero 6e30macHoOCTb?
32. Onumute anroputm [lamupa.

33. Onuuute anroputM Dib-I"amans.

34. Onumute anroput™ RSA. 35. Onumure anroputm mudpoBoit moanucu RSA.
36. Onumute anropuT™ nuppoBoit noanucu Iab-I"amans.

37. Onumure anroput™ nudposoit moamucu DSA (DSS).

BOl'lpOCbl K 3a49€Ty

1. udopmarus u e€ xapakTepucTHKU. BaXXHOCTh U IEHHOCTh HH(POPMALIUY.

2. Bunel uadopmanmu, nomiexaniue 3amure. Kimaccudukanus nHGOpMAIUK 1O CTETe-
HU OIpaHMYEHHOCTHU A0cTyna K Hell [lonsTre TaitHbl.

3. NndopmannonHsie pecypchl Kak 00beKThl coocTBeHHOCTH. [IpaBa rpaxkaan Ha 3amu-
Ty JUYHOU MH(MOPMALIUU U UHTEIUIEKTYaIbHONH COOCTBEHHOCTH.

4. 3akons! Poccuiickoil @enepanuu o 3alMTe TaHBI U UHTEIUIEKTYaJIbHOM COOCTBEHHO-
CTH.

5. Kpurepuu B BeIOOpE cpecTB 3amuThl. [[oHATHE KOMITJIEKCHOH 3aIUTHI.

6. Mcrounuku KoH(pUACHINAIBHON HH(OPMAMK B UHPOPMALIMOHHBIX CUCTEMAX.

7. TexHuuyeckue cpeacTBa MHPOPMALMOHHBIX CHUCTEM M HX XapaKTEPUCTHUKU C TOUYKU
3peHHs UHPOPMALIMOHHOM O€3011aCHOCTH.

8. MleficTBusi, mpuBOAAIIMEe K He3akoHHOMY oBnaaeHuto KW (pasriamenwe, yreuka,
HCH).

9. Cnocobst HC/I x K. O6061mmenHas moaeins criocoboB HCJI k uctounnkam KH.

10. Kanaunsl yreuku nuapopmannu TC UC. Ob6mas kapTuHa 00pa3oBaHUsl ONACHBIX CHT-
HAaJIOB.

11. Ilpu4uHbI U yCIOBUS BO3HUKHOBEHUS KaHAJIOB YTEUKH UH(OPMAIIHH.

12. Cnoco6s1 HCJ] x KU uepe3 TC UC. AKTHBHBIE U TAaCCUBHBIE CIIOCOOBI.

13. TexHHKa NPOMBIIUIEHHOTO IIMHOHAXKA.

14. Vrposzsr IC. Buas! yrpo3. Buasl noteps 1 X IpUYUHBIL.

15. Mogens mapymmrens B UC.

16. Omenka 6e3onacuoctu MC. TpeGoBanus k 6ezonacHoctu WC. Ilokasarenw 3amm-
menHocty CBT. Knaccsl 3amuienHocTy.

17. 3amura onunounoit [I9BM. Kananb! yreukun nHQOpMAaII, METO/IbI 3aIIUTHI.

18. Bausinue apxutextypsl OBM Ha Oe3omacHocTh oOpabaThiBaeMol HH(OpMAIUH.
ITonsTre "3amuménHas apxurekrypa'.

19. OnepanuoHHbIE CUCTEMBI, OPUEHTHPOBAHHBIE Ha O€30MaCHOCTh MH(OPMAITHH.

20. be3onmacHOCTh KOMITBIOTEPHBIX CETEH - KOPHMOPATUBHBIX M TIOOAIBHBIX (00IIne
MIPUHIIUIIBI).

21. BpenonocHble porpaMMbl. [IpUHIUITEI 3aIIUTHI OT UX BO3ICHCTBHSL.

22. OpraHu3alMoOHHbIE MEPHI 110 3amuTe nHpopManuu Ha DBM.

23. CranmapTHBIE CPEJICTBA 3alIUTHI (aNapaTHBIC U IPOTPAMMHBIE).

24. Vcnonb3oBaHuE KpUNTOTpapUUECKUX METOJO0B JJIsl 3aIUThI SJIEKTPOHHOM TOKyMEH-
TalUu.
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25. TIpoTuBONpaBHOE HCIOIb30BAaHUE KOMIMBIOTEPOB. CYIIHOCTh KOMIBIOTEPHBIX IIpe-
CTYIUIEHUU.

26. Knaccudukanuss KOMIOBIOTEPHBIX MPECTyIUIeHH. 3akoHbl PD o mpecTyrieHusx B
cdepe KOMITbIOTEPHOH HH(POPMAIIHH.

4. METOIUYECKHNE MATEPUAJIbI, OITPEAEJIAIOIIUE ITPOUEAYPBI OLIEHVBAHUMA
3HAHUI, YMEHMIM, HABBIKOB U (MJIN) OITbITA JESATEJILHOCTH,
XAPAKTEPH3YIOIINX 3TAIIBI ®OPMUPOBAHIA KOMITETEHIIUH B ITPOIIECCE
OCBOEHU S OBPA3OBATEJIBHOU ITPOI'PAMMEI

1 3TAIIl - 3HATDH

Kpurepun oneHuBaHus pe3yabTaTOB TecTa:

[TommHass BepBHSI TECTOBBIX BOIMPOCOB COACPKHUTCS B IIIEKTPOHHO-UHPOPMAITMOHHON
cucteme By3a. CTyIEHTBI TPOXOJIAT TECTHPOBAHKE KOMITBIOTEPHOM Kjlacce OIEHKa YCIESITHOCTH
IPOXOXKACHUST TecTa oOTmnpeaensercs ciuenywomend cerkoit: or 0% gmo 29% -
«HEYAOBIETBOPUTENBbHO», 0T 30% 1o 59% — «ynoaerBoputenbHoy; 60% — 79 % — «xoporioy;
80% -100% — «oTIHYHOY.

2 93TAIl - YMETbH

Kpurtepuu oueHnBaHus pe3yJbTaTOB NPAKTHYECKOii padoThI
K pabote nmomxeH ObITh MPUIIOKEH OTUET, COACpKAIIUN

1. TUTYNbHBIN JIHCT.

2. llenb paboTHI.

3. Onucanue 3TanoB NPOEKTUPOBAHUS

4. BeiBoJ1bI IO paboTe.

Ouenka Kpurtepun

pa0oTa BBINOJIIHEHA OJHOCTBIO;

B JIOTHUECKUX PACCYKJICHHUSIX U OOOCHOBAHHUHU PELIEHUs HET Mpo-
0€JI0B U OIINOOK;

B PELICHNUHU HET OIMOOK (BO3MOXKHA OJJHA HETOYHOCTb, ONUCKA, HE
SIBJIAIOIIASACS CJIEJACTBUEM HE3HAHMs WJIM HEMTOHMMAaHUs y4eOHOro
MaTepHana).

pa0oTa BBIIOJIHEHA MOJIHOCTHIO, HO 0OOCHOBAHUS 11ar0B PELICHUs
HEJ0CTaTOYHBI;

JIONYIIEHa 0J1HA OMIMOKA MJIM JIBa-TPU HEJJ0UYETa B PELICHUU.
JIOTYILIEHbI Oojiee oHOM OomMOKK uiu GoJjiee JBYX-TpeX Heaoue-
TOB B pEIICHUH 3a7ay, HO ydalluiics BiageeT 00s3aTelbHbIMU
YMEHUSMH I10 TPOBEPSIEMON TEME.

JIOMYIIEHBI CYIIECTBEHHbIE OLMIMOKM, MOKa3aBIINe, YTO YyJaluics
HE BlIajieeT 00s13aTeNbHBIMU YMEHHUSIMU 110 IaHHOM TeMe B MOJIHOM
Mmepe

«OTIHUYIHO»

«XOopouIo»

«YI0OBJIETBOPUTEIILHO»

«HCYHOOBJICTBOPUTCIIBHO»

3OTAIl -BJJAJAETH

Kpurepun oneHuBaHus pe3y/ibTaToB J1a00paTOPHOii padoThI

Ouetka Kpurepun

pa60Ta BBITIOJTHEHA ITOJIHOCTBIO,

«OTIHUYIHO»
B JIOTUYCCKUX PACCYKACHUAX U 000CHOBAaHUH PCHICHUA HET Hp06e-
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JIOB U OIINOOK;

B PEIICHUH HET OIMOOK (BO3MOYKHA OJIHA HETOYHOCTb, OIMUCKA, HE
SIBIIIOIIASCS CIICJACTBHEM HE3HAHHS WIM HETIOHUMAHHS y4eOHOro
MaTepuaa).

paboTa BBHITIOJTHEHA MOJHOCTHIO, HO OOOCHOBAHUSI IIArOB PEIICHUS
HE/IOCTaTOYHBI;

JIOTYIIIEHA OJTHA OITMOKA WIIM JBA-TPU HEJIOUETAa B PEIICHHH.
JOTYIIEHBI 00JIee OJJHON OIMOKHU WK OoJiee ABYX-TPEX HEI0YCTOB
B PEIICHHUH 33J]a4M, HO YJAIUHCS BIIaJeeT 00s3aTebHBIMA YMEHU-
SIMU TIO TIPOBEPSIEMOM TeMe.

«XOopouro»

«KYHOOBJICTBOPUTEIIBLHO»

J0MMYHICHbI CYIICCTBCHHBIC OH_II/I6KI/I, IIOKa3aBIIMUEC, YTO y‘IﬂH.[PIfICSI HEC

«HEYIOBJIETBOPUTEIBHO) N .
BIIJICET 00s3aTEIIbHBIMA YMEHHUSIMH T10 JAHHOW TeMe B IOJHOW Mepe

KpnTepnn OllcHMBaHNA 3HAHMII HA 3a4eTe

Onenka «3AUTEHO»:

6. Xopoliee 3HaHHWE TPOTPAMMHOTO MaTepHaa.

7. Xopollie HaBbIKH BBIMOJHEHUS MTPAKTUYSCKUX 3aTaHUI

8. TounoCTh 1 000CHOBAHHOCTE BBEIBOJOB.

9. Jlorm4Hoe U3JI0KEHHE BOIIPOCA, COOTBETCTBUE U3JIOKEHUSI HAYYHOMY CTHUIIIO.
10. IIpaBuibHBIC OTBETHI HA JOIOJHATEIHHBIC BOIIPOCHI.

Onenka «<HE3AUTEHO»:

7. IloBepXHOCTHOE YCBOEHHE MPOTrPAMMHOT0 MaTepHaa.

8. Heymenue yeTko chopMymupoBaTh BHIBOIBL.

9. OtcyTcTBUE HABBIKOB HAYYHOT'O CTHJIIS U3JI0)KEHUS.

10. Herounsbie OTBETHI HA AOMOIHUTEIHHBIE BOIPOCHI.

11. He3HaHue 3HAUUTEJILHON YaCTH MPOrPaMMHOI'0 MaTepHaa.

12. HeymeHwue BBIIEIUTH TIABHOE, CACTATh BEIBOJBI M 0OOOIICHHS.



