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1. TIEPEYEHb KOMIIETEHIVI C YKABAHUEM OTAIIOB UX POPMUPOBAHIA
B [NIPOIIECCE OCBOEHUMA OBPA30BATEJIbBHOU ITPOI'PAMMEBI

[Ipouecc uzyuenuss aucuurinHbl «MHpopmanonHas 0e30MacHOCTb) HampaBieH Ha
(dbopMHpOBaHUE CIEAYIOMINUX KOMIIETCHIUH:

Kox u HanmenoBanue
KOMITETCHIIMI BBIITYCKHUKA

KOI[ 1 HAMMCHOBAHUC I/IHILI/IKaTOpa JOCTUIKCHUA
KOMIIETEHIINH

OIIK-3. Cmocoben pemarhb
CTaHJapTHBIE 3a7aud Tpodec-
CHUOHAJILHOM JIeATENbHOCTH Ha
OCHOBE MH(OPMAITMOHHONH U
OoubmorpaguIeckol  KyJIbTy-
pBl C IpUMEHEeHHeM HH(popMa-
[IUOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJOTHUM U C YYETOM OC-
HOBHBIX TpeOoBaHUil HHGOP-
MAaIMOHHOH 0€30MacHOCTH

OIIK-3.1. 3HaeT NpPUHIMIBI, METOJbl M CPEACTBA PEIICHUS
CTaHJIAPTHBIX 3a]1a4 MPO(HEeCCHOHATBLHON AesITeIFHOCTH Ha OC-
HOBe MH(POPMAIIMOHHONW M OuOIMorpaduueckoil KymbTyphl C
MPUMEHEHHEM HH(POPMAIMOHHO-KOMMYHUKAIIMOHHBIX TEXHO-
JIOTUA M C y4E€TOM OCHOBHBIX TpeOoBaHWN MH(POPMAIIMOHHON
0e30MmacHOCTH

OIIK-3.2. YMeer pemarh CTaHAApTHBIE 3a7a4d Mpodeccro-
HATBHOW JIEATEIHHOCTH HAa OCHOBE MH(GOPMAIMOHHON U OUO-
TuorpaguuecKkoi KynbTypbl ¢ MPUMEHEHHEM HH(OpPMAIHOH-
HO-KOMMYHHUKAIIMOHHBIX TEXHOJIOTUA M C Y4ETOM OCHOBHBIX
TpeboBaHui HHGOPMAITMOHHON 0€30MTaCHOCTH

OIIK-3.3. Bnaseer HaBBIKAMH MOATOTOBKM 0030pOB, aHHOTA-
Ui, cocraBieHus: pedeparoB, HAYYHBIX JTOKIAN0B, MyOIHKa-
i, 1 Oubmuorpaduu Mo Hay4YHO-UCCIIEIOBATEIBCKON paboTe
C yueToM TpeOoBaHU HHPOPMAITMOHHOMN 0€30MaCHOCTH

OIIK-4. CnocobeH y4acTBO-
BaTh B Pa3pabOTKe CTaHIAPTOB,
HOPM, TIPABUJI, & TAK)KE TCXHH-
YECKOM JOKYMEHTAlluH, CBS-
3aHHOM ¢ TNpodecCHOHAIBHOM
JEeSITeTHHOCTHIO

OIIK-4.1. 3HaeT OCHOBHBIE CTAaHAAPTHI OPOPMIICHHUS TEXHHYE-
CKOMl JOKYMEHTallud Ha pa3jiuYHbIX CTaIusAX KU3HEHHOTO
[IUKJIa THPOPMAITMOHHON CUCTEMBI

OIIK-4.2. YMmeeT npuMEHSTh CTaHAAPTHl OPOPMIICHUSI TEXHH-
YECKOM JTOKYMEHTAllUM Ha Pa3IMYHBIX CTAIUAX >KU3HEHHOTO
LMKJIa THPOPMAIIMOHHOM CHCTEMBI

OIIK-4.3. Bnageer HaBBIKAMH COCTABIECHUS TEXHUYECKOH JO-
KyMEHTAllUM Ha pa3IM4YHbIX 3Tanax »XU3HEHHOTo IMKJIa WH-
(hopMaIMOHHON CUCTEMBI

NeSITeIbHOCTH Ha OC-
HOBE WH(MOpPMAIMOH-
HOU u Oubnuorpadu-
YECKOM KYJIbTYpbl C

IMPUMCHCHUCM HH-
dbopMaImoHHO-
KOMMYHUKAIITUOHHBIX

TEXHOJIOTHI U C yd4e-
TOM OCHOBHBIX TpC-

OoBanuii  mH(pOpMa-
UOHHOM 0Oe30macHo-
CTH

No Kon Haumenosanue o
Oransl GOpMHPOBAHUS KOMITIETSHIIUH
I/ | KOMIIETEeHLIUU KOMIIETEHINH
1. | OIIK-3. Cnocoben pewarts | [ Oman - 3uamo:
cranpaptasle 3azauu | OIIK-3.1. ITpuHOMNbBIL, METOABI U CPENCTBA pe-
npodeccuoHaIbHON IIEHUST CTAaHJAPTHBIX 3a7a4 MpodecCHoHaIbHOM

NEeSTeIbHOCTH Ha OCHOBE HH(OPMAIIMOHHOW U
oubmorpaduueckoil KyJIbTypsl ¢ MPUMEHEHHEM
WH(OPMAIIMOHHO-KOMMYHUKAIIMOHHBIX ~ TEXHO-
JIOTUA W C y4E€TOM OCHOBHBIX TpPeOOBaHWI WH-
(dhopMaImoHHON 6€30MaCHOCTH

2 Oman - Ymems:

OIIK-3.2. Pemarps cTanmapTHbIe 3a1a4u mpodec-
CHOHAJILHOM JIeATeIbHOCTH Ha OCHOBe HHGOp-
MAIMOHHON W OubOIMorpaduueckoil KymbTyphl C
MpPUMEHEHUEM nH(OPMAITMOHHO-
KOMMYHHKAITMOHHBIX TEXHOJIOTUH, peraTh CTaH-
JapTHbIe 3a7ayd NpodecCHOHAIbHOU JesiTellb-
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HOCTH Ha OCHOBE MH(OPMAIIMOHHOW M OMOIHO-
rpadu4ecKkoil KyJIbTypsl C TpPUMEHCHHWEM WH-
($opMaOHHO-KOMMYHUKALIMOHHBIX ~ TEXHOJIO-
TUH U C y4€TOM OCHOBHBIX TpeOoBaHU MHGOP-
MAaIMOHHOHN 0€30MacHOCTH

3 Oman - Braoemw:

OIIK-3.3. HaBbikamu MmOArOTOBKH 0030pOB, aH-
HOTAIlMH, COCTaBJIEHUs pedepaToB, HAYIHBIX JI0-
KIaJ0B, mnyOnukauuii, u Oubianorpaduu 1o
HAay4HO-UCCIIE0BAaTEIbCKON paboTe ¢ ydeTom
TpeboBaHUi MHPOPMAIIMOHHON 0€30MaCHOCTH

2. | OIIK-4. 1 Oman - 3namo:

OIIK-4.1. OcHOBHBIE CTaHAAPTHI O(POPMIICHHS
TEXHUYECKOM JOKYMEHTAallMM Ha PpPa3IN4HbIX
CTaausIX >KU3HEHHOIO LUKJIa WH(POPMALMOHHOM

CHUCTEMBI

CnocobeH  y4yacTBo-
BaTb B pa3paboTke
CTaH/IapTOB, HOPM U
MpaBWII, & TAKXKE TEX-
HUYECKOM JIOKYMEH-

2 Oman - Ymems:

OIIK-4.2. [IpumeHATh cTaHIAPTHI OGOPMIICHUS
TEXHUYECKOM JOKYMEHTAIlMM Ha Pa3IUYHBIX
CTaIuAX >KU3HEHHOTO LHMKJIa MH(QOPMAIOHHOM
CHUCTEMBI

TallM{, CBA3aHHON C
npogecCuoHAIBHON
TS TEIbHOCTHIO

3 Dman - Braoems:

OIIK-4.3. HaBeIkaMH COCTaBJIEHHSI TEXHUYECKOM
JOKYMEHTAIIMM Ha Pa3IUYHBIX JTamax >KU3HEH-
HOTO IUKJIA HH()OPMALIMOHHONW CUCTEMBI

2. TIOKA3ATEJIM Y KPUTEPUN OLIEHVBAHMSI KOMITETEHIIMI HA PA3JIMYHBIX
OTAITAX UX ®OPMHUPOBAHN, OIIMCAHUE ILKAJI OHEHNBAHUA

|
= Kputepuu orieHMBaHUs KOMITE-
Ne S E Haumenosanue TEHIINHN Ixana
n/m ~ L | KOMIETCHIMM | Ha pa3IMYHbIX dTanax Gopmu- OIICHUBAHHUS
z poBaHus
~
1. | OIK-3. | Cnocoben pe- | I Oman - 3uams. «3AUYTEHO»:
1aTh cran- | OIIK-3.1. Ilpunmunel, meroas! | 1. Xopoiiee 3HaHHE
JMapTHBIE 3a/a- | U CPEICTBA PEIICHUs CTaHIAPT- | MPOTPAMMHOTO
yu  npodeccu- | HpIX 3amad MpodeCcCHOHANTBHOM | MaTepHara.
OHAITLHOW [Iesi- | IeATeTbHOCTH Ha OCHOBE HWH- | 2. XOpollue HaBBIKU
TETLHOCTH Ha | GOPMAIIMOHHON W OWOIMOTrpa- | BHIMOJHEHUS
OCHOBE UH- | puyeckol KymbTypbl C NpHUME- | IPAKTUYECKUX 3alaHHH
dbopmarron- HEHHUEM uHpopmarmonHo- | 3. TouyHOCTh u
HOW M OMONHMO- | KOMMYHUKAIIMOHHBIX TEXHOJO- | 0O0CHOBAHHOCTH BBIBOJIOB.
rpadudeckoin TUH U C YYETOM OCHOBHBIX Tpe- | 4. JlornuHoe H3I0KEHUE
KYJIBTYpbI c | 6oBanmii UH(POPMALIMOHHOM | BOIPOCa,  COOTBETCTBHE
IpUMEHEHHEM | 6€30MacCHOCTH M3JI0KEHUS HAay4YHOMY




5

uHpopManu-
OHHO-
KOMMYHHKAIIH-
OHHBIX TEXHO-
JIOTHM U C y4e-
TOM OCHOBHBIX

2 Oman - Ymems:

OIIK-3.2. Pemars crangapTHbie
3aaun MpoeCCUOHABLHOM Jie-
SATEIbHOCTH Ha OCHOBE WH(OP-
MaIMOHHON U Oubnuorpaduye-
CKOW KYJBTYpPBHI C IPUMEHEHHUEM

TpeOoBaHU MH(POPMALIMOHHO-

uHpopMaIu- KOMMYHHUKAIIHOHHBIX ~TEXHOJIO-

OHHOM 0e3- | ruii, pemaTh CTaHAApTHBIE 3a-

OIACHOCTH nadyd npodecCUOHaIbHOU Jes-
TEIHHOCTH HA OCHOBE HH)OP-
MalMoOHHON M Ombmmorpaduue-
CKOH KyJIbTYpBI C IPUMEHEHHUEM
nH(pOpMaIMOHHO-
KOMMYHHKAITUOHHBIX TEXHOJIO-
TUHA U C YYETOM OCHOBHBIX Tpe€-
OoBaHMi UH(POPMALMOHHOM
6e30macHOCTH
3 Oman - Braoems:
OIIK-3.3. HaBplkamMu IIOATO-
TOBKM 0030pOB, aHHOTAIH, CO-
cTaByieHUs pedepaToB, HAyYHBIX
JOKJIaJI0B, MyOnMHuKanuii, u Ouo-
nuorpadun o Hay4HO-
UCCIIeIOBATENILCKON  paboTe ¢
ydeToM TpeOoBaHUN HHPOpMa-
IIMOHHOW 0€30MTaCHOCTH

OIIK-4. | Criocoben 1 Oman - 3namy:

yuactBoBath B | OIIK-4.1. OcHoBHBIE cTaHAAp-

pa3zpaboTke TBl OGOPMIICHUST TEXHHUYECKOU

CTaHJApTOB, JOKYMEHTAIlM! Ha Pa3IUYHBIX

HOPM U TIpa- | CTaAUSX JKU3HEHHOIO  IIMKJIa

BUJ, a Takxke | MHOOPMAIMOHHON CUCTEMBI

TEXHUYECKOU 2 Oman - Ymemo:

JOKyMEHTa- OIIK-4.2. IIpumeHATh CTaHIap-

MK, CBA3aH- | ThI 0OPMIICHUS TEXHUUYECKON

HOU ¢ mpodec- | TOKYMEHTAIUHU Ha Pa3InIHBIX

CHUOHAJIbHOU CTaUSX KU3HEHHOTO LIUKJIa

JesTeIbHO- UH(OPMALIMOHHON CUCTEMBI

CTBIO 3 Oman - Braoemw:

OIIK-4.3. HaBelkaMu cocTaBJie-
HUSI TEXHUYECKOU IOKYMEHTA-
LMY Ha Pa3IUYHbIX dTanax Ku3-
HEHHOTO ITUKJIa MHPOPMAIIUOH-
HOM CHCTEMBI

CTHUIIIO.

5. IlpaBunbHbBIE OTBETHI HA
JOIIOJIHUTCIBbHBIC
BOIPOCHI.

«HE3AUYTEHO»:

1. IloBepxHOCTHOE
YCBOGHHE MPOrPaMMHOTO
MaTepuaa.

2. Heymenue YETKO
c(OpMyYIHUPOBATH BHIBOJIBI.

3. OTcyTCTBHE  HaBBIKOB
Hay4HOTO CTHIIS
H3JI0KCHUA.

4. HetouHsle OTBETHl Ha
JIOTIOJTHUTEIILHBIE
BOIIPOCHI.

5. He3nanue
3HAYUTEIBLHOMN JacTH
MIPOTrPaMMHOI0
Marepuasna.

6. Heymenue  BbLICIUTH

[JIABHOE, CHENATh BBIBOJLI
1 000011EeHNS.
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3. THUIIOBbLIE KOHTPOJIbHBIE 3AJAHW A NJIM MHBIE MATEPUAJIBI,
HEOBXOJIUMBIE JIJII OLJEHKY 3HAHUWM, YMEHMI, HABBIKOB U (UJIN) OIIBITA
JEATEJIBHOCTHU, XAPAKTEPU3VYIOIIUX OTAIIbBI @OPMHWPOBAHUA
KOMIIETEHIIVH B I[TPOLIECCE OCBOEHNS OBPA30BATEJILHOM ITPOT'PAMMBbI

13TAIl - 3HATH
Tumnoseie BOmpocskl AJ1s TECTa

Bomnpoc Ne 1.

Bomnpoc: unpopmarnus - 310

HeBepHO: akTyaJIbHOCTB 3aIUTHI

HesepHo: nepcoHanbHbie TaHHBIE

HesepHo: naHHbIEe MEXy Ha4aJIOM M KOHIIOM CETEBOIO ITaKeTa

HesepHo: nHTEpBa BpEMEHU MEXY ITOCBUIKOW ITAKETOB B CETh

BepHo: cBenenus o nunax, npeaMeTax, (paxkrax, COOBITUAX, IBIEHUAX U MPOLIEccax HE3aBUCHMO
0T (OpMBI UX TPEICTABICHUS

Bompoc Ne 2.

Bomnpoc: Jlns ynoBieTBopeHHs 3aKOHHBIX NTPaB U UHTEPECOB CYOBEKTOB AJIsi 00ECIIEUeHUS UX
nHPOPMAIMOHHON 0€30MaCHOCTA HEOOXOIUMO MOCTOSHHO MOICPKUBATH OTHO U3 CICIYIOIINX
CBOMCTB MH(OpMAIIUU U CUCTEM €€ 00pabOTKHU:

HesepHo: 06bem

BepHo: nienocTHOCTh

HeBepHO: KOHTPOJIBHYIO CYMMY

HeBepHo: MaTpuily qocTyna npu NakeTHOM nepeaaye

HeBepHo: 0CMBICTIEHHOCTD

Bompoc Ne 3.

Bompoc: Madopmanronnas 6€30macHOCTb — 3TO

HegepHo: nperpaxieHue noTOKOB HEHYKHOW BpelHOW MH(pOpMaLuu B nepcoHansHoi OBM c
MOMOIIBIO 3aLIUTHBIX TPOTPAMM

BepHo: cocTosiHHE 3aUIIEHHOCTH HH(OPMAIIMOHHOHN cpeibl 0011ecTBa, 00eCeunBaloiee ee
dbopMupoBaHue, UCTIOIB30BaHUE U Pa3BUTHE B MHTEpEcaxX rpakaaH, OpraHu3alluii, rocyaapcTaa
HegepHo: mmdpoBanue JaHHBIX MPH Nepeade Mo BCeM BUaM KaHAIOB CBSI3U

HegepHo: 6e30macHOCT cpeicTB 00paOdOTKH, KOMMMPOBAHHMS, CYNTHIBAHUS HH(POPMAIIUH B aBTO-
MaTH3UPOBAHHBIX CUCTEMAX

HesepHo: npuMeHeHne BceX BUJOB U YPOBHEH 0XpaHbl MH(OpMAIK B aBTOMAaTH3UPOBAHHBIX U
HEaBTOMAaTH3UPOBAHHBIX CUCTEMAaX 00pabOTKH HHPOPMAITUH

Bomnpoc Ne 4.

Bompoc: Jlokrpuna nadopManronHoi 6e3onacHoctu Poccuiickoit @enepanu - 3170

HeBepHo: 10CcTynmHOCTh HH(POPMAIIUH TOIBKO ONPEAEIEHHOMY KPYTY JIUI, TapaHTHUS CYLLIECTBO-
BaHMs UH(OPMAIIMH B UCXOHOM BHUJIE, BO3SMOXHOCTb MOJTy4eHHs HH(POpMAIIUK aBTOPU30BaH-
HBIM M0JIb30BAaTEJIEM B HYXKHOE JIJIs1 HErO BpeMsl.

HesepHo: opranu3anus COBOKYIHOCTH HH(POPMAITMOHHBIX MPOLIECCOB B aBTOMATH3UPOBAHHOM
cUCTEME IS €€ 3aIUThI

HesepHo: aesrenbHOCTb, HallpaBieHHAs HAa MPEAOTBPALICHUE YTEUKU 3alluinaeMol MHpopMa-
UM, HECAaHKIIMOHUPOBAHHBIX M HEMpeJHAMEPEHHBIX BO3JIEHCTBUI Ha 3aluilaeMyro nHpopma-
LU0

BepHo: coOBOKYNMHOCTb O(ULIMATBHBIX B3IJIAIOB HA LEIH, 3a/1a4H, IPUHIIUIIEI 1 OCHOBHbIE
HarpasieHus obecriedeHust HHPpopMamoHHoii 6e3onacHocT Poccuiickoit @enepanuu



Bompoc Ne 5.

Bomnpoc: koHpHAEHIIMATBHOCT — 3TO

HesepHo: rapanTus cyuiecTBOBaHHs HH(OPMAIMK B UCXOIHOM BUJIE

BepHo: noctynHOCTh HHPOPMALIUU TOIBKO ONPENEIEHHOMY KpPYTY JIMIL

HeBepHo: BO3MOXXHOCTH MOJydeHHEe HH(DOPMALUK aBTOPU30BAaHHBIM IMOJIB30BATEIEM B HY)KHOE
JUIS HETO BpeMsI

HeBepHo: BO3MOKHOCTH YCTAaHOBJICHHUSI aBTOPa HHPOpMALIUU

HeBepHO: BO3MOXKHOCTh JJOKa3aTh, YTO aBTOPOM SIBJISIETCS MMEHHO 3asBJICHHBIM 4YEJIOBEK, U HE
HUKTO JPYrou

Bompoc Ne 6.

Bomnpoc: nporiecc pacrio3HaBaHuUs 3JIEMEHTa CUCTEMBI, OOBIYHO € TIOMOIIBIO 3apaHee Onpese-
JICHHOTO WJCHTU(UKATOPA WIH JPYrol YHUKaIbHON HH(OpMAIK — 3T0 ###

BepHo: naentuduxamus

Bomnpoc Ne 7.

Bomnpoc: 3amura nunpopmanuu (I'OCT 350922-96) - 310

HesepHo: nndopmarmonHas 6€30macHOCTh

BepHo: nesTenbHOCTD, HaNpaBICHHAS HA IPEIOTBPAIICHHE YTEUKH 3allUuaeMoi HHPOpMaIu,
HECaHKIIMOHUPOBAHHBIX U HEMIPEeITHAMEPEHHBIX BO3/ICHCTBUI Ha 3allUIaeMyI0 HH(OpMaINio
HeBepHO: BO3BMOKXHOCTh YCTAaHOBJICHUS aBTOpa WHGOPMAITUU

HeBepHo: 3amumieHHOCTs HHGOPMAIIMH U TIOJEPKUBAIOIIEH ee HHPPACTPYKTYPHI OT CIIyJai-
HBIX WJIM IIPEIHAMEPEHHBIX BO3ACHCTBUN €CTECTBEHHOI'O UM UCKYCCTBEHHOI'O XapakTepa, KOTo-
pble MOTYT HaHECTH yliepO BiajienbliaM Wi MOJIb30BaTeNsIM HH(OpMaLIUU

HesepHo: cocTosiHME 3alMIIIEHHOCTH HHPOPMALIMOHHOM cpe/ibl 00IIecTBa, 00ecneunBalolee ee
dbopMupoBaHue, UCTIOIB30BaHUE U Pa3BUTHE B MHTEpEcaxX rpakaaH, OpraHu3aliuii, rocyaapcTaa

Bomnpoc Ne 8.

Bompoc: Kanan yreukun uapopmarmu — 310

HeBepHo: BeneHre MPOTUBOCTOSIIENH CTOPOHOM TEXHUYECKOW M areHTYPHOU pa3BEIKU

BepHo: COBOKYIHOCTh UCTOYHUKA HHPOPMALIUHU, MATEPHUAIEHOTO HOCUTEIISI MIIU CPEIbl pactpo-
CTpaHEHUs HECYIIETO YKa3aHHYIO0 HH(OpPMAIIMIO CUTHAA U CPEJCTBA BhIAEICHNUS HH(OpMaLIUU
U3 CUTHaJ1a NJI1 HOCUTCIIA

HeBepHo: HecoOmtoieHre MepCcoHaIOM HOPM, TpeOoBaHUM, TpaBmII dKkcIuryaTanun AC
Hegepho: orenka peanbHON 3(pPEeKTUBHOCTH IPUMEHSIEMBIX Ha MPEINPUATHH MEpP 3aIUTHI UH-
dbopMaruu 1 NpesIoKeHUs 0 UX COBEPILIEHCTBOBAHUIO

HesepHo: nesTenbHOCTh, HANPaBICHHAS HAa MPEJOTBPALCHUE YTEUKH 3alUIaeMoi nHpopma-
I[UH, HECAHKIIMOHUPOBAHHBIX U HETIPEHAMEPEHHBIX BO3ACUCTBUI Ha 3aIIMIaeMyt0 HH(popma-
J105010]

Bompoc Ne 9.

Bompoc: [Tapamerpuueckuii kaHan yreuku nHpopMamu

HesepHo: npeacTaBisieT BCOMOTraTeIbHbIE CPEJCTBA, BHIXOSIIUE 32 MPEEIIbl KOHTPOJIUpye-
MOU 30HBI

Bepno: dopmupyercss myrem "BbicokodactoTHoro oOmydenus"' TCOW, nmpu B3auMopaeicTBuu
3JIEKTPOMArHUTHOTO MOl KOToporo ¢ sneMeHtamMmu TCOU mpoucxXoauT Mepen3aydeHue 3JieK-
TPOMAarHUTHOT'O TOJIs, IPOMOYTUPOBAHHOTO HHPOPMAIIHOHHBIM CUTHAJIOM

HeBepHo: BKITIOUaeT onucaHue TEXHOJIOTUU 00paOOTKH JaHHBIX B 3alIUIAEMOM MMOACHCTEME,
aHaAJIU3 YTPO3 U OLIEHKY pUCKA HaHECEHUS yIepOa, MpaBuiIa SKCILTyaTallui CHCTEMBI, He00X0-
JTUMBIN HAOOp MHCTPYKIIUH JTOHKHOCTHBIM JIMIIAM
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HeBepHo: onpenenseT oOuIyr0 CUCTEMY B3IJIS0B B OPraHU3aIMK HA MPOOIeMy 3auThl HHPOP-
marmu B AC ¥ IyTH petieHus 3Toi npoOJieMbl ¢ y4eTOM HaKOIJIEHHOTO OIbITAa U COBPEMEHHBIX
TEHJICHIIMU €€ pa3BUTHS

HesepHo: onpenenser KOMIUIEKC KOHKPETHBIX OPTaHU3AIMOHHO-TEXHIUUYECKUX Mep MO0 3aIluTe
nH(pOpMaInH, a TAaK)Ke HE3aKOHHOTO BMEIIATEeIbCTBA B TIpoliece (YHKITMOHUPOBAHUS KOHKPET-
Hoit AC

Hesepno: pa3zsuBaetr Konrenmuo HarmoHaIbHON 0e30nacHocTH Poccuiickoit denepaiuu npu-
MEHHUTEIBHO K MH(OpMAIIMOHHOHN cdepe

Bompoc Ne 10.

Bormpoc: cBepenus o nunax, npeaMerax, Gpaxkrax, COOBITUAX, SIBICHAAX U MPOIeccax HE3aBUCHMO
0T (OpMBI UX NPECTABICHUS #HH#H#

Bepno: undopmarus

Bomnpoc No 11.

Bomnpoc: Konnenuus o6ecriedennss HHPOPMALMOHHON 6€30M1aCHOCTH

HesepHo: onpezenser KOMIUIEKC KOHKPETHBIX OPraHU3aI[MOHHO-TEXHHUECKUX Mep MO 3alluTe
UH(pOpMaINH, a TAK)KEe HE3aKOHHOTO BMEIIATEIbCTBA B MPOLIECC (PYHKIIMOHUPOBAHUS KOHKPET-
Hoit AC

HesepHo: Takoro Her

Hesepno: cnacaet BnazaenbieB AC 0T HEOOXOAUMOCTH MPUHATHS KapIUHAIBHBIX MEp 110 MOJI-
HOU 3aME€HEe CPEJCTB 3aLUTHl HA HOBBIC

BepHo: onpenenser o01Iyto CUCTEMY B3TJIS0B B OPraHU3alMKA Ha TIPOOIeMy 3auThl HHGOpMa-
i B AC U myTu pemeHus 3Toi MpoOJieMbl ¢ yY€TOM HAKOIUIEHHOTO OIbITa U COBPEMEHHBIX
TEHJICHIIMU €€ pa3BUTHS

Hesepho: onpexnenser npasuia odpaieHus ¢ MHPOPMAaLUeil 1 OTBETCTBEHHOCTh CYObEKTOB HH-
(dhopMaIMOHHBIX OTHOIIECHUH 3a UX COOII0ICHNE

HeBepHo: HU 0JTHO U3 IEPEUNCIICHHBIX

Bompoc Ne 12.

Bonpoc: Hapymurens — 310

HeBepHo: MHAYKIMOHHBIN KaHA NepexBara, He TPEeOYIONIMHA KOHTAKTHOTO MOJKITIOYCHHUS K Ka-
HaJIaM CBSI3H

HeBepHo: COBOKYITHOCTh HCTOYHHMKA WH()OPMAIMH, MAaTEPHAIHLHOTO HOCUTENSI UM CPEJIbl pac-
IPOCTPaHEHHUs HECYILETO YKa3aHHYI0 HH(OPMAIIMIO CUTHAJIA U CPEACTBa BblACIEHUS HH(OpMa-
IIUY U3 CUTHAJa U HOCUTEIS

HeBepHo: KOMIUIEKCHI CHIENMAIbHOI0 TEXHUYECKOIO ¥ MPOrPaMMHOI0 00ecriedeHus, peiHa-
3HAa4YeHHBIE IS IPEOTBPALICHUs yTeUKH 00padaThIBaeMOM MM XpaHAIIecs HHPopMaluu
BepHo: nu1o, npennpuHsABLIEe MONBITKY BBIIOIHEHUS 3alIPELCHHBIX ONepaluii no oumoke, He-
3HAHUIO UM OCO3HAHHO CO 3JIBIM YMBICIOM WM 0€3 TaKOBOTO M MCIOJIB3YIOLIEE ISl ATOTO pas-
JIMYHBIE BO3MOXKHOCTH, METOZBI U CPEACTBA

HegepHo: npenocraBienne CyObeKTy MpaB Ha IOCTYI K OOBEKTY

HesepHO: HU OTHO U3 NIEPEUNCIICHHBIX

Bomnpoc Ne 13.

Bomnpoc: DnekTpudeckuii kaHai nepexsara HHPOpMaIuu

HesepHo: He TpeOyeT KOHTaKTHOTO MOAKIIOUEHHUS K KaHajlaM CBSI3U

Bepho: npeanonaraeT KOHTAKTHOE MOAKIOYEHHUE K JIMHUSAM CBS3U

Hesepno: dhopmupyercs mytem "BoicokouacToTHOro oonydenus" TCOU, npu B3aumMoaeicTBUu
AJIEKTPOMAarHUTHOTO 10JIs1 KOTOporo ¢ anemeHnTaMu TCOU nmpoucxoauT nepensinydeHue Jiek-
TPOMAarHUTHOTO TOJIsl, IPOMOYTUPOBAHHOTO HHPOPMAIIMOHHBIM CUTHAJIOM

HesepHo: ncrnonp3yer cpeny pacnpocTpaHEHHS BO3AYX



HeBepHo: HU OJTHO U3 MEPEUNCICHHBIX

Bomnpoc Ne 14.

Bomnpoc: Yrposa — 310

HeBepHo: mpoBepka MOoTMHHOCTH UACHTH(UKAIINY TTOJIb30BATENs, ITPOIIEcca, YCTPOUCTBA MITH
JPYroro KOMIOHEHTA CUCTEMBI

BepHo: moTeHIanbHO BO3MOXKHOE COOBITHE, JIEHCTBHUE, MPOLECC WIH SBICHHE, KOTOPOE MOXKET
NPUBECTH K HAHECEHUIO yliepOa YbUM-T100 HHTepecaM

HeBepHO: COBOKYITHOCTh HCTOYHUKA HH(POPMAIMH, MAaTEPHATIHHOTO HOCUTEIS WIIN CPEJIBI pac-
POCTPaHEHHUsI HECYILIETO YKa3aHHYI0 HH(OPMAIIMIO CUTHAJIA U CPEACTBa BhIACIECHU HH(OpMa-
IIMM U3 CUTHAJIA W HOCUTEIIS

HesepHo: BcrioMorarenbHble CpeCTBA, BBIXOAIINE 32 MPEIEIbl KOHTPOIUPYEMOM 30HBI, a TaK-
e IOCTOPOHHHUE MTPOBOJA U KaOesu, K HUM HEe OTHOCSIINECS

HesepHo: npennookeHust 0 KaTeropusx JIUIl, K KOTOPBIM MOXKET IMPUHAAJIeKaTh HAPYIIUTENb

Bompoc Ne 15.

Bonpoc: buomerpus - 3to

Bepho: paznen Hayku, 3aHUMAIONIUICS KOJIMYECTBEHHBIMU OMOJIOTHYECKUMH SKCTIEPUMEHTAMH C
MPUBJICYCHHEM METO/I0B MAaTEMAaTUYECKOM CTaTUCTUKU

Hesepno: nakrunockonus

HesepHo: pacrio3HaBanus auia

HesepHo: Bepudukanus moanucu

Hesepho: mudpoBoit kox

Bomnpoc Ne 16.

Bompoc: nuiio, npeanpuHsBIIEe MOMBITKY BHIIOIHEHUS 3alPEIICHHbBIX onepaluil (1eicTBuil) no
omuOKe, HE3HAHUIO WJIM OCO3HAHHO CO 3JIBIM YMBICJIOM (M3 KOPBICTHBIX HHTEPECOB) WIIN O€3 Ta-
KOBOTO (paJiil UTPBI WIN YAOBOJILCTBUS, C IIENBIO CAMOYTBEPKACHUS U T.I1.) #H#

Bepno: Hapymurenb

Bomnpoc No 17.

Bompoc: ais coxpaHeHus TOJIOCOBOTO OTIIeYaTka TpedyeTcs: 00beM:
Hesepho: 8 our

Bepno: 30 kbaiit

Hesepno: 300 mOaiiT

Hesepno: 1 I'Gaiit

Hesepno: 1 Kout

Bomnpoc No 18.

Bomnpoc: ctatnyeckre METO bl OMOMETPUUYECKON UICHTH(HUKAINH -

HeBepHO: OCHOBBIBAIOTCS HAa TIOBEICHUYECKON XapaKTEPHCTUKE YeIOBEKAa — OCOOCHHOCTSIX, Xa-
PaKTepHBIX JUIS [TOJICO3HATENIBHBIX JIBUKEHUH B MPOLIECCE BOCTIPOU3BEICHHS KAaKOTO-IH00 Jeii-
CTBHS

HesepHo: obecnieunBaioT MOCTOSIHHBIE XapaKTEPUCTUKHU OIpeIeNIeHUs HaeHTu(rukaropa
HeBepHO: HEM3MEHHBIE BEPOSTHOCTH CTATHCTHYECKOTO METO/IA

HeBepHo: HU 0JTHO U3 IEPEUNCIICHHBIX

BepHo: ocHOBBIBarOTCS Ha (PU3MOTIOTHYECKON XapaKTEPUCTHKE YEIOBEKAa, TO €CTh YHHKAJIHHOM
CBOWCTBE, TAHHOM €My OT POXJICHUS U HEOTHEMIIEMOM OT HETO

Bompoc Ne 19.
Bonpoc: [IporpaMmmHOe pa3MarHiuuBaHUE -
HeBepHOI yYAaJICHUC NporpaMM C IMMOMOIIBKO MarouuTa
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Hesepno: He cymiecTByeT

HesepHo: coctouT u3 6osee 4em Tpex uiu 0oJiee JJIOrHIecKux 9acTeit

HeBepHo: HU OJTHO U3 MEPEUNCICHHBIX

BepHOI YHUYTOKCHHUEC JAaHHBIX HAa MAarHUTHOM HOCHUTCJIC ITYyTECM MHOFOKpaTHOﬁ Oorcpanuru 3aru-
CH pa3IMYHBIMU NICEBAOCTYYaHBIMU KOJIaMU

Bomnpoc Ne 20.

Bompoc: Cinyx6a KOMIIBIOTEpHO# 6€30MacHOCTH — ATO

HesepHo: dhopmupoBanre TpeOOBaHUHN K CHCTEME 3aIIUTHI B Iporiecce co3maanus AC

BepHo: mtaTHOE MM HEMITaTHOE TMOApa3JelieHHe, Co3aBaeMoe JUIsl OpraHu3aluy KBaauQuiu-
pPOBaHHOM Pa3pabOTKH CHCTEMBI 3aIUTH HHMOpPMAIUU U obecrieueHrs ee QYHKITMOHUPOBAHUS
HegepHo: nononHuTensHble HEY100CTBA, CBSA3aHHBIE C OOJIBIIMM 00BEMOM PYTUHHON (hopMaib-
HOHU JEATEIbHOCTH

HegepHo: cimyx0a oXpaHbl, HCIIOIB3YIOIIAsi B pab0TE KOMIBIOTEPHI I HAOIIOAEHUS U OXPAHBI
HeBepHo: oxpaHa KOMITBIOTEPHOM TEXHUKH MPEIIPHUATHS CITYKO0H 0€301MacHOCTH

HeBepHo: HU OJTHO U3 IEPEUNCIIEHHOTO

Bompoc Ne 21.

Bompoc: Ayrentudukamus — 3To

Bepno: npoBepka NOUIMHHOCTH WACHTU(UKAIINH [TOJIb30BATENs, IPpoIecca, YCTPOMCTBA HITH
JPYroro KOMIOHEHTa CUCTEMBI

Hegepho: pabota 3a rpaHblO CUCTEMBI 3aIIUTHI TPEATPUATHS

Hesepno: nepenava npas nojb30BaHust HHGOpMaLUE Ipyromy JIMIY

Hesepho: nepenava nHGpOpMALUH 10 3AIMUIIIEHHOMY KaHay CBS3U

Hesepno: nepenava nadopmanuu 1o He3alUIIeHHOMY KaHally CBSI3U

Bomnpoc Neo 22.

Bompoc: creranorpagust — 31o

HeBepHo: ncnosnb3oBanue muppoBaHus IpH Nepegayde JTaHHbIX

Bepno: Hayka o CKpbITO# nepeaaye nH(popMauu myTéM COXpaHEHUs B TaiiHe camoro (akra me-
penaun

HesepHo: pa3zaen HayKu 0 IPOrpaMMHBIX CPEICTBAX 3aKPBITUS HH(OpMAIH

HeBepHo: anmapaTHOE cpeCcTBO 3alUThl HH(OpMAIUU

Hesepho: nepemeniiBanue 0J0KOB TEKCTa JJIs1 HEBO3MOKHOCTH MPOUYTECHUS

HeepHo: Hayka 00 ncue3HyBIIeH HHPOpMAITH

Bomnpoc Neo 23.

Bomnpoc: moxynsuus — 310

HesepHo: n3mMenenue cojepkanusi ”HGOPMaIMOHHOTO KOHTEHepa Ha HOBOE€ HEYUTAEMOE
Hesepho: nporecc, o0paTHBbIii cTeraHorpapuu

HesepHo: BbieneHue none3Hoi nHGopMaluu U3 3aK0JUPOBAHHOTO COOOIICHHS

Bepno: nporiecc U3MEHEHUS OJJTHOTO MM HECKOJIBKUX ITapaMeTPOB BHICOKOYACTOTHOTO MOTYJIH-
pyemoro koiebaHusl o 3aK0HY HH(POPMAIIMOHHOTO HU3KOYaCTOTHOT'O COOOIICHUS

HeBepHo: npuMeHeHHE METOI0B IPOrPAMMHOTO CTUPaHUS HHPOPMAITHH

Hesepno: nepeceuenne HHPOPMAIIMOHHBIX MTOTOKOB C LEIbI0 COKPBITUSL COACPKUMOTO KaxI0T0
U3 HUX

HesepHo: pacripocTpaHeHue JaHHBIX dyepe3 Mmudpyroliee ycTpoicTBO

Bomnpoc Neo 24.

Bompoc: Camblil BepXxHHUIl YPOBEHB 3aLIUTHI —
HeBepHo: TexHnuecKkuit

HesepHo: cMelanHbIi
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HeBepHo: mporpaMMHbIi
Bepno: 3akoHOAaTENBHBIN
HeBepHo: nH)XEHEpHbIN
HesepHo: ynpasisronui
HeBepHo: opraHn3aiimoOHHBII

Bomnpoc Ne 25.

Bompoc: 310yMbIIITIEHHUK — 3TO

Hesepho: monb3oBatens 9BM, He cobmroaaronuii mpaBuia mojab30BaHMs

HeBepHo: BHyTpeHHU HApYIIUTEIh ABTOMATU3UPOBAHHON CUCTEMBI 00paboTKH HH(pOpMAIH
HegepHo: n1110, HCMonb3yronee nporpamMmmsl sl CEKPETHOTO KOITHPOBAHUS

BepHo: nonb3oBarens Wik MporpaMma, HEIPABOMOYHO MBITAIOMIUECS MOTYYUTh JOCTYI K OT-
JIeIIbHOMY KOMITBIOTEPY UM KOMITBIOTEPHOU CETH

HegepHo: HeneranbHbli osb30BaTeas IBM

HeBepHo: OBIBIINI COTPYTHUK, UMEIOIIHI TIpaBa IOCTyMa K CHCTEME

Bomnpoc Ne 26.

Bomnpoc: BUOpanmoHHbIN KaHaN YTEUYKH HHPOPMALIUU UMEET CPEI0i pacrpoCTpaHEHHS
HesepHo: Bo3myx

BepHO: KOHCTpYKIIMH 30aHUI

HeBepHO: 2JIeKTpOMAarHuTHBIE BOJIHBI

HesepHo: onTruueckuii 1y4

HesepHO: HU OJTHO M3 NIEPEUNCIICHHBIX

Bomnpoc Neo 27.

BOHpOCI KOCBCHHBLIC KaHAJIbI IPOHUKHOBCHUS B CUCTCMY

HesepHo: TpeOyrOT NPOHUKHOBEHHS B IIOMEIICHHUS, TI€ PACIIOI0KEHBI KOMIIOHEHThI CHCTEMBI
HeBepHOI HU OHO U3 MCPCUYNUCIICHHBIX

Hesepno: TpeOyroT Hanmuuust mapoJisi A1 BX0J1a B CUCTEMY

HeBepHo: ncnonb3yloT COBMECTHOE UCTONIb30BaHue pecypcoB AC

BepHo: He TpeOyIOT MPOHUKHOBEHHUSI B IOMEIICHUS, T]I€ PACIOI0KEHbI KOMIIOHEHThI CUCTEMBbI
HeBepHOI HU OAHO U3 MCPCUYNUCIICHHBIX

Bompoc Ne 28.

Bompoc: LlenoctaocTs nHMDOpMAIuu — 3T0

BepHo: crmocoOHOCT cpe/icTBa BEIUMCIUTENFHON TEXHUKU WIIM aBTOMATU3HPOBAHHOM CUCTEMBI
obecreunBaTh HEM3MEHHOCTh HH(POPMAIIUU B YCIOBUSIX CIIYYalHOTO M (MJIM) MPETHAMEPEHHOTO
UCKaKEHUS

HeBepHo: crioco0 orpannyeHus JOCTYIA MOJIb30BATENCH K KOMITBIOTEPHOU CUCTEME WU €€
daitaM ¢ UCTIOIB30BAHUEM METO/Ia MAPOIUPOBAHUS

HesepHo: mpenoTBpalieHle Ui CYIIECTBEHHOE 3aTPYAHEHHE HECAaHKIIMOHUPOBAHHOTO OCTYyTa
HeBepHo: yHHKaJIbHBINA IPU3HAK CyObEKTa WM 00BEKTa JOCTYIa

HeBepHo: cocTosiHME 3alMIIIEHHOCTH HH(DOPMAITMOHHOM Cpe/bl 00IIIecTBa, 00eCIeYrBaloIee e
dbopMUpOBaHUE U Pa3BUTHE B UHTEPECAX TPak/laH, OpraHu3aluil U TOCyJapCTBa

HesepHo: pasrpanuueHue 10ocTyna MeXAy MOMMEHOBAaHHBIMU CYObEKTaMH U TOMMEHOBAaHHBIMU
o0BeKTaMu

Bompoc Ne 29.

Bomnpoc: Monenb HapymuTens — 3To

HesepHo: onucanue nporecca B3j10Ma KOMIBIOTEPHON CUCTEMBI

HeBepHo: xapakTepUCTHKH B3aUMOAECUCTBUS MH(OOPMALMOHHBIX MPOIECCOB MPH B3JIIOME CHCTE-
MBI
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HeBepHo: onucanue ASMCTBHI MO 3aIUTE ABTOMATU3UPOBAHHOM CUCTEMBI

Bepno: aGcTpakTHOE (popMa30BaHHOE WM HEPOPMAITU30BAHHOE) ONTMCAHUE HAPYIITUTEIS
NpaBUJI pa3rpaHHYEHHs JOCTYIa

Hesepno: equauIa nHGOPMAIMOHHOTO pecypca aBTOMAaTU3UPOBAHHON CHCTEMBI, TOCTYI K KO-
TOPOU perJIaMEHTUPYETCS MTPaBUIAMH Pa3TPaHUYCHUS JOCTyIIa

Bomnpoc Ne 30.

Bomnpoc: O6paboTka napopmarmu -

HeBepHo: nzydeHune XxapakTepUCTHUK T0JIb30BaTeNIed HHPOPMAITMOHHON CUCTEMBI

HesepHo: koaupoBanue U muQpoBaHue HHPOPMALMOHHBIX TIOTOKOB

HeBepHo: kBaHTOBaHUE MPOIIECCOB BHIUUCIUTENHLHON CUCTEMBI

HesepHo: pa3nensioT BBIYMCIUTEIBHOE BpEMs INIABHOI'O CepBepa

HeepHo: pa3zaenenue noctymna v MOJHOMOYUN B aBTOMAaTU3UPOBAHHON CUCTEME

Bepno: c6op, xpanenue, o0paboTKa U BOCIIPOU3BEACHUE TAHHBIX CPEACTBAMU BBIUYUCIUTEIHHON
TEXHUKHU

Bomnpoc Ne 31.

Bonpoc: JleWicTBus, IpeANPUHUMAEMBbIE KPUIITOAHATUTUKOM C LIEIbI0 PACKPBITHS CEKPETHOTO
KIIIOYa - 3T0 #H#

Bepno: ataka

Bompoc Ne 32.
Bompoc: Kpunrosnorust coctout u3 1Byx uacreid: 1) kpunrorpadus 2) ###
BepHo: kpunroananus

Bompoc Ne 33.

Bompoc: IloacnymrBanue co CTOpOHbI NPOTUBHHUKA HA3bIBAECTCS
HeBepHo: akTUBHBIM TIEPEXBATOM COOOIICHUN

BepHo: maccuBHBIM IIEpeXxBaTOM COOOIICHUIA

HesepHo: nmoncmaTpuBaHueM 3a COOOIICHUSIMU

HeBepHo: 310yMBITTUICHHBIM ITEPEXBATOM COOOIICHUI

HegepHo: BbiieneHreM HHPOPMALIUN U3 COOOIICHHS

Bompoc Ne 34.

Bormpoc: npsimoe/o6patHOoe kpunrorpagudeckoe mpeodpa3zoBaHue, BHIMOIHIEMOE B X01€ (-
POBaHUS OTKPBITOTO TEKCTA U e (PpOBaHUs MUPPOTEKCTAa — ITO  #HH#H#

BepHo: kpunroanropurm

Bomnpoc Ne 35.

Bomnpoc: [1epsblit anroput™ 11st 00001IEHHOTO IU(PPOBAHUS C OTKPBITHIM KIIOUOM  —
Hesepho: xam1 GyHKIMsS

Bepno: anroputm prok3aka

Hegepno: anroput™ Db ["amans

Hesepno: anropurm Jle byapasa

Hesepno: DES

Bomnpoc Ne 36.

Bompoc: poriecc pacrio3HaBaHUS 3JIEMEHTa CUCTEMBI, OOBIYHO C TTOMOIIIBIO 3apaHee onpe/ie-
JICHHOTO UIEHTU(HUKATOpA UK APYTroi YHUKAIbHONU HH(POPMAIIUU — 3TO

Bepno: unentudukanus

HeBepHo: cucreMoTexHuka

HesepHo: nuckperusanus
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Hesepno: peanu3zanus
Hegsepno: onudposka
HeBepHo: oTneyaTok majbiia

Bomnpoc Ne 37.

Bomnpoc: mmdp, KoTopslii pu Kak oM MHU(POBAHUH MPEBPAIIAET OAUH U TOT XKe OUT Win GaiT
OTKPBITOTO TEKCTa B pa3JIMUHbIC OUTHI WM OaWTHI UPPOTEKCTA —

Hesepno: 6104HbII

BepHo: noTOKOBBIN

HesepHo: konbLeBon

HeBepHo: aHanoroBsIit

Hesepno: nudpooit

Bompoc Ne 38.

Bormpoc: kpunrorpadust ¢ cCeKpeTHBIMH KIIIOYaMH UCTIONB3YET
HesepHo: acuMMeTpHyYHbIE aITOPUTMBI IH(DPOBAHUS

BepHo: cuMMeTpHYHbBIE aNTOPUTMBI IIH(PPOBAHUS

HesepHo: cBepXCHMMETpPHUYHBIE AITOPUTMBI IU(DPOBAHUS
HeBepHO: KOJBIIEBBIE aITOPUTMBI IIH(PPOBAHUS

HesepHo: miockue anropuTMsl mudpoBaHus

Bompoc Ne 39.

Bomnpoc: noimyyeHne OTKphITOro TEKCTa 1o Ha0Ir0AaeMoMy P POTEKCTY —
HesepHo: kpunronorus

Bepno: kpunroananms

Hesepno: kpuntorpadus

HeepHo: kpuntocucrema

HeBepHo: HeCaHKIIMOHMPOBAHHBIN JOCTYII

HeBepHo: kpunTokitou

Bomnpoc Ne 40.

Bomnpoc: cBenenus o aunax, npeamerax, (hakrax, COOBITHSX, SIBICHHUIX U MPOLECCaX HE3aBUCUMO
OT OpMBI UX TIPEJCTABICHUS HiH

Bepno: nndopmanus

Bompoc Ne 41.

Bormpoc: 3akimrodaercs B 3aMeHe Kax 101 OYKBBI Ha CJICTYIONIYIO 32 Hel B ali(haBUTE yepe3 HEKO-
TOpOE 33JaHHOE YHCIIO OYKB

Hesepno: mmdp Db [Namans

Hegepno: mmdp DES

Hesepno: mmdp Jle byazapa

Bepno: mmudp Lezaps

Hesepno: mmdp 3DES

HeBepHo: HU 0JTHO U3 IEPEUNCIICHHBIX

Bompoc Ne 42.

Bonpoc: KpuntoctoikocTs — 3T0

HeBepHo: BO3MOKHOCTB OBICTPOTO BCKPBITHS MIH(pa

HeBepHo: BO3MOXXHOCTH A0ATON pabOThI 6€3 yTpaThl TOBEPHS

HesepHo: cBOMCTBO KPUIITOCUCTEMBI 110 HAJISKHOMY HIH(PPOBAHUIO

BepHo: cBOICTBO KpUIITOCUCTEMBI BBIACPKUBATH BCE PA3HOBUIHOCTHU aTaK

HeBepHOI CBOMCTBO KPUIITOCUCTEMBI BLIACPKMBATH BCC BUIbI HHTCJUICKTYAJIbHBIX aTaK
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HeBepHo: HU OJTHO U3 MEPEUNCICHHBIX

Bomnpoc Ne 43.

Bompoc: 6panamaysp —

HeBepHo: aHTHBUPYCHOE MTPOrpaMMHOE oOecreueHne

Bepno: 6apbep, 3alUIIAIONIHIA OT MOMBITOK 370yMBIIUIEHHUKOB BTOPTHYTHCS B CETh
HeBepHo: nmomnbITka IPOHUKHOBEHUS B CUCTEMY Uepe3 KOMITBIOTEPHYIO CETh
HeBepHo: ncmonb3yer cpeay pacnpocTpaHeHHs BO3AYX

Hesepno: mporpamMma asisi opraHu3alii BUPTYaTIbHOM «IIECOYHHUIBDY

Bomnpoc Ne 44.

Bompoc: Anonumaiizep — 310

HesepHo: mpoBepka NoIMHHOCTH HIEHTU(UKALIUY TTOJIb30BaTENsl, IIpoliecca, YCTPOHCTBA WK
JPYroro KOMIOHEHTa CUCTEMBI

Bepno: nporpamma, mo3BoJisifoiasi 3aMacKMpoBaTh CBOM peanbHbIN [P-aapec, ncnonb3ys aHo-
HUMHBIE TPOKCHU-CEPBEPHI

HeBepHo: COBOKYITHOCTh UCTOYHHKA HH(OPMALIMK, MATEpUATBHOTO HOCUTEISI UITU CPEJIbl pac-
NPOCTPAHEHHUsI HECYILIETO YKa3aHHYI0 HH(OPMAIIMIO CUTHAJIA U CPEACTBa BhIACIECHU HH(OpMa-
IIUU U3 CUTHAJa U HOCUTEIS

HeBepHOI BCIIOMOT'aTCJIbHBIC CPCACTBA, BHIXOAAIIHNEC 3a TIPCACIIbI KOHTpOHpreMOﬁ 30HBbI, a TaK-
K€ TIOCTOPOHHME MPOBOJIA U KaOelH, K HUM HE OTHOCSIIIUECS

HesepHo: npeanonoxeHus 0 KaTeropusx JIML, K KOTOPBIM MOXET IIPUHAAJIEKATh HAPYIIUTEb

Bompoc Ne 45.
Bormpoc: MHorodakTopHas ayreHTUDUKAIUS — 3TO
Bepho: crioco0 ayreHTH(UKAIMY ¢ UCTIOIH30BAHUEM HECKOJIBKHUX CIIOCOO0B OJJTHOBPEMEHHO
HeBepHO: TaKTHIIOCKOTIUS U OHOMETPHS
HeBepHo: pacrno3HaBaHue JHIa U OTIIEYATKOB MAJIBIIEB
HesepHo: Bepudukaiuys nmoAnucu Ha ocHoBe aaroputma [llamans
Hesepno: nuudporoii kog USB Openka

Bompoc Ne 46.

Bormpoc: B cucteme UNIX nmMeet rmpaBo Ha BBITIOJTHEHHE BCEX 03 MCKITFOUCHUSI OTIepaIuii: ###
Bepno: cynepnosb3oBarens

Bepno: root

Bomnpoc Ne 47.

Bomnpoc: U3onupoBanHas nporpaMMHas cpeza

HesepHo: 3amuiaer ot yreuyku KoHGUIEHIMAIbHON HHpOopMauu

Bepno: He 3ammmaeT oT yredky KoH(UIeHInaNbHOW nHpOopMaun

HeBepHo: 00bIYHO MPUMEHSETCS B COBOKYITHOCTHU C M30MPATEIbHBIM JOCTYIIOM

HesepHo: He Ha3HauaeTcs CyObEKTaM, OT UMEHHU KOTOPBIX BBIOJIHIIOTCS CUCTEMHBIE TIPOIIECCHI
HeepHo: umeet rpu¢ cekpeTHOCTH 00BEKTa CTPOTO HIKE YPOBHS KOH(MUIEHITNATLHOCTH TIPO-
necca

Bompoc Ne 48.

Bompoc: Ayrentudukamnms -

HegepHo: uckiitouaer npsiMoe B3auMOJICUCTBUE MEXKIY aBTOPU30BAaHHBIM KJIMEHTOM U BHELUTHUM
XOCTOM

HesepHo: ocymiecTBisieTcs Ha ocHOBe HHpopMaIuu, coaepxameiics B TCP- u IP- 3aromoskax
MIAKETOB
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HeBepHo: siBIsieTCs MapIIpyTU3aTOPOM WITH KOMITBIOTEPOM, Ha KOTOPOM paboTaeT MporpaMMHOe
obecrieueHue

HeBepHO: HU OJJHO U3 TIEPEUUCIICHHBIX

Bepno: cpencTBo, mpoBepsitoiiiee, 9To MOCTaBIIHiA COOOIICHIE WK 3apoc 0OBEKT 001aaeT He-
00XOAMMBIMH JJISI 3TOTO ITPaBaMu

Bomnpoc Ne 49.

Bompoc: 6panamayspbl SKCIIEPTHOTO YPOBHS

HeBepHo: ncnonp3yioT uASHTU(PUKAIMOHHYIO HH(POPMAIMIO, CO3/IaHHYIO MPY BBEICHUU MapOJIs
HesepHo: He cymecTByrOT

HeBepHo: coctosaT u3 60see ueM Tpex Win 00Jiee JTOTHIECKUX JacTei

HeBepHo: KOUPYIOT MakeTsl B 000UX HAINPABICHUAX, HE OCYIECTBIASA UX (QHIbTPALUN

BepHo: o11eHHBAIOT COAEPKUMOE KaKJIOTO MMaKeTa B COOTBETCTBUU C MOJUTHUKON O€301MacHOCTH

Bomnpoc Ne 50.
Bonpoc: IlepcoHanbHbIE JaHHBIE — 3TO
HeepHo: ciyxeOHBIE CBEACHHS, JOCTYI K KOTOPBIM OTPAaHMYEH OpPTraHaMH TOCYJIapCTBEHHOMN
BJIACTH B COOTBETCTBUU C [ 'pakmaHckuM koaekcoMm PD u deaepanbHbIMU 3aKOHAMU
BepHo: cBenenns o akTax, COOBITHSIX M 0O0CTOSATENHCTBAX YACTHOM JKM3HU I'PAKIAHWHA, TTO3BO-
JSIONINE UISHTU(DHUITIPOBATH €T0 TUYHOCTh
HesepHo: nndopmarus opraHoB TOCYIapCTBEHHOM BJIACTH, KOTOPYIO OHU MEPEAAOT B KOMMEp-
YECKHUE CTPYKTYPBI
HeepHo: nndopmarus, He SBISIOMAICS TOCYIapPCTBEHHBIMU CEKPETaMU
HeBepHo: nepedeHs cBefieHU KOH(DHICHITMATBHOTO XapaKTepa
HeBepHo: HU 0J1HO U3 MEPEUHUCICHHOTO

Bomnpoc Neo 51.

Bomnpoc: mpoBepka MoiIMHHOCTY UAEHTH(HUKAIINN TTOJIb30BATENs, IPOLIECca, YCTPOHCTBA WK
JIPYroro KOMIIOHEHTA CUCTEMBI: ###

Bepno: ayrentudukanus

Bompoc Ne 52.
Bompoc: Kondunennuansuas naopmaiys — 3To
HesepHo: oTnenbHbIE JOKYMEHTHI U OTACIbHBIE MACCHBBI JOKYMEHTOB, JOKYMEHTHI U MAaCCHUBBI
JOKYMEHTOB B HH(OPMAIIOHHBIX CHCTEMaxX
Bepno: nokymeHTupoBanHas HHGpOpMauus, J0CTYI K KOTOPO OrpaHMYUBACTCS B COOTBETCTBUH
¢ 3aKoHoJaTenbCcTBOM Poccuiickoit denepaunu
Hesepho: cBenenus o pakrax, COOBITUSAX U OOCTOSATEIBCTBAX JKU3HU TPAKAAHNHA, TO3BOJISIO-
Me UACHTH(GHUIUPOBATH €T0 JINIHOCTD
HesepHo: nokymeHTHpoBaHHas HH(OpMaIHs, HEeNpaBOMEpPHOE 0OpalleHue ¢ KOTOPOil MOXKET
HaHECTH ymepO ee COOCTBEHHUKY, BIIA/ICNbILY, TIOJIB30BATEII0 U HHOMY JIUITY
HegepHo: 3adgukcupoBaHHas Ha MaTepHaTbHOM HOCUTENE HH(OPMAIHS ¢ PEKBU3UTAMH, IT03BO-
JSTFOLIMU €€ UICHTU(UINPOBATh

HesepHo: nokymeHTHpOBaHHas MH(OpMAIHs JTI000TO THTIA

Bompoc Ne 53.

Bormpoc: Dnekrponnas mudpoBasi HOAMUCH — ATO

HesepHo: 1oKyMeHT, B KOTOPOM HH(OpMAIHs MPEICTaBIeHa B 3JIEKTPOHHO-IIU(PPOBOH hopme
HeBepHo: TOKyMeHT Ha OyMa)kKHOM HOCHTENE, BBIIAHHBI B COOTBETCTBUU C NPABHJIAMHU CHCTE-
MBI CepTH(PHUKAINN

HeBepHo: 1oKyMeHT Ha OyMa)>KHOM HOCHTEIE WIIH JIEKTPOHHBIN TOKYMEHT C 3JICKTPOHHOU H (-
POBOI MOANKUCHIO YIOTHOMOUYEHHOTO JIMIA YIOCTOBEPSIOLIETO LIEHTPpa



16

BepHo: peKBU3UT AJIEKTPOHHOTO JOKYMEHTA, MPEIHA3HAYCHHBIN TSI 3aIIUTHl JAHHOTO JJICK-
TPOHHOTO JIOKYMEHTA OT MOAICTIKU

HesepHo: moanuce B Buae MU(POBOTO KOA BIaICTbIIA

HesepHo: ynoctoBepsitomuii cepruduxar

HeBepHo: pacnipocTpaHeHue JaHHBIX Yepe3 mudpyromiee yCTponcTBO

Bomnpoc Neo 54.

Bompoc: aemunurapusoBannas 30Ha (DMZ) — 3to

HesepHo: BcriomoraTenbHas 4acTb CETH

Hegepho: crioco6 mmdposanus nadpopmariu

HeBepHo: crioco0 XpaHEHUs1 CEKPETHOTO KIIH04a

BepHO: TpeTuil CerMeHT, 3allMILEHHbINA U3BHE, HO U U30JIMPOBAHHBIA OT OCTAJIbHON BHYTPEHHEU
CeTH

HeBepHo: nHXEHEPHBIN ypOBEHb 3aLIUTHI

HeBepHo: ynpaBisromui MeXaHu3M ayTeHTHUKAITIT

HeBepHo: oprann3animoHHbIN KaHaJI 3alUThI

Bompoc Ne 55.

Bormpoc: Yreuka uadopmanmu — 3To

HeBepHo: HeCaHKITMOHUPOBAHHOE U3MEHEHHE HH(pOpMAIUU, KOPPEKTHOE 10 (hopMe, colepiKa-
HUIO, HO OTJIMYHOE TI0 CMBICITY

BepHo: 03HaKOMIIEHHE TTOCTOPOHHETO JIMIIA C COJIEPKAaHUEM CEeKpeTHON MHPOpMauu
Hesepno: noteps, XuiieHue, pa3pylieHue Wik HEMOJIy4eHUe epeJaHHbIX TaHHBIX

HesepHo: nepemMernieHne 1aHHBIX B KaHAJIE CBSA3U

HeBepHo: U3roToBjieHne painoXy4uKoB

Bomnpoc Ne 56.

Bomnpoc: YpoBeHb CEKPETHOCTH — 3TO

HeepHo: BomHCKOE 3BaHNEe 00paboTurKa HHPOPMAIIHH TOCYIapCTBEHHON TalHBI

Hegepho: crioco6 mmdposanus napopmaiu

HesepHo: otBeTcTBeHHOCTH 32 Moaupukaruto u HCJl nadopmarim

BepHo: AAMUHUCTpAaTUBHAA WA 3aKOHOAATCIIbHAA MCPa, COOTBCTCTBYIOIIAA MCPC OTBECTCTBCH-

HOCTH JIMIIA 32 YTEUKY WM TIOTEPI0 KOHKPETHOM CEKPETHON MH(OPMAIUH, peTIaMEHTHPYEeMON

CIICHUAJIBHBIM JOKYMCHTOM, C YYCTOM IroCyJ1apCTBCHHBIX, BOCHHO-CTPATCTUYCCKUX, KOMMECPUC-
CKHUX, CITY>K€OHBIX MJIU YaCTHBIX HHTEPECOB

HeBepHO: MH)KEHEPHBIN YPOBEHD 3aILUTHI

Bompoc Ne 57.

Bormpoc: B uem 3akitouaercsi OCHOBHas MpuyrHa oTepb nH(popManuu, cBs3annoi ¢ [1K?
HesepHo: ¢ rmo6anbHbIM XHUIIIEHHEM HH(pOpMaIIH

HesepHo: ¢ nosiBiieHneM UHTEpHETA

HesepHo: ¢ moakynoMm cOTpyaHUKOB

BepHo: ¢ HegocTaTouHON 00pa30BaHHOCTHIO B 00JIACTH OE30MaCHOCTH

Hegepno: ¢ Hu3koit HagexHoctrio [1K

Bompoc Ne 58.

Bompoc: Uto Takoe HeCaHKIIMOHUPOBAHHBIN TOCTYII (HCT)

Hegepno: Co3nanue pe3epBHBIX KOMU B OpraHU3aluu

Hesepno: I[IpaBuia u monoxxeHusi, BRBIpaOOTaHHBIC B OpTraHU3aIluy I 00X0/1a MapoIbHOM 3a-
IIUTHI

Hesepno: Bxon B cuctemy 6e3 coriiacoBaHusi C pyKOBOJIUTEIEM OpraHU3auN

Hesepho: Y anenue He Hy>XHOM nHpOpMaIUU
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Bepno: [loctyn cyObekTa K 00bEKTY B HapyIlI€HHE YCTAHOBJICHHBIX B CUCTEME MPaBUII pasrpa-
HUYCHHUS TOCTYTIA
Hesepno: goctyn B 3anpenieHHOE TOMEIIeHHe

Bomnpoc Ne 59.

Bomnpoc: Yrposa — 310

HeBepHo: coObITHE, NeHCTBUE, TIPOIECC WM SBJICHUE, KOTOPOE MPUBOJIUT K YIIepOy YbUX-THO0
UHTEPECOB

HesepHo: Habop crioco0oB 00x0a 3aIUThI

HeBepHo: HeCaHKIIMOHUPOBAHHBIN JOCTYN K HH(OpMaIUH

Hesepno: Y nanenne Hy»xHOM HHGOpMAITIT

BepHo: Bo3MoOXxkHOE COOBITHE, IEHCTBHE, MTPOLIECC WU SBICHUE, KOTOPOE MOXKET MIPUBECTH K
yiepOy YbUX-T100 HHTEPECOB

HesepHo: noctyn B 3aKpBITHIN CalT

Bompoc Ne 60.

Bompoc: COBOKYMHOCTh TOKYMEHTHPOBAHHBIX IIPABUII, ITPOLIEAYP, IPAKTUYECKUX MPUEMOB HIIN
PYKOBOJSIIIIMX MPUHIIUIIOB B 001acT 6€30nmacHOCTH WH()OPMALIUH, KOTOPBIMH PYKOBOJICTBYETCS
OpraHu3alys B CBOCH JAEATEIbHOCTH HAa3bIBACTCS

Hesepno: nmonutukoit nHGOpMaIuu

Hesepho: 3amuToit nHbOpManmu

HesepHo: opranu3aiueit 6e30macHocTr

HesepHo: cuctemoii 6e3omacHoCcTH

BepHo: monutukoii 6€30macHOCTH

HesepHo: anTUBHUpYyCOM

Bomnpoc Ne 61.

Bompoc: YTo Takoe KOMIIbIOTEPHBIN BUPYC?

Heepno: Bupyc B oprannsMe KOMIBIOTEPHOTO CIIEI[UATUCTa

Bepno: PaznoBHIHOCTB IpOrpaMM, KOTOPBIE CIIOCOOHBI K Pa3MHOKEHHIO
HesepHo: Pa3HOBHAHOCTH TPOrpaMm, KOTOPbIE CAMOYHUUTOKAOTCS
Hesepno: Pa3HOBUAHOCTH MporpamMm, KOTOpbIE HE pabOTarOT

HeepHo: Pa3HOBUAHOCTH MpOTpaMM, KOTOPHIE TNIOXO0 padOTarOT

Bomnpoc Ne 62.

Bomnpoc: Kak noapasnenstorcss BUPYChl B 3aBUCUMOCTH OT JECTPYKTUBHBIX BO3MOKHOCTEN?
Hesepno: CereBnie, (haiiioBbie, 3arpy304Hble, KOMOMHUPOBAHHBIE

Bepno: be3BpenHbie, HEOMMACHBIE, OMMACHBIE, OYEHD OIACHBIE

HesepHo: Pe3uneHTHBIC, HEPE3UIECHTHbBIE

Hegepno: [TomumopdHbie, MaKpOBUPYCHI, BUPYCHI-HEBUINMKH, "Mapazutudyeckue”, "cryaenye-
ckue", "yepBu", KOMIIAaHbOH-BUPYCHI

HesepHo: OHOBEHIOpHBIE U MHOTOBEHIOPHbBIE

Bompoc Ne 63.

Bonpoc: HaaexxHbsiM cpeICTBOM OTBOJIa HABEJAECHHBIX CUTHAJIOB HA 3EMJTIO CITYKUT ##H#
Bepno: 3a3zemiienne

Bepno: sxpanupoBanue

Bomnpoc No 64.
Bompoc: Kakoii U3 nmepeuncieHHbIX anropuTMOB MU(POBAHKS pa3peIIeHO HCIONIh30BaTh B Op-
raHax rocyJ1apcTBeHHOM BiacTh PD:
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Hesepno: DES

Bepno: I'OCT 28147-89
Hesepno: RSA

Hesepno: 'OCT P 34.10-2001
Heepno: PC-5 283147-98

Bomnpoc Ne 65.

Bompoc: Madopmarmonnast 6e30mMacHOCTh aBTOMAaTH3UPOBAHHOW CUCTEMBI — 3TO COCTOSIHUE aB-
TOMAaTU3UPOBAHHON CUCTEMBI, IPU KOTOPOM OHA

HesepHo: He MOXeT cCaMOIIPOU3BOJIEHO OTKIIIOYUTHCS WK TIepecTaTh 00padbaTeiBaTh HHPOpPMa-
LU0

BepHo: ¢ 01HOI CTOPOHBI, CIOCOOHA NPOTHBOCTOSATH BO3/1eliCTBHI0 BHEIIHUX U BHYTPEHHHUX
HH(OPMAIMOHHBIX YIPO3, a C APYroii — ee HAJIUYUE U QYHKIIHOHUPOBAHMeE He CO31aeT UH-
(hopManMOHHBIX YIPO3 AJI5 JIEMEHTOB CAMOM CHCTEMbI U BHELIHEH Cpelbl

HeBepHo: ¢ 0/1HOM CTOPOHBI, CITIOCOOHA MPOTHUBOCTOSTH BO3JCHCTBUIO BHEITHUX U BHYTPEHHUX
UH(OPMALIMOHHBIX YIPO3, & C APYroi — 3aTpaThl Ha €€ (PYHKIIMOHUPOBAHHUE HIDKE, YEM IIPEIIIO-
JaraeMblid yiep0 OoT yTeUKHU 3alluinaeMor nHdopMaruu

HegepHo: criocoOHa MPOTUBOCTOATH TOIBKO HH()OPMAIIMOHHBIM YTPO3aM, KaK BHEIIIHUM TaK U
BHYTPEHHUM

HegepHo: criocoOHa MPOTUBOCTOSTH TOJBKO BHEUTHUM MH(POPMALIMOHHBIM yrpo3amM

Bompoc Ne 66.

Bompoc: Cyts koMmipoMmeTariuu HHGOPMAaIIIH:

HesepHo: BHeceHHe n3MEHEHH B 0a3y TaHHBIX, B PE3YJIbTaTe YETO MOJIb30BATENb JIUIIAETCS 10-
cTyna K uHpopmauu

HeBepHo: HeCaHKIITMOHUPOBAHHBIN JJOCTYH K MepeiaBaeMoii HHPOPMALIMK 110 KaHajlaM CBS3H U
YHUUYTOKEHUS COJIEpPKaHuUs MepelaBaeMbIX COOOIIEHU I

BepHo: BHeceHHe HECAHKIIMOHHPOBAHHBIX H3MEeHeHHIl B 023y JaHHBIX, B pe3yJIbTaTe 4ero
MOTpedOuTE/Ib BHIHYKIEH JIM00 0TKA3aThCA OT Heé, 00 MpeANPUHUMATD JONOJTHUTEIb-
Hble YCWINS JJI51 BbISIBJIEHUS] U3MEHEHUH U BOCCTAHOBJICHHUS] HCTUHHBIX CBeleHUil
Hesepno: nepenava nadopmanuu Jpyromy mnoyib30BaTesio

Hesepno: nepemmppoanrie nHGOPMAIMOHHBIX OJIOKOB 0a3bl TaHHBIX

Bompoc Ne 67.

Bompoc: [IpuHniunuanbHoe OTIIHYHE MEKCETEBBIX dKpaHOB (MD) oT cucteM OOHApY)KEHHUs aTak
(COA)

Hesepno: Otnnuune no 3arpy304HbIM (yHKIUSIM 3aIIUThI

Bepno: M3 0b11u pa3pa0doTaHbl Vil AKTUBHOM WIN MacCUBHOM 3amuThl, a COA — 111 ak-
THBHOT0 MJIH MACCUBHOI0 O0HAPY:KeHUsI

Hesepno: MD 6bu1n pa3paboTaHbl UIst aKTUBHOTO MIJIM TAaCCUBHOTO oOHapyskeHus, a COA — s
AKTMBHOW WJIM MTaCCUBHOM 3aIlUThI

Hesepno: MO paboTaioT Tosbko Ha ceTeBoM ypoBHE, a COA — eme 1 Ha PU3MUECKOM

Hegepno: [IpuHIMOIMAIbHBIX OTIMYHUA HET

Bomnpoc Ne 68.

Bomnpoc: ITox yrpo3o#t yaajieHHOTO aIMUHUCTPUPOBAHUS B KOMIIBIOTEPHOM CETU MTOHUMAETCS
yrposa

HeBepHo: BHeIpeHHS arpeCCUBHOTO MPOTPAMMHOT0 KOJIa B paMKax aKTUBHBIX 00heKTOB Web-
CTpaHMI]

HesepHo: nepexsara Wi NOAMEHBI JAHHBIX HA MYTIX TPAHCIOPTHUPOBKHU

HeBepHo: BMeIIaTENbCTBA B IMYHYIO KU3Hb

HeBepHo: mocTaBku HENPUEMIIEMOTO COJICPIKAHUS
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BepHo: HeCAHKIIMOHMPOBAHHOIO YIIPABJIeHHS YAaJeHHbIM KOMIbIOTEPOM

Bomnpoc Ne 69.

Bompoc: Haubonee ahhexTuBHOE CpecTBO IS 3aIIUTHI OT CETEBBIX aTak

HeBepHo: ncnosb30BaHne aHTUBUPYCHBIX MTPOTrpamMm

HesepHo: noceienye ToabKo «HaAEKHbIX» HTepHEeT-y3110B

HesepHo: ncnonp30BaHue TOIbKO CEPTUGUIMPOBAHHBIX TPOrPaMM-0pOy3epOoB MpH AOCTYIIE K
cetu MHTEepHeT

HeBepHo: ucnosib3oBanre 0OHOBIICHUN MPOTPAMMHOTO 00ECTICUCHUS B IpaiiBEpOB

BepHo: ncnosnb3zoBanue ceTeBbIX IkpaHoB wiH «firewall»

Bompoc Ne 70.

Bompoc: Madopmarius, cocTaBisonias TOCy1apCTBEHHYIO TaitHY HE MOXET UMETh Tpud
HeBepHo: «He BCKpbIBATH)

BepHo: «1J11 ¢J1y:Ke0HOTr0 moJIb30BAHUSD)

HesepHo: «cexkpeTHO»

HeBepHO: «cOBEpILIEHHO CEKPETHOY

HesepHo: «0c000# BaXKHOCTHY

Bompoc Ne 71.

Bormpoc: JIokyMeHT, onpeeTMBIINN BaKHEHUIITHE CEPBUCH OE€30MACHOCTH W MPEIOKUBIIANA Me-
TOJI KJTacCU(UKAIIMH WH(POPMALIMOHHBIX CUCTEM I10 TpeOOBaHUAM O€30MaCHOCTH

Hegepno: pexomenaaruu X.800

Hesepno: Kpacnas kuura

Hesepno: 3akon «O0 nndopmaiuu, nHOOPMAITMOHHBIX TEXHOJOTUIX U O 3aIIUTE HHGOPMAIII
Bepno: OpanskeBasi KHUTa

Hesepno: [Tonmutnka 6e3omacHOCTH

Bomnpoc Ne 72.

Bonpoc: Konnenuus cucremMsl 3alIUThl OT HHPOPMALMOHHOTO OPYKHUS HE JOJDKHA BKIIOYATh
Hesepno: pexomenmaruu [TSU

Hegepno: 3akon «O6 undopmaruu, "HGOPMALMOHHBIX TEXHOJOTHUAX U O 3aLIUTE UH(POPMALIUN
BepHo: cpeacTBa HaHeceHUsI KOHTPATAKHU € MOMOIILI0 HH(POPMAIHOHHOTO OPYKHUS
HeBepHo: MexaHN3MBI 3aIIUTHI TTOJIb30BATENEH OT pa3IMYHBIX TUIIOB U YPOBHEH yIrpo3 uis
HaIlMOHATBHOW MH(POPMAIIMOHHON HHAPACTPYKTYPHI

HesepHo: npu3HaKy, CUTHATU3UPYIOLIHE O BO3MOKHOM HalaIeHUH

IPOIIETyPHI OLIEHKH YPOBHS M OCOOCHHOCTEH aTaKH MPOTHB HAIMOHAIBHOW HHPPACTPYKTYPHI B
IIEJIOM U OTACNbHBIX MOJIb30BaTeNeH

Bompoc Ne 73.

Bompoc: CpeactBa 3anuThl 00bEKTOB (DailyIOBOM CUCTEMbI OCHOBAaHBI Ha

HesepHo: 00beKTHOM MOX0/1€

HeBepHo: koHuenuuu MHGOPMANMOHHOI 0€30MACHOCTH

Hegepno: 3akone «O06 nnpopmaiyu, THPOPMATUIAMH U 3AIUTE UHHOPMALHH

Bepno: onpeneneHuy npas MoJib30BaTe sl Ha onepanunu ¢ pailjiaMu U KaTajJoraMmu
Hesepho: 3amanun atpuOyToB (hailyioB M KaTaloroB, HE3aBUCAIIMX OT MPaB MOJIb30BaTeNeH

Bompoc Ne 74.

Bormpoc: CnoxxHocTs o6ecrieuenrst HHGOPMAIIMOHHON O€30MaCHOCTH SIBJISIETCS CIIEICTBHEM
Hesepho: 350ro ympiciia pa3paboTyuKkoB HHOOPMAIIHOHHBIX CUCTEM

BepHo: 00beKTUBHBIX MPOOJIEM COBPEMEHHOM TEXHOJIOTUH ITPOrPaMMHUPOBAHUS

HeBepHo: MpoMCKOB 3amaHbIX CIIEICTYXk0, BCTpauBalomuX "3akiIagku" B anmapaTypy H mpo-
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IpaMMBI
HesepHo: GomnbIoro koiauyecTsa HHGOpMaLuu A7t 00paboTKH
HeBepHo: onpenesieHus1 Npas MoJIb30BaTe/Is1 HA onepanuu ¢ pailjiaMu U KaTaJI0raMu

Bomnpoc Ne 75.

Bonpoc: Bun yrpo3sl AeHCTBHUS, HANPAaBIEHHOIO HAa HECAHKIIMOHUPOBAHHOE HCIOJIb30BAHHUE
MH(GOPMAILIMOHHBIX PECYPCOB, HE OKA3bIBAIOIIETO MPHU 3TOM BIMSHUS Ha €€ QYHKIIMOHUPOBAHUE
HesepHo: akTuBHas

HeBepHo: uHBepcHasn

HesepHo: TexHonornueckas

Bepno: maccuBHast

HesepHo: npsimas

KoMmieKT KOHTPOJIbHBIX BONPOCOB MO TEMaM
TEMA 1.1. OCHOBHBIE MTOJIOKEHUS TEOPUH HHPOPMAITHH

Bonpocs! 11t caMOKOHTPOIIS

1. Buasr uadopmanuu, TUIIBI KAHAJIOB CBSI3H.

2. OcoOEHHOCTH M TEXHUYECKHUE XapaKTePHUCTUKN COBPEMEHHBIX KAaHAJIOB Iepeladyn MH-
(Gopmanuu, HMCMOJB3YIOIIUX pa3IuyHble (U3NYECKUE NPUHIMIBI (UIEKTPUUYECKUE, aKyCTHYe-
CKHUE, ONTUYECKHE, PAIHOYACTOTHBIE) C TOUKH 3peHUs 0€30MacCHOCTH.

3. Buap! curganos.

4. mpenumymiecTBa MUGPOBBIX KAHAJIOB MEpel aHAJIOTOBBIMH C TOYKU 3PEHHUS 3aLUILIEH-
HOCTH IlepelaBaeMoil HH(OpMaIHy.

TEMA 1.2. IIpaBoBoe perynupoBaHie HHGOPMAIIMOHHBIX MTPOIIECCOB B 00IIECTBE

Bomnpock! 151 caMOKOHTpOJIst

1. Knaccudukanus nHGOpMauy 1Mo CTeNeHH OrPaHUYCHHOCTH JOCTyNa K Heil (OTKpHI-
Tas, KOHPUACHIMATbHAS, CEKPETHA ).

2. Ilonsatue TaifHbl (rocynapcTBEHHas, MPOMBIIUICHHAs, KOMMepUecKkas, (pUHaHCOBasd,
yacTHas TaiiHa).

3. T'ocynapcTBO Kak rapaHT IpaBa Ipak[JaH Ha 3alUTy JUYHOW WH(POpPMAIUK U MHTEN-
JEKTYaJIbHOM COOCTBEHHOCTH.

4. 3axonsl Poccuiickoit @enepanuu 0 3alIUTe TaHBI M MHTEIUIEKTYaJIbHONH COOCTBEHHO-
CTH.

TEMA 1.3. MeTopl NOXHILECHHS], UCKQKEHUS, TOIMEHBI, YHHUTOXKEHHUS HH(POpMAIUN

Bomnpock! 151 caMOKOHTpOJIst
1. Buasl nHQOPMAITMOHHBIX HAMAACHUH (110 MECTY BO3JIEHCTBHS).
2. Buasl uHbOpMaIIMOHHBIX HamaaeHul (1Mo crocoOy BO3ICUCTBUS ):TACCUBHBIC, aKTHB-
HbBIC.
3. TpaauuoHHbBIE METO/BI C UCIIOJIB30BAHUEM MOAPYYHBIX TEXHUUECKUX CPEJICTB.
TEMA 1.4. VcrpolicTBa ABOWHOTO NIPUMEHEHUS.

Bomnpock! a1s1 caMOKOHTpOIIst

1. WMcnonb30BaHue BO3MOKHOCTEH COBPEMEHHON TEXHMKH ISl TIOTY4YEHHUS CTaOMILHOTO
pe3yJbTara.

2. Hcnonb3oBaHue CBOMCTB 00paTUMOCTH IpeoOpazoBaTeneii nHdopMaIum.

3. PannosnekTpoHHbIE CPECTBA. DJIEKTPOHHBIE YCTPOMCTBA IBOMHOIO MPUMEHEHHUS.

4. Vcnonp30BaHKUE CPENCTB CHELTEXHUKH.

TEMA 2.1. UupopmanronHast 6e300aCHOCTb U COBPEMEHHbIE HH(POPMALIMOHHbIE TEXHO-
JOTHU
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Bomnpock! 151 caMOKOHTpOJIst

1. Konnerus uapopmarmonHoii 6e3onacHoctu Poccuiickoit denepanyii B OCHOBHBIX
chepax: MOJIUTHYECKON, IKOHOMHUIECKOM, BOCHHOM, B c(hepe AyXOBHOM JKU3HHU.

2. Knaccu¢ukanus HCTOUHUKOB Yrpo3 HHPOPMALMOHHOHN 0€301MacHOCTH.

3. OcHOBHBIC 00BbEKTHI HHPOPMAIIMOHHON 0€30MaCHOCTH M CcTie(pUKa YIpO3 I HUX.

4. Kommiekc MeponpusaTHil o obecrieueHn0 WH(GOPMAIIMOHHON 0e30MacHOCTH 00bEK-
TOB 3JIEKTPOHHO-BBIYMCIUTEIBHON TEXHUKH.

TEMA 2.2. O0mue npuHIIUIE CUCTEMHOTO MOIX0/1a K 00ecnedeHr0 0e30macHOCTH UH-
dopmanuu

Bomnpock! 151 caMOKOHTpOJIst

1. OpraHu3anroHHbIE MEPHI Ul BBIBJICHUS W MPEIOTBPALCHUS YIpo3 MH(POPMALMOH-
HO 0€30MacHOCTH.

2. IonsaTtue o cepruduranry HHPOPMAITMOHHBIX YCTPOUCTB.

3. 3akpbITHE KaHAJOB Niepeaaun (ImmudpoBaHue).

4. Bugpl ycTpoiicTB mmdpoBanus (KaHaIbHbIE, A0OHEHTCKHE).

TEMA 2.3. be30nacHOCTh KOMITbIOTEPHBIX CUCTEM.

Bonpocs! 1t caMOKOHTPOIIS

1. KoMnblOTEpHBIE BUPYCHI.

2. CraHzapTHbIE CPEACTBA 3alLUTHI (alIapaTHbIE U IPOrPAMMHBIE).

3. OpraHu3zamnyoHHbIC MEPHI 0 3amuTe nHpopmaru Ha DBM.

4. CranmapTsl UQPpoBaHUA. DIEKTPOHHAs HU(POBas MOANUCH - TEXHOJIOTHS MPUMEHe-
HUS U 3aILATA.

TEMA 2.4. IIpoTuBONIpaBHOE UCIIOJIB30BAHNE KOMIIBIOTEPOB

Bomnpock! 151 caMOKOHTpOJIst

1. CymHOCTh KOMIBIOTEPHBIX MPECTYIIEHUHN.

2. Knaccudukanus KOMIbIOTEPHBIX MTPECTYIIICHUH.

3. OcHOBHBIE BU/bl KOMIIBIOTEPHBIX MPECTYIIICHUHN.

4. "DneKkTpoHHbIE JeHbIU" U 0€30MaCHOCTh TUIATEKHBIX CUCTEM C MCIIOJIb30BAaHUEM ILIa-
CTUKOBBIX KapT.

Texymuit KOHTPOJIb TaK)KE BKIIFOYACT IMOUCK, aHAIU3 B 00001eHne nadopmanuu, u ee
MMpEaACTaBJICHHUC B BUJAC IPC3CHTAIMOHHOI'O JOKJIaZa 1O CJICAYIOIIUM TCMaM:

1. Uctopus kpunrorpaduu

2. CounanbHasi HHKEHEPHUS

3. Hcropus xakepos

4. daiinoBbIe CUCTEMBI ¢ MU(POBAHUEM

5. YdeTHbIE 3aMCU B ONEPALIMOHHBIX CHCTEMAX

6. 3amuIeHHbIE Cpeabl epenadu

7. bUOMETpHUYECKHE TEXHOJIOTUI

8. MHorosepHble aHTUBUPYCHI

9. OmnepanmoHHbIe cUCTeMbI MapIpyTH3aTopoB Cisco
10. BausiHue 31€KTPOMarHUTHOW COBMECTUMOCTH

11. BrusiHME K3UIMPOBAaHUS TaHHBIX HA 6€30IaCHOCTh
12. bezonacHocth B OC KOHUKC

13. bezonacuocts B OC Windows

14. TIporpaMMHbI€ 3aKJIaIKU

15. Konuduxatop MHTEpnOna Mo KOMIBIOTEPHBIM MPECTYIUICHUSIM
16. Atrecranus pabounux MECT

17. O630p @3 152

18. Pyrkutsi B OC
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19. Be3omacHocTs oquHOYHON DOBM
20. MexceTeBble IKpaHBbl.

3agaHus A5 IPOMEKYTOUYHOT0 KOHTPOJIA
1. Hammucatsb 3cce Ha Temy «KBaHTOBast KpUIITOTpadus».
2. Hammcatp 3cce Ha Temy «be30macHOCTh BUPTYalbHBIX MAILIUH
3. KakoBbl omnepanyoHHble cucTeMbl Mcnoib3yeT BY3? Onmcare mX BO3MOKHOCTH €
Touku 3penus 1b.
4. TlpuBecTH IpUMEP CUCTEMBI PE3EPBHOTO KOMMMPOBAHUS CEPBEPOB B KOMITAHUH.
DopMUPOBaAHKE 3AIUILICHHON BUPTYAIbHOM CPEbI.
Crioco6s! onenku 3amuienHoctd OC.
Aptomatuzaruu ooHosieHus: OC.
Anmunuctpuposanue 6e3onacHoctd OC Windows.
9. AnvunucTpupoBanue 6ezonacHoct OC JImaykc
10. CpencTBa mpoBepKH U BOCCTAHOBJICHUS (DaliIOBON CUCTEMBI.
11. Cuctemsbl mudpoBaHUs C OTKPHITHIM KITFOUOM.
12. Vcnonb3oBaHUE CPEACTB KIIOHUPOBaHUS B 3aja4ax aaMuHuctpuposanus OC.
13. Coznmanue akpocTuxa.
14. be3onacHOCTh CUCTEM C OE3AMCKOBBIMU CTAHITHSIMH.
15. Bunae! yuetnsix 3anuceit B OC.

o =N

2 9TAIl - YMETb
KoMmiekT THIIOBBIX MPAKTHYECKHUX PAadoT 1isi GOPpMHUPOBAHUS YMEHUI

IIpakTuyeckasi pa6oraNe 1. MexxayHapoHbIe CTaHIAPTHI HHOOPMAITMOHHOTO OOMEHa.
ITonsTHE YrpO3BI

Lens paboter: [lonyueHue 3HaHUN O BUIAX yrpo3, MyTed W KaHAJIOB yTEYKU WH(PopMa-
L[UU, OT KOTO OHU UCXOJAT U K ueMy IpuBoAsT. M3yueHue BUIOB aTak ¥ METO0B B3JI0Ma UHTPA-
ceTel 3710yMBIIUICHHUKAMH.

N3y4yuB TeMy, CTyI€HT JOJIKEH:

* 3HATh 3aKOHOMEPHOCTH BO3HHUKHOBEHHS yrpo3 HHPOPMAIIMOHHONW 0€30IMacHOCTH;
* 3HATh KJIacCUPUKAIMIO YTPO3 HH(OPMAIIMOHHOH 0€30MacHOCTH;

* 3HATh MYTH U KaHAJIbl YTEUKH HHPOPMAIHH;

* 3HATh BUJbI Y/IAJICHHBIX aTaK HA HHTPACETh;

* 3HaTh KJIACCHYECKHE ¥ COBPEMEHHbIE METO/IbI B3JIOMa HHTPACETEH.

N3yvas TeMy, HEOOXOAUMO aKIICHTHPOBATH BHUMAHHUE HA CJICAYIOMIUX MTOHATHUSX

yrpo3a uH(pOopManmoHHOW 0e30MacHOCTH, yTeuKka WHGOpMAIUU, HAPYIICHHE [EeTOCTHO-
CTH MHPOpMaLUH, MOTUHUKAIMI HHPOPMALIMHU, UCKa)KEHUEe HHPOPMALIUK, oIeTKa HHpOopMa-
MW, YHUYTOXXEeHHE MH(popMainuu, O0J0KupoBaHWE MHGOPMAIMH, TOOO0YHOE 3JIEKTPOMArHUTHOE
U3JTy4YCeHUE, DIIEKTPOMArHuTHAs HAaBOJKA, CIEIMATbHOE AJIEKTPOHHOE 3aKJIaTHOE YCTPOUCTBO,
BHEIITHEE BO3/ICHCTBHE HA MH(POPMAIMOHHBIA pecypc.

Conepsxanue pabOTHI:

Buner caMmocTosTenbHON PabOTHI CTYACHTOB:

- m3ydeHue yuebHoro nocodbus «MupopmMamonnas 6€30MacHOCTbY;

- TOJTOTOBKA K y4acThiO B (hopyme 1o Teme «Bubl aTak ¥ METOABI B3JIOMa UHTpACe-
Tei»;

- U3Y4YCHHUE JONOJHUTEIHHOU JIUTEPATypHI;

- BBINOJHEHHE TECTOBBIX 3aJaHUM IO TEME.
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Bonpocel Tembl

1. OcHOBHBIE 3aKOHOMEPHOCTH BOSHUKHOBEHHS U Kiaccudukamus yrpo3 nuapopma-
IMOHHON 0€e30IacCHOCTH.

2. [lytu 1 KaHaIBI yTEUKHA WH(HOPMALIUH.

3. YnasieHHbIe aTaki HA UHTPACETH.

4. Knaccuueckrie METObI B3JIOMa UHTPACETEH.

5. CoBpeMEHHbBIE METO/IbI B3JIOMA HHTPACETEH.

KoHTposabpHBIE BOIIPOCHI IO TEME

1. Yewm 00ycnoBiIeHBI YIpO3bl 0€30MaCHOCTH HHGOPMAITHH?

2. TlepeuncnuTe MyTH peaau3aluu yrpo3 HHHOPMAIMOHHONW OE30MaCHOCTH.

3. Kak knaccuunupyrorcs yrpo3bl 6€301nacHOCTH HH(POPMAIIHH 110 0a30BBIM ITPU3HA-

Kam?

4. B 4eM 3akito4aeTcsi MaCCUBHOE U AKTUBHOE TPOHUKHOBEHUE B CUCTEMY?

5. Kak xiaccuuuupyroTcst KaHajibl yTeUKH KOH(GUACHIIMAIBHOW HHPOpMauu?

6. Kak xnaccudunupyrorces yaaieHHbIe aTakKi Ha HHTpaceTn?

7. Kakue BUJa CETEBBIX YCTPOUCTB SBISIIOTCS 00BEKTaMU yAaJIEHHBIX aTak Ha UTpace-
™?

8. Kakue meroibl B3/IoMa HHTpACETEN OTHOCATCS K KJIIACCHUECKUM M KaK OHH OCYIIIECTB-
JISIIOTCST?

9. Tlepeunciure COBpeMEHHBIE METOBI B3JIOMa UTPACETEH U OOBSCHUTE HA YEM OHU OCHO-
BaHELI?

@®opMa IIpeACTaBICHNUS OTYETA:
CTyneHT AOKEH MPOJAEMOHCTPUPOBATH 3HAHWE BO3MOXKHBIX YIpO3, a TaKXkKe YsI3BU-
MBIX MECT 3alUThI, KOTOPBIE 3TH YIPO3bl OOBIYHO SKCIUTYyaTHPYIOT, HEOOXOAWMOE Ui TOTO,
yTOOBI BBHIOMpaTh HanboJIee YKOHOMHYHBIE CpeACTBa oOecmedeHus Oe3omacHocTu. [Ipemocrta-
BUTH OTUYET B MUCHBMEHHOM BHJIC.

IIpakTuyeckas padoralNe 2. MupopmannonHas 6€30MacHOCTb B YCIOBHIX (QYHKIIMOHH-
poBanus B Poccun rio0anbHBIX ceTel.

Lenp pabotsl: [lonmydyeHue cTaTUCTUYECKUX 3HAHUI 00 aTakax, KOTOPHIM IOJIBEPraroTCs
KOMIIBIOTEPHBIE CUCTEMBI U MOTEpsAX OaHKOB. M3ydeHue OCHOBHBIX MOHATHUN M ONpeNeleHui,
MCIIOJIb3YEMBIX NPU U3YYEHHUN JUCLMILINHBL.

W3y4nB TeMy, CTYICHT JOJDKEH:

* yMeTb OOBSICHUTH HEOOXOUMOCTh U3YUEeHHUSI HHPOPMAITMOHHON O€3011aCHOCTH;

* 3HATh CTATUCTUKY IPOSBICHUSA KOMIIBIOTCPHBIX NPECTYIICHUN U HAHOCUMBIN
uMH ymepO;

* 3HAaTh KJaccu(UKaLUIO MOIb30BaTeNIel U 3I0yMBIITICHHUKOB B Internet;

* 3HATh IPUYUHBI ysA3BUMOCTH Internet;

* 3HaTh OCHOBHBIE IIOHATHUS U ONIPEAEICHUS, UCIIONb3yEeMble TPU U3y4YeHUU UH(OpMa-
[IUOHHOH 0€30IIaCHOCTH.

N3yvas TeMy, HEOOXOIUMO aKIIEHTUPOBATh BHUMAHHE Ha CJIEAYIOIIUX MOHATHUSAX:

0e30MmacHOCTh MH(OPMAINH, Yrpo3a 0e30MacHOCTH MH(OpPMAINH, HECAaHKIIMOHUPOBAH-
HBII TOCTYM, HAPYIIUTENb, 3TI0YMBIIIJICHHHK, 3alIUTa HH()OpMAaLUY, ETOCTHOCTh HH(OpMaLny,
ayTeHTU(UKanus, BepupuKaus, naeHTUPUKAIHS.

Conepsxanue pabOTHI:

Buner camocrosiTensHON pabOThI CTYIEHTOB:

- wm3ydeHue yuebHoro nmocoodus «MHapopManmonHas 6€30MacHOCTbY;

- MOATOTOBKA K y4acTuio B popyme 1o Teme «KoMIbITepHbIC IPECTYILUICHUSY;

- H3YyYeHHE JOTOIHUTEIbHOU JTUTEePaTypPhl;

- BBINIOJTHEHHE TECTOBBIX 3aJJaHUI IO TEME.
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Bonpocel Tembl

1. Uto Takoe nHpopmMarmonHas 0e30macHOCTh?

2. AKTyallbHOCTB TTpo0JIeMbl HHPOPMAIIMOHHON O€30MaCHOCTH.
3. [Ipumepsl B3moMoOB ceteid 1 Web-y3moB uepes Internet.

4. ITonp30BaTeny U 3110yMBIIIJIEHHUKH B Internet.

5. Ilpuuunsl ys3BuMocTu cetu Internet.

6. [TonsTust u onpenesneHus B uHGOPMAIIMOHHON 0€30MacHOCTH.

KoHTpoabHbIe BOPOCH! IO TEME

Urto Takoe nHpopManmoHHas 6€30MacHOCTh?

B yewm 3akmiouaercs yreuka uadopmarmm?

Kaxkoa 11e1b co3ganust CHCTEMBI KOMITBIOTEPHON 0€301acHOCTH?
HazoBuTe Buabl KOMIBIOTEPHBIX aTaK.

OTtkyna cienyeT 0)KuaaTh KOMIbIOTEPHOU aTaku?

[TpuBenuTe mpumeps! B31oMOB ceteid 1 Web-y3710B uepes Internet.
Ilepeuncinre U OXapaKTepU3yWTe OCHOBHBIX I10JIb30Barenel Internet.
Kaxk kmaccudumupyrorcest 3710yMbInuieHHUKY B Internet?

Kakue ¢pakrops! ysa3sumocTu Internet?

10. JTaifTe onpeneseHus CaeayOIIIM MOHATHIM: 0€30MacHOCTh HH(POpMAIIHH, YTpo3a
Oe3omacHOCTH HHPOPMAITNHU, HECAHKITMOHUPOBAHHBINA TOCTYII, HAPYIIUTENb, 3710 YMBIIIICH-
HUK, 3aluTa nH)opManuu, 1eJI0CTHOCTh HHpOopMaIuu, ayTeHTuGUKaIus, BepruduKaims,
UCHTUDUKAIHSL.

R NS I O i a e

dopma npeACcTaBICHHS OTYETa:

CTyneHT JOKeH U3yYUTh MOHATHUS: 0€30MacHOCTh HH(OpMaIuK, yrpo3a 6€30macHo-
cTH nH(pOPMAINH, HECAHKITHOHUPOBAHHBIIN TOCTYI, HAPYIINTENb, 3T0OYMBIIUICHHHK, 3aIIUTa
uH(pOpMAINH, IETOCTHOCTh HH(OPMALIUH, ayTeHTU(DUKALUS, BepUPHUKAIHS, UACHTH(PHUKALHSL.
[IpenocTaBUTh OTYET B MUCEMEHHOM BH/IE.

IpakTuyeckas padoraNe 3. Buabsl NpoTUBHUKOB WK «HapymuTenei». [lonstue o Bu-
Jax BUpYyca.

Lens pabotsl: [lonmydyeHne 3HaAHUN O CYIIECTBYIONIUX «KOMITBIOTEPHBIX BHpYycax» U 00
QITOPUTMAxX MX pabOTHI.

Coneprxanue pabOTHI:

W3y4uB TeMy, CTYJAEHT JOJKEH:

* 3HAaTh, KAKHE MMPOTPAMMBI Ha3bIBAIOTCS «KOMIIBIOTEPHBIMU BUPYCAMU», U UY€M OHH OT-
JMYAIOTCS OT IPYTUX BPEAHBIX IPOTPAMM;

* 3HaTh KJIacCU(UKAILUIO «KOMITBIOTEPHBIX BUPYCOBY», U KaKyl0 YIpO3y OHU MPEICTaB-
JSFOT 71 6€30MacHOCTH MH(POPpMALINY;

* 3HAaTh AITOPUTMBI pabOThl «KOMITBIOTEPHBIX BUPYCOB» U ITyTH UX BHEJPEHUS B CHCTE-
My;

* YMETh [0 MHAUBUAYATHHBIM MIPU3HAKAM Pa3INdaTh «KOMITBIOTEPHBIE BUPYCHD» pa3-
JIMYHBIX KJIaCCOB;

N3ydas TeMy, HEOOXOUMO aKIICHTHPOBATH BHUMAHHUE HA CJICAYIOMIUX MTOHATHUSX

«KOMITbIOTEPHBIE BUPYCHI», CBOMCTBA «KOMITBIOTEPHBIX BUPYCOBY», BPEIHbIE IPOrPAMMBI,
PE3UACHTHOCTh, CaMOIIM(pPOBaHUE, MOIUMOPPUUHOCTh, OVErwriting-BUpyChl, parasitig-
BHUPYCHI, cOMpanion-BUpYychl, link-Bupycel, ¢aiaoBeie YepBU, MAKPOBUPYCHI, CETEBBIE BUPYCHI,
«TPOSTHCKHE KOHM», JTJOrH4ecKre OOMOBI.

[Topsinok u3ydeHus TemMbl

Buner camocrosiTensHON pabOThI CTYIEHTOB:

- m3yuyeHue yueOHoro nocobus «MHpopmannonHas 6€30MacHOCThY;

- TOATOTOBKA K y4acTuio B ¢popyme 1o teme «KoMIbroTepHbIe BUPYCHI»;
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- U3y4YEHHUE JIOTOJHUTEIHHOMN JIUTEPATYPHI;

- BBINOJHEHUE TECTOBBIX 33JIaHUM T10 TEME.
Bomnpocsl Tembl

1. Kmaccudukarus «KOMIbIOTEPHBIX BUPYCOBY.
2. ®aisioBble BUPYCHI.

3. 3arpy304Hbl€ BUPYCHI.

4. MakpoBUpPYCHI.

5. CereBbl€ BUPYCHI.

6. BpenHble nporpaMMsl.

KoHTposabHbIe BOIPOCH! IO TEME

KaknMu 0CHOBHBIMH CBOMCTBaMU 00J1a1aI0T «KOMIIBIOTEPHBIE BUPYCHI»?
ITo xakuM KJ1accam pasfeNsoTcs] «KKOMIBIOTEPHBIE BUPYCHI»?

Kak knmaccupuuupyroTcst «kkOMIbIOTEpPHbIE BUPYCHI»?

Kakune «xomMmbloTepHBIE BUPYCHD» OTHOCATCS K (hailIOBBIM?

Kak paznenstorcs hailioBble «KKOMIBIOTEPHBIE BUPYCHI» IO CIIOCO0Y Pa3MHOKEHUS?
OOBsICHUTE aNTOPUTM paboTHI (HaliJIOBOrO BUpYCa.

Kakue «xoMIbIoTepHBIE BUPYCHD» OTHOCSTCS K 3aIpPy304HbIM?
OOBSICHUTE aJITOPUTM pabOTHI 3arPy30YHOTO BUpYCA.

Kakne «koMIbIoTepHBIE BUPYCHI» OTHOCSTCS K MaKpoBUpycam?

10. OOBsICHUTE ANTOPUTM pabOTHI MaKpOBUPYCA.

11. Kakne «KOMIBbIOTEPHBIE BUPYCHI» OTHOCATCS K CETEBBIM?

12. Kakue nporpaMmmsl sIBJISIFOTCS BPEAHBIMHU U TTOYEMY?

OIS kLW~

@®opMa IpeACTaBICHNUS OTYETA:
CTyneHT NOJKEH M3Yy4uTh IOHATHE cepBUca 0€30IacHOCTH, BONPOCHI APXUTEKTYPHOH
0€301acHOCTH, KJIaccu(UKaIuio cepBUCOB. [Ipe1ocTaBUTh OTUYET B MHUCbMEHHOM BHJIE.

IIpakTuyeckasi padoraNe 4. Tpu Bua BO3MOXKHBIX HapylieHUH WHGOOPMAITMOHHONW CH-
CTEMBI. 3aluTa.

Lenb pabotsl: [lomyuenne 3HaHui 0 MpaBUiIax 3alIUTHl OT «KOMIBIOTEPHBIX BUPYCOBY.
3HaTh OCHOBHbIE HOPMATUBHbBIE PYKOBOJSIINE JOKYMEHTBI, KaCaloUIMecs roCy1apCTBEHHON Taii-
HbI, HOPMaTHUBHO-CIIPAaBOYHbIE JJOKYMEHTHI

Coneprxanue pabOTHI:

N3y4yuB TeMy, CTyI€HT JOJIKEH:

* 3HaTh, OTKYJa MPOHUKAIOT B KOMIIBIOTEPHYIO CUCTEMY «KOMITbIOTEPHBIE BUPYCHIY;

* 3HATH IIpaBUJIa 3AIIUTEI OT «KOMIIBIOTEPHBIX BUPYCOBY;

* yMeTb BbIOpaTh aHTUBUPYCHYIO IPOrPAMMY;

* YMETh IIPAaBUIBHO UCIIOJIb30BaTh AHTUBUPYCHYIO IIPOrpaMMy,

* 3HATHh OCHOBHBIE HOPMATUBHBIE PYKOBOISAIINE JOKYMEHTEI, KaCarolUeCs rocyaap-
CTBEHHOM TalfHbl, HOPMATUBHO-CIIPABOYHBIE JOKYMEHTHI.

HBY‘IEUI TEMY, HCOGXOI{I/IMO AKICHTHPOBATH BHUMAHUC HA CIICAYIOIINX MOHATHAX!

KOMIUTEKCHBIN MOX0]] K MH(OpMaIMOHHOM 0€301MacHOCTH, 3aKOHOIaTeILHBIN YPOBCHBD,
rocy/iapcTBeHHas TaiiHa, KOMMepUecKas TailHa, JUIeH3Us, SJIEKTPOHHas U poBas MOANUCH,
HOPMAaTUBHBIC TOKYMCHTHI.

[Topsimok u3ydeHus TemMbl

Bunsr camocrosiTensHONM pabOThI CTYIEHTOB:

- u3ydeHue yueOHoro nocobus «1MubopmarmonHas 6€301MaCHOCTHY;

- TOATOTOBKA K y4acTHio B hopyme 1o Teme «OCHOBHBIE HOPMATHBHBIC PYKOBOJSIINE
JIOKYMEHTBI, Kacalolluecs: TOCyJapCTBEHHOMN TailHbl, HOPMATUBHO-CIIPABOYHbIE IOKYMEHTHI»;

- W3YyYEHHE JIONOJIHUTEILHOU TUTEPATYPHIL;

- BBINOJIHEHUE TECTOBBIX 3a/IaHUH 110 TEME.
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Bonpocel Tembl

1. 3akoHOAATENBHBIN YPOBEHb HHPOPMALMOHHON 0€301TacCHOCTH.

2. O030p pOCCHICKOTO 3aKOHOAATEIIbCTBA.

3. 3akon «O06 nHpopmanuu, THPOPMATUIAIMHU U 3aLTUTE HHHOPMALTNY.
4. O TeKkyIeM COCTOSIHUM POCCUICKOTO 3aKOHO/IaTeNbCTBA.

KoHTponbHbIe BOIIPOCH IO TEME

Uto Takoe 3akoHOATENbHBIN YpoBeHb 1B?

[IpaBoBbIe aKTHI OOITIETO HA3HAYEHH, 3aTParvBAIOIIE BOMPOCHI MHPOPMAITMOHHOKM OE30ITaCHOCTH.
OcHoBHbIe OHsTHS 3aK0HA «O0 HH(OpMAIY, HHPOPMATH3ALIMH 1 3aILATE UHPOPMALAID.
Jpyrvie 3aKkOHbI 1 HOPMATHBHBIE aKThL.

O0630p 3apyOSKHOTO 3aKOHOATENLCTBA B 00nmacTy Ub.

Texylee COCTOSIHHE POCCUICKOTO 3aKOHOIATENTHCTBA.

Crannaprs! B 001acTi MH(OPMALIMOHHOK OE30MaCHOCTHL.

NNk RN~

dopma npeAcTaBICHHs OTYETa:
CTyILeHT AOJIKCH M3YUUTH NNOHATUC CCPpBUCA 6830H3CHOCTI/I, 3HAaTb OCHOBHBIC HOPMAaTUB-
HbIE PYKOBOJSIINE JOKYMEHTHI. [IpeocTaBuTh 0TYET B TUCHMEHHOM BHU/IE.

IMpakTuyeckas padoraNe 5. OCHOBHbIE HOPMATHUBHBIE PYKOBOJAIINE TOKYMEHTHI, Ka-
carmuccAa FOCYI[apCTBeHHOfI TaﬁHBI, HOPMATUBHO-CITPABOYHBIC TOKYMCHTLI

Lenp paboter: [lonyuenne 3HaHUN O MpaBHUJIAX 3aIUTHI OT «KOMITBIOTEPHBIX BUPYCOBY.
3HaTh OCHOBHBIE HOPMATUBHBIE PYKOBOISALINE JOKYMEHTBI, KaCAIOIIKEC IOCYAApPCTBEHHOM Tail-
HbI, HOPMaTUBHO-CIIPABOYHBIE JOKYMEHTHI

Coneprxanue pabOTHI:
N3y4nB TeMy, CTyJeHT JOJDKEH:

* 3HaTh, OTKYJA IPOHUKAIOT B KOMIIBIOTEPHYIO CUCTEMY «KOMIIBIOTEPHBIE BUPYCHIY;

* 3HATh IPABWJIA 3aLIUTHI OT «KOMIIBIOTEPHBIX BUPYCOBY;

* YMETb BBIOpaTh aHTUBUPYCHYIO NIPOTPaAMMY;

* YMETb IPABWIBHO UCIOJIb30BaTh AHTUBUPYCHYIO IIPOrPaMMYy;

* 3HaTh OCHOBHbIE HOPMATHUBHBIE PYKOBOSAIINE JOKYMEHTHI, KaCAIOIKECs TOCy1ap-
CTBEHHOW TaliHbl, HOPMaTUBHO-CIIPABOYHBIEC JOKYMEHTHI.

HSY‘I&H TEMY, HCOGXOI[I/IMO AKICHTHUPOBATh BHUMAHUEC HA CIICAYIOIINX MOHATHAX!

KOMIUTEKCHBIH MOX0]] K MH(OpMaIMOHHOM 06€301MacHOCTH, 3aKOHOIaTeILHBIN YPOBCHBD,
rocyJapCTBEHHAs TailHa, KOMMepUecKas TaifHa, JTUIIEH3Us, SJICKTPOHHAs IIU(POBast MOIUCH,
HOPMATUBHBIE TOKYMEHTHI.

ITopsinok u3ydeHus TeMbl

Bunpl camocTosiTennbHON pabOThI CTYICHTOB:

- u3ydeHue yueOHoro nocobus «MHpopmanroHHas 6€30MacHOCTbY;

- IOArOTOBKA K y4acTHio B popyme 1o teme «OCHOBHbIE HOPMATUBHBIE PYKOBOISINE
JIOKYMEHTBI, KacaroIluecs TOCY1apCTBEHHON TailHbI, HOPMATUBHO-CIIPABOYHBIEC JOKYMEHTBI;

- M3y4Y€HHE JONOJHUTEbHON JINTEpaTyphl;

- BBINOJHEHHUE TECTOBBIX 3aJaHUH 110 TEME.

Bomnpocel Tembl

1. 3akoHOAATENBHBIN YPOBEHb HHPOPMALMOHHON 0€301acHOCTH.

2. O030p pOCCHICKOTO 3aKOHOAATEIIbCTBA.

3. 3akoH «O06 nnpopmanuu, THGOPMATUIAIMHU U 3aLTUTE HHDOPMALINY.
4. O TeKyIeM COCTOSTHUM POCCUICKOT0 3aKOHO/1aTeNbCTBA.

KoHTposbHBIE BOIPOCHI IO TEME
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Uto Takoe 3akoHOaTENbHBIN YpoBeHb 1B?

[paBoBbIe akThI OOIIETO HA3HAUCHHS, 3ATPATVBAOIIHE BOTIPOCH! MH(OPMAITMOHHOM OE30MAacHOCTH.
OcHoBHbIe OHsTHSI 3aK0HA «O0 HH(OpMAIIY, HHPOPMATH3ALIMH 1 3aILATE UHPOPMALAID.
Jlpyrvie 3aKkoHbI 1 HOPMATHBHBIE aKThL.

O0630p 3apyOSKHOTO 3aKOHOATENLCTBA B 00nmacTy Ub.

Texylee COCTOSIHHE POCCUICKOTO 3aKOHOIATENTHCTBA.

Crannaprs! B 00acTi MH(OPMALIMOHHOK O€30MaCHOCTH.

NNk R~

dopma npeACcTaBICHHS OTYETa:
CTyILeHT AOJIKCH M3YUUTH NNOHATUC CCPBUCA 6830H3CHOCTI/I, 3HAaTb OCHOBHBIC HOPMAaTUB-
HbIE PYKOBOJSIINE JOKYMEHTHI. [Ipe1ocTaBuTh 0TYET B TUCBMEHHOM BHU/IE.

IIpakTuyeckasi padoraNe 6. Haznauenue u 3amauu B chepe obecrnieuenust napopmaim-
OHHOM 0€30MMaCHOCTH Ha YPOBHE rOCYAapCTBa

ens paboter: TlomyuyeHne 3HaHWUN TIO KPUTEPHUSM, C TTOMOIIBIO KOTOPBIX OIICHUBAETCS
3alMIIEHHOCTh BBIYMCINUTENBHBIX cucTeM. O3HakomiieHue co crannaptoM CIIIA «OpanxeBas
KHUTay». M3yduenune pykoBoasmmx 10KyMeHTOB ['octexkomuccuu Poccuiickoit @enepanuu.

Coneprxanue pabOTHI:
N3y4nB TeMy, CTyJCHT JIOJDKEH:

® 3HATh pyKOBOASIIME JOKyMEHTHI ['octexkomuccuu Poccuiickoin denepanmu;
e 3Hath cTaHgapT CIIIA «OpankeBasi KHUTaY;

® yMeTh KJIACCU(PUIIUPOBATH ABTOMATU3UPOBAHHBIC CUCTEMBI COTJIACHO PYKOBOISIITNX
nokyMeHTOB ['octexkomuccun Poccuiickoit denepanmu.

N3ydas TeMy, HEOOXOIUMO aKIICHTHPOBATH BHUMAHHE HA CJICAYIOMINX MTOHATHUSX:
CTpaTerus, MoJA0TYECTHOCTh, FApaHTHH, MUHUMATbHAs 3aIluTa, WHINBUIyaIbHAS 3aIlH-
Ta, MaHJaTHAs 3alIUTa, BepU(DHUIIUPOBAHHAS 3aIUTA, UISHTUUKALWS, IU(pOBAHHE.

[Topsimok n3yueHust TeMbl

Bunsr camocrosiTensHON pabOThI CTYIEHTOB:

- m3y4yeHue yueObHoro nmocodbus «Mubopmarmonnasi 6€301macHOCTbY;

- TOATOTOBKA K y4acTHIo B popyme 1mo TeMe «PyKkoBoAsIIre TOKYMEHTHI [ 0CcTeXKo-
muccum Poccuiickoit denepanmmn;

- H3y4YEeHHE JOMOJHUTEIHLHON IUTEPATyphL;

- BBINOJHEHUE TECTOBBIX 33/IaHUH 110 TEME.

Bomnpoce! TeMbl
1. Kputepun 6€30macHOCTH KOMITBIOTEPHBIX CHCTEM «OpaHXKeBast KHUTA.
2. PyxoBogsmue nokymMeHThl I'ocrexkomuccun Poccuiickoit denepanun.

KoHTponbHBIE BOITPOCHI IO TEME

1. Jlaiite nonnoe HaumeHoBanue cranaapra CIIA «OpankeBas KHUTa».

2. Ha xakue rpymnmnsl pa3fenensl GQyHaaMeHTaabHble TPEOOBAHMS, KOTOPHIM JIOJKHBI
YIIOBJIETBOPATH BHIYUCIIUTEIILHBIE CUCTEMBI, IPEHa3HAaYeHHBIE 17151 00pabOTKN KOH(UACHIH-
anpHOU MHMOpMAaIu?

3. Ha kakue rpynmnsl AenaTcs aBTOMaTU3UPOBAHHBIE CUCTEMBI, IPUBEIUTE UX KPATKYIO
XapaKTEePUCTUKY?

4. Tlepeuncnure pykoBoasire qokymMmeHThl ['ocrexkomuccun Poccuiickoit @enepanun?

5. Ha3zoBuTe moAcucTemMsbl, Ha KOTOPbIE PA3AEISIOTCA MEXaHU3MBbI 3aIUTHI.

[Tpu u3yueHnn TeMbl HEOOXOIUMO:
* YHTaTh JIUTEPATYPY:
1. Tocrexxomuccust Poccun. PykoBoasmuii JOKyMEHT. «3alliuTa OT HECAHKIIMOHUPO-
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BaHHOI'0JIOCTYTA K UH(OPMAaIIUU, TEPMHUHBI U OTIPEACTICHUSI.

2. Tocrexxomuccus Poccun. PykoBogsmmii fokymeHT. « KOHIENIMs 3a1UThl CPEICTB
BBIYMCIIMUTEIBHOW TEXHUKHA U aBTOMATU3UPOBAHHBIX CUCTEM OT HECAHKLIIMOHUPOBAHHOTO J0CTY-
na KuHpopManum».

3. T'ocrexkomuccus Poccun. PykoBoasuiuii 1okyMeHT. «CpeacTBa BEIUUCIUTEILHON
TEXHUKHU.3alUTa OT HECAHKIIMOHMPOBAHHOTO JTocTyna K nHpopmanmu. [lokazarenu 3amumieH-
HOCTHOT HECAHKIIMOHMUPOBAHHOT'O OCTYIa K HHPOPMALUN».

4. Tocrexxomuccus Poccun. PykoBogsmuii JTOKyMeHT. « ABTOMaTU3UPOBaHHbIE CUCTE-
MBI. 3alllMTa OT HECAaHKIIMOHUPOBAHHOTO JocTymna K uHpopmanmu. Kinaccudukanus aBromaru-
3UPOBAHHBIX CUCTEM M TPEOOBAHMS IO 3aIUTE UH(POPMALIUN.

5. T'ocrexkomuccus Poccun. PykoBogsuuii 1TokyMeHT. «BpeMeHHOe MOJI0kKEHUE MO Op-
raHW3aluy pa3pabOTKH, U3TOTOBIECHUS U SKCIUTyaTallUU IPOTrPAMMHBIX M TEXHUYECKHUX
CPEACTB3aIIUThI CEKPEeTHOM HH(OPMALIUK OT HECAHKIIMOHUPOBAHHOTO JIOCTYIa B aBTOMAaTU3U-
POBaHHBIX CUCTEMAX U CPEICTBAX BHIYUCIUTEIBLHON TEXHUKI Y.

* TOCeTuTh caiiTel: www.sbeinfo/index.htm.

@®opMa IIpeACTaBICHNUS OTYETA:
CTyneHT JOJDKEH U3y4nTh PYKOBOASIIME JOKYMEHTHI ['ocTexkomuccuu Poccuiickoin ®e-
nepanuu. [IpenoctaBuTh OTYET B MUCHbMEHHOM BUJIE.

IIpakTuyeckasi padora Ne 7. Monenu 6€30maCHOCTH ¥ KX TTPUMEHEHHE.

Lenp paboter: [Tonyuenne 3HaHMii 0 MeToax 3aMThl nHGopManun. [lomyuenue 3HaHUHA
Y HaBBIKOB IO OOecIeueHrnI0 WH(pOpMaIMOHHON 0€30MacHOCTH OpTraHMU3alldU MPHU €€ TOKITIO-
yeHuH K Internet.

Coneprxanue pabOTHI:
N3y4yuB TeMy, CTyI€HT JOJIKEH:

* 3HATh U YMETh MPUMEHSATH METOJIbI 3aIIUTHI HH()OPMAIIHH;

* 3HAaTh, KaK OpPraHU30BaTh HHPOPMAITMOHHYIO 0€3011aCHOCTh B OpraHU3alluy;

* yMeTh MOJKIIOYNATH OpraHu3aIuio K Internet ¢ codmoaenueM TpedoBanuii nHPpopma-
LIMOHHON 0€30ITaCHOCTH;

N3yvas TeMy, HEOOXOIUMO aKIIECHTHPOBATh BHUMAHHUE Ha CJIEAYIOIINX MOHATHUSAX:
OTpaHMYEHUE JOCTYIA, pa3srpaHUYEHUE 10CTYIIa, pa3eJIeHHUe A0CTyIa, KpUITOrpa-
¢duueckoe nmpeobpazoBanue HHGOPMALIUU, KOHTPOIb U YUET JOCTYIa, 3aKOHOJATeIbHBIE MEPHI.

ITopsinok u3ydeHus TeMbl

Bunpl camocTosiTenbHON paboThI CTYEHTOB:

- m3y4yeHue yyeOHoro nocodus «MupopmaronHast 6€301MacHOCThY;

- TOATOTOBKA K y4acTuio B popyMme 1o reMe «MeToabl 3aIiuThl HHPOpMaLUN;
- HU3y4YeHHUE JOTOJIHUTEIBHOMN JIUTEepaTyphl;

- BBINIOJHEHUE TECTOBBIX 3a/laHUM TI0 TEME.

Bonpocel Temsl

OrpanuyeHue J0CTyIa.

KonTpons nocryma k anmaparype.

Pasrpannuenue u KOHTPOJIb 10CTyNa K MH(GOPMaLIUH.

Paznenenue nmpuBmiieruii Ha JOCTYII.

Nnentudukanys v ycTaHOBIICHHUE MTOUTMHHOCTA 00bEKTa (CYOBEeKTa).
Kpunrorpaguueckoe npeodpasoBanue UH(GOpMaIIH.

S R A

KoHTposabHbIe BOPOCH! IO TEME

1. B uem 3akmnroyaeTcsi orpaHUYEHUE AOCTyNa K KOMIbIOTEPHBIM cHCTEMaM?
2. Kak kmaccuuimupyrorcst CUCTEMBI TPEBOKHOM CUTHATTU3AIINH?

3. B yeMm 3akiro4aercsi KOHTPOJb JOCTYyNa K amnmaparype?

4. Ot KaKkux JEHUCTBUH 3allMIIAET KOHTPOJIb JOCTYIA K anmnaparype?
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5. B uem 3akirodaercs KOHTPOJb J0cTyna K nHpopmanun?

6. B uem 3axitouaercs paszenaeHue NpUBUIIETUI HA TOCTYI?

7. B d4em 3akimoyaercss HISHTU(PHUKAIMA U YCTAHOBJICHUE MTOATMHHOCTH 00BeKTa (CyOn-
ekra)?

8. Urto MokeT ObITh 00bEKTOM UACHTU(DHUKAIIIH?

dopma npeACcTaBICHHS OTYETa:

CTyILeHT AOJDKCH U3YUYUTH MOACIIN 0C30IMacHOCTH U UX MMPUMCHCHUC. HpeHOCTaBI/ITB OT-
4Y€T B INICbMCHHOM BHUIC.

3 O3TAIN - BJAJETH
KoMmiekT THIIOBBIX TeM J1a00PaTOPHBIX PA0OT Ha 3aKpelJieHUe HABBIKOB

Hlopaoox evinonnenus nabopamopuvlx padoom

1) U3yYnTh TEOPETUUECKHUI MaTEpHAI IO TEME J1a00paTOPHOU PabOTHI;

2) cocTaBUTh IPOrpaMMy Ha OJAHOM M3 AJTOPUTMHUYECKUX SI3BIKOB IIPOIPaMMHUPOBAHUS
JUTSL 33JJAHHOTO BapHaHTa 3a/IaHus;

3) BBINOJIHUTH OTJIAJIKY COCTaBIEHHOM NPOrpaMMBbl U IIOKa3aTh IPENOAAaBATENIO;

4) cOCTaBUTP M 3AIIUTHTH OTYET 1O JJaOopaTOpHOH padoTe.

Jlabopamopuusie padbomut

1. biounoe cumMmMeTpruHOE MUGPOBAHKE

2. Uzyuenne IIIIIT cucrem xpunrtorpaduyueckoil 3ammThl WHPOpMAIUU, KiIacCHYecKas
KpunTorpadus ¥ pacupeaesieHue KIrovei

3. AcuMmmeTpudHOE MU POBAHUE

4. DnexkrponHas nudposas moamnuch (D1IT)

5. [Ipaktrdeckoe npuMeHeHre KpunTorpaduu ¢ OTKPBITEIM KitouoMm. [laker PGP

6. Kpunrocucrema onepannonHoii cucrembl Windows. CryptoAPI: mmudpoBanue u me-
mudporanue B CryptoAPI, DIIT B mpoekrax Ha CryptoAPI

Koumponwvusie 6onpocwt k 1adopamopnvim pabomam

1. Oxapakrepu3yiTe HHHOPMAIIHIO U €€ OCHOBHBIE TTOKA3aTEIH.

2. OcHoBHBIE TOJIOKEHUS 3aKOHA 00 MHpOpMannU, HHPOPMAIIMOHHBIX TEXHOJIOTUAX U
3ammuTe HHPOPMAIUH.

3. OCHOBHBI€ MOJIOKEHUS 3aKOHA O TOCYIapCTBEHHOM TaifHE.

4. OCHOBHBIE TIOJIOKEHHUS 3aKOHA O 3aIUTE EPCOHATBHBIX JAHHBIX.

5. OCHOBHBIC TIOJIOKEHUS 3aKOHA 00 AJIEKTPOHHOH ITU(POBOM MOITHCH.

6. UTo Takoe «IOJIUTUKA 0€30TaCHOCTH»?

7. UeM oTiMyaeTcsl MOHATHE «MOJENTU 0€30MacHOCTHY OT MOHATHUS «ITOJIUTUKH Oe3omac-
HOcTU»? 8. B Kakux cirydasx MPUMEHSIOTCS MOAETH 0€301acHOCTH?

9. OcHOBHBIE MOJIENH MOJUTUK 0€30aCHOCTHU?

10. [IpyHUIMTIBL, UCTIONB3YEMBbIE JUIS OBBIIIEHUS] CTOMKOCTH 1Hudpa?

11. IIpuBenute cxemy U OOBSICHUTE MPUHIIAI pabOTHI OJIOYHOTO U dpa.

12. [Taiire xapakrepuctuky mudpa DES.

13. Hdaiite xapakrepuctuky mudpa FOCT 28147-89.

14. Ilepeuncaute ocHoBHBIE pasnuuus Mexay DES u 'OCT 28147-89.

15. Yto Takoe — pexum npuMeHeHus 01ouHoro mudpa?

16. Uem oTiinuaercs HOTOYHOE U OJI0YHOE HIH(pOBaHUE.

17. Naiite xapakrepuctuky mudpa RC4.

18. OcHOBHBIE CBOMCTBA KPUNTOTPpaQUIECKUX XeII-()yHKIIUHA.

19. IIpuntume! paboThI XeNI-()yHKITUH.

20. Oco0eHHOCTH MOCTpOeHHEe Xel-PyHKIUHU Ha 6a3e 6siouHoro mudpa.

21. Onumure onepanuio NPUBEACHUS 110 MOTYIIIO.
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22. Kakumu cBoiicTBaMu 00J1aaeT OTepaltis MPUBEICHUS 110 MOTYIIO?

23. [IpuBenure onpeneaeHUEe IPOCTOro YUCIIA.

24. Kakue 1Ba ynciia Ha3bIBaIOTCA B3aMMHO TPOCTHIMU?

25. OmnpenenuTe MOHATHE OOPATHOTO 3HAUYEHUS 110 MOAYJIIO.

26. Chopmynupyiite Manyro Teopemy depma.

27. [laiite onpenenenue GpyHKIuN Ditnepa.

28. Chopmynupyiite Teopemy Diinepa.

29. Ilepeuncnure CBOWCTBA MPOCTHIX YHCEI.

30. Yem oTnimuaercs kpuntorpadus ¢ OTKPHITHIM KITFOUOM OT CHMMETPUYHBIX MU(POB?
31. Onumute anroput™ Auddu-Xemnmmana. Yem oOycnoBieHa ero 6e30macHOCTb?
32. Onumute anroputM Hlamupa.

33. Onuuute anroputM Jib-I"amans.

34. Onumute anroputM RSA. 35. Onumure anroputm mudpoBoii moanucu RSA.
36. OnumuTe anropuT™ nudpoBoit moanucu Dib-I"amans.

37. Onumute anroputM nudposoit moanucu DSA (DSS).

Bonpocsl k 3auery

1. Madopmanms u e€ xapakTepucTUKH. BaxkHOCTh ¥ IEHHOCTh HH(OpPMAIIUH.

2. Bugsl uadopmanuu, nomiexamue 3amute. Knaccudukanus uHGpopManuu mno cremne-
HU OTPaHUYEHHOCTHU JI0CTyNa K Hell [loHaTre TaliHBbI.

3. UndopmanmoHHbie pecypchl Kak 00beKThl coOCTBeHHOCTH. [IpaBa rpaskaaH Ha 3alu-
Ty JTUYHON MHPOPMAIIUU U UHTEIIEKTYaIbHON COOCTBEHHOCTH.

4. 3axonsl Poccuiickoit @enepanuu 0 3alIUTe TAHBI M MHTEIUIEKTYaJIbHONH COOCTBEHHO-
CTH.

5. Kputepuu B BeIOOpE cpecTB 3amuThl. [IoHSITHE KOMIUIEKCHON 3aIUTHI.

6. Vcrounuku KoHPUASHITMATHHON HHPOPMAINKA B HTHPOPMAIIMOHHBIX CHCTEMaX.

7. TexHuueckue cpeacTBa MH()OPMAIMOHHBIX CHUCTEM U HMX XapaKTEPUCTHKH C TOYKHU
3peHust ”HPOPMAIMOHHON 0€30TaCHOCTH.

8. MleiicTBus, mpuUBOJALIME K He3akoHHOMY oBiafeHutro KW (pasrnamenue, yreuka,
HC).

9. Cnoco6st HC/I x K. O6061mmenHas moaeins criocoboB HCJI k uctounnkam KU.

10. Kananbr yreuku nndopmaruu TC MC. O6mias kapTuHa 00pa30oBaHUs OMACHBIX CHT-
HAaJIOB.

11. Ilpu4uHBI U yCIIOBUS BO3SHUKHOBEHUS KAaHAJIOB YTEUYKH WH(OpPMAITUH.

12. Cnoco6st HCII k KM yepe3 TC UC. AKTUBHBIE U TACCUBHBIE CIIOCOOBI.

13. TexHuKa MPOMBIIIJIEHHOTO IIIMHOHAXA.

14. Yrposst UC. Buasl yrpo3. Buzabl notepb v uX NpUYUHBI.

15. Mogenb mapymurens B C.

16. Omnenka 6e3omacHoctu UC. Tpeboanust k 6e3omacnoctu MC. Ilokazarenu 3amim-
menHoctr CBT. Knaccrl 3alMIeHHOCTH.

17. 3amwuta onuHouHo# [I9BM. Kanans! yreukn nHPpOpMaLuy, METOIbI 3aIIUTHI.

18. Brnusaue apxutektypsl OBM Ha 6e3omacHocTh 0oOpabaTbiBaeMoi WH}OpMaIuu.
[TonsaTue "3ammiuénHas apxuTekTypa'.

19. OnepainmoHHBIE CHCTEMBI, OPUCHTUPOBAaHHBIC Ha 0€30MaCHOCTh HH(POPMAIIHH.

20. be3omacHOCTh KOMIBIOTEPHBIX CETEH - KOPIOPATHBHBIX M TIJIOOANBHBIX (0OIIHe
MIPUHITUTIBI ).

21. BpenoHocHsble nporpaMmsl. I IpuHIUIE] 3aIIUTEI OT UX BO3AECHCTBHUS.

22. OpraHu3anroHHbIE MEPHI 10 3anuTe nHpopmanuu Ha DBM.

23. CranpapTHbIE CPEJICTBA 3AIIUTHI (aIapaTHbIE U IPOTPAMMHBIE).

24. Hcnonws3oBaHWE KPUNTOrpahuuecKuXx METOIOB JJIs 3alUThI AJIEKTPOHHON TOKYMEH-
TallUu.
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25. IIpoTuBONpaBHOE HUCIOJIB30BAHUE KOMMBIOTEPOB. CYIIHOCTh KOMIBIOTEPHBIX Ipe-
CTYIUIEHUU.

26. Kimaccudukamnuss KOMIBIOTEPHBIX TpecTymieHud. 3akoHbl PO o mpectyruieHusX B
cdepe KOMITbIOTEPHOI HH(POPMAITHH.

4. METOJIMUECKUE MATEPUAJIBI, OTIPEJIEJISIONINE TPOLE/IYPBI OLIEHUBAHUS
3HAHWI, YMEHUI, HABBIKOB U (MJIN) OITBITA JESITEJILHOCTH,
XAPAKTEPU3VYIOIIMX DTATIBI ®OPMHUPOBAHMS KOMITETEHIIMI B TTIPOLIECCE
OCBOEHMU S OBPA30BATEJILHOIT ITPOTPAMMBI

1 93TAIl - 3BHATH

Kpurepun oneHuBaHus pe3yibTaToOB TecTa:

[lomHast BepBHS TECTOBBIX BOMPOCOB COJCPKHUTCS B 3INEKTPOHHO-UHPOPMALMOHHOM
cucteme By3a. CTyJ€HTBI IPOXOJAT TECTUPOBAHUE KOMIIBIOTEPHOM Kilacce OIeHKa yCIeIHOCTH
IPOXOXKACHUS TecTa OTnpeaensiercs ciuenywomen cerkoi: or 0% go 29% -
«HEYIOBJIETBOPUTENBHO», OT 30% 110 59% — «ynosinerBopuTenbHO»; 60% — 79 % — «xopomoy;
80% -100% — «OTAHYHO.

293TAIl - YMETH

Kputepun onieHuBaHus pPe3yibTaTOB MPAKTHYECKOH PadoThI
K pabote momkeH ObITh MPUITIOKEH OTYET, COACPIKAITUI

1. TUTYNbHBIN JHCT.

2. llens paboTHI.

3. Onucanue 3TanoB NPOEKTUPOBAHUS

4. BeiBosipl IO padore.

Ouenka Kpurepun

paboTa BBIMOJIHEHA MTOTHOCTHIO;

B JIOTMUYECKUX PACCYXICHHUSIX U OOOCHOBAHUHU PELICHUs HET Ipo-
0CJIOB U OIIMOOK;

B PELICHNUH HET OIIMOOK (BO3MOXKHA OJJHA HETOUYHOCTb, OIMCKA, HE
SBIISIOIIASACS CJIEJCTBUEM HE3HAHMs WJIM HETIOHMMaHUS y4eOHOTro
Marepuaa).

pa0oTa BBIIOJIHEHA MOJIHOCTBIO, HO 00OCHOBAHHUS IIArOB PELICHUS
HE/I0CTaTOYHBI;

JIONYLIEHA 0JIHAa OIIMOKA WU 1Ba-TPU HEJ0YETA B PEIICHUH.
JOomyIeHbl 0oee oOAHOM omMOKM Win 0ojee IBYX-TpeX Heaoue-
TOB B PEUICHUWHU 3aJaud, HO y4alllUMMCs BIajeeT 00s3aTeIbHBIMU
YMEHUSMH I10 ITPOBEPSIEMOU TEME.

JOMYLIEHbI CYIIECTBEHHbIE OMIMOKH, MOKA3aBIINe, YTO ydalUics
HE BJIajeeT 00s3aTeIbHBIMI YMEHHUSIMH 110 JAHHOM TeMe B MOJIHOU
Mmepe

«OTJIIMYHO»

«XOpOILLIO»

«YZOBJIETBOPUTEIILHO»

«HEYOOBJICTBOPUTECIILHO

3 OTAII -BJJAJAETD

Kpurepun oneHuBaHus pe3y1bTaToB J1a00paTOpHOIi padoThl

Ouenka Kpurepun

pa60Ta BBIITIOJIHCHA ITOJIHOCTBIO,

COTJIMYHOY
B JIOTUYECKUX PACCYKJIEHUIX U OOOCHOBAHUU pEIICHUsI HET mpobe-
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JIOB U OIIHOOK;

B PEIICHUH HET OMMOOK (BO3MOXHA OJJHA HETOYHOCTH, OINMCKA, HE
SIBJISTFOIASACS CIIEACTBHEM HE3HAHUS WM HETIOHUMAaHUS y4eOHOTro
MaTepuaa).

paboTa BBITIOJHEHA MOJIHOCThIO, HO OOOCHOBAHUS IIArOB PEIICHUS
HEIOCTATOYHEL;

JIOTIYIIIEHA OJTHA OITMOKA WIIM JBA-TPH HEJIOUETa B PEIICHHH.
JOTYIIEHBI 00Jiee OJTHON OMMOKH WIIH 00Jiee ABYX-TPEeX HEA0UETOB
B PEUICHHUH 33J]a4M, HO YJAIIUHCS BIaJeeT 00sI3aTeIIbHBIMU YMCHH-
SIMU IO TPOBEPSIEMOM TEME.

«XOopouro»

«YHOOBJICTBOPUTCIIBHO

AOMYIICHBI CYIICCTBCHHBIC OH_II/I6KI/I, IIOKa3aBIIMUEC, YTO y‘-IElH.[HfICH HEC

«HEYIOBJIETBOPUTEIBHO) N .
BIIJICET 00S3aTEIILHBIMA YMEHHUSIMH 110 TAHHOM TeMe B MOJHON Mepe

Kputepuu oneHnBaHus 3HAHUI Ha 3a4eTe

Onenka «3AUTEHO»:

6. Xopoiiiee 3HaHUE TPOrPAMMHOTO MaTepHala.

7. Xopolllve HaBbIKH BBITIOJHEHUS MPAKTUYECKUX 3aIaHHI

8. TouHOCTH 1 OOOCHOBAHHOCTE BHIBOJIOB.

9. JlornuHoe U3I0XKEHHE BOIIPOCA, COOTBETCTBUE U3NI0KEHUS HAYYHOMY CTHIIIO.
10. IlpaBuibHBIE OTBETHI HA AOMOIHUTEIbHBIE BOIIPOCHI.

Ouenka «HE3AUYTEHO»:

7. 11oBepXHOCTHOE YCBOEHHE MPOrPAaMMHOI0 MaTepuala.

8. HeymeHnue ueTko chopMyarpoBaTh BBIBOIBI.

9. OTcyTCTBHE HABBIKOB HAYYHOTO CTUJIS M3JI0KEHUS.

10. HeTouHble OTBETHI Ha JAOMOIHUTEIBHBIE BOIIPOCHI.

11. He3nanue 3HaYMTEILHON YAaCTH MPOTPAMMHOIO MaTepuara.

12. HeyMmeHue BBIICIUTH TJIABHOE, CIIENATh BHIBOIBI U 0000IIICHUSI.



