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1. IEPEYEHb KOMIIETEHLIMI C YKA3SAHUEM OTAIIOB UX POPMHNPOBAHI
B [NIPOLIECCE OCBOEHU A OBPA30OBATEJIbBHOU ITPOI'PAMMEBI

[Ipouiecc m3yuenuss aucuurinabl «MHpOpManmronHas 0e30MacHOCTh» HAaMpaBiICH Ha
dhopMHUpOBaHHE CIEAYIOMINX KOMITCTCHITHNA:

Kox u HaumenoBaunue
KOMITETCHIINI BBIITYCKHUKA

KO,Z[ N HAUMCHOBAHUC I/IHIII/IKaTOpa JOCTHUXKCHUA
KOMIIETEHIINH

OIIK-3. CnocobeHn pemarb
CTaHJapTHBIE 3a/Ja4u Mpodec-
CHOHAQJIBHOW JIeTEeIbHOCTH Ha
OCHOBE MH(OPMAIIIOHHON U
oubnmorpaduyeckoit KyJbTy-
pBI C IpUMEHeHneM uHpopma-
IIIOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTMMI W C Y4eTOM
OCHOBHBIX TpeOoBaHUI
nH(bOpMallMOHHON 0e301acHo-
CTH

OIIK-3.1. 3HaeT NpUHLUIBI, METOABI U CPEACTBA PELICHUS
CTaHJAPTHBIX 3a7a4y MPOPECCHOHANBHON NEeATENIbHOCTH Ha
OCHOBE MH(OPMALMOHHONW 1 6uOIHorpadguyeckoil KyabTyphbl
C MpUMEHEHHEM HH(OPMALMOHHO-KOMMYHUKAIIMOHHBIX TEX-
HOJIOTHH ¥ C Y4eTOM OCHOBHBIX TpeOOBaHHH MHPOPMALIMOH-
HOM 0€30IaCHOCTH.

OIIK-3.2. Ymeer pemaTh CTaHAApTHBIE 33aa4d MPOdheccHo-
HaJBHOM JEATETHPHOCTH HAa OCHOBE MH(POPMAIIMOHHOMN 1 OUO-
nrorpauyuecKko KyJabTypbl ¢ NPUMEHEHHEM HH(pOpMaIu-
OHHO-KOMMYHUKALIMOHHBIX TE€XHOJOTHH U C Y4ETOM OCHOB-
HBIX TpeOoBaHUN MH(POPMAITMOHHON OE30MaCHOCTH.
OIIK-3.3. BnageeT HaBbIKaMH TIOJITOTOBKU 0030pOB, aHHOTA-
LU, cocTaBieHus pedeparoB, HAyUHBIX JOKIAI0B, MyOIMKa-
1y, 1 OmOiMorpadguu Mo HayYHO-HCCIIEIOBATEIHCKON pa-
60Te ¢ yueToMm TpeOoBaHUN MH()OPMAITMOHHON 6€301aCHOCTH

OIIK-4. CnocoGeH yd4acTBo-
BaTh B paspaboTke
CTaH/JapTOB, HOPM, IpaBuUI, a
TAKXKE€ TEXHUYECKOU TOKYMEH-
TalluM, CBS3aHHON C mpodec-
CHOHAJIBHOU JIESITENBHOCTHIO

OIIK-4.1. 3HaeT OCHOBHBIC CTaHJIAPTHI OPOPMIICHUS TEXHU-
YECKOM JOKYMEHTAIMU Ha Pa3IUYHbIX CTAAUSAX >KM3HEHHOTO
LUKJIa THPOPMAIIMOHHOM CHCTEMBI.

OIIK-4.2. YMeeT NpUMEHATh CTaHAAPTHl O(QOPMIICHUS TeX-
HUYECKOW JTOKYMEHTAllUW Ha Pa3jMyYHbIX CTaAMsIX >KU3HEH-
HOTO [HUKJIa HH()OPMAIIMOHHON CUCTEMBI.

OIIK-4.3. Bnaneer HaBbIKAMH COCTABJIEHUS TEXHHUYECKOU
JOKYMEHTAIlMM Ha pa3JIMYHBIX A3Tarax MXU3HEHHOrO IMKJIa
MH()OPMAITMOHHON CHUCTEMBI

Ne Kon HaunmenoBanue o
Oransl GOopMUPOBaAHUS KOMIIETEHIIUI

/1 | KOMITETEHIINN KOMIIETEHIIH

I. OIIK-3. Cnocoben pewats | [ Oman - 3uams:
cranpaptable 3anauu | OIIK-3.1. IlpuHnunel, MeToxbl U CpeICTBa
npogeccuoHaIbHON peleHHs CTaHJIapTHBIX 3a/1ad MpogdeccHoHalb-
JESITENIbHOCTH Ha | HOM JEATENIbHOCTH Ha OCHOBE MH(POPMAIIMOHHOMN
ocHOBe wuHpopManu- | 1 Oubmuorpadguueckoil KyIabTyphl C IMpPUMEHE-
OHHOW 51 6u0- | HUEM 1H(OPMaLIMOHHO-KOMMYHHUKAIIMOHHBIX
avorpapuueckon TEXHOJIOTUHM M C y4eTOM OCHOBHBIX TpeOOBaHMIA
KYJIBTYPBI ¢ IPUMEHE- | HH)OpMAIIMOHHOK 06€301acHOCTH
HueM  uHbopMauu- | 2 Dman - Ymemo:
oHHo-koMMyHuKanu- | OIIK-3.2. Pemate crangapTHele 3aga4u nmpodec-
OHHBIX TEXHOJIOTUHM U | CHOHAIBHOU AEATENFHOCTH HAa OCHOBE MH(OpMa-
C YYETOM OCHOBHBIX | IMOHHOW U Oubmuorpapuueckoil KylbTypbl C
TpeOoBaHUI IpUMEHEHHEM HH(OpMallMOHHO-KOMMYHHKALU-
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UH(POPMALMOHHOM OHHBIX TEXHOJIOTUH C y4€TOM OCHOBHBIX Tpebo-
0€30MacHOCTH BaHMI MHPOPMAITMOHHOM 0€30MMaCHOCTH

3 Oman - Braoems.:

OIIK-3.3. HaBsikamMu mOATOTOBKH 0030pOB, aH-
HOTallMi, COCTaBlIeHUsI pedepaTroB, HAyYHBIX
JOKJIa10B, MyOiauKanuii, u Oubauorpadum 10
HAYYHO-HCCIICIOBATEIbCKOH paboTe ¢ ydeToM
TpeboBaHMi HHGOPMAIIMOHHON O€301aCHOCTH

2. OIIK-4. CriocobeH  y4actBo- | I Dman - 3namo:

Batb B paspabotrke | OIIK-4.1. OcHoBHBIC cTaHAAPTHI OQGOPMIICHUS
CTaHAAPTOB, HOPM H | TEXHHUYECKOMW JOKYMEHTAIIMH Ha Pa3JIMYHBIX CTa-
MpaBWJI, a TaKXKe TeX- | AUSIX KU3HEHHOTO IUKJIa MH(POPMAIMOHHOMN CH-
HUYECKOW JIOKYMEH- | CTEMBbI

Tallu, CBSI3aHHOU C | 2 Dman - Ymems:

npodeccuoHaTBHON OIIK-4.2. TIpuMeHATh cTaHAAPTH OPOPMIICHHS
JeSTEIbHOCTBIO TEXHUYECKOM JTOKyMEHTAIlUM Ha Pa3JInYHbIX CTa-
JVSIX KM3HEHHOTO NUKJIa WH()OPMAIMOHHON CH-
CTEMBI

3 Oman - Bradems.:

OIIK-4.3. HaBeikaMu cOCTaBJIEHHSI TEXHUYECKOM
JIOKyMEHTAIlMM Ha Pa3IUYHBIX dTarax >KU3HEH-
HOTO LUKJIa THPOPMAITMOHHON CHCTEMBI

2. TIOKA3ATEJIA U KPUTEPUM OLIEHUBAHMS KOMIIETEHLIMI HA PA3JIMYHBIX
OTAITAX X ®OPMHUPOBAHN A, OIIMCAHUE IKAJI OHEHVBAHUA

=
=
= Kpurepuu orieHUBaHUS KOMIIE-
No S HaumenoBanue P pv H IIxana
S5 TEHIMI Ha Pa3IMYHBIX dTarax
n/m 2 KOMIIETEHI[NHA OLIEHUBAHUS
S (dbopMupoBaHus
S
=
1. | OIIK-3. | Cnocoben 1 Oman - 3name: «3AYTEHO»:
pemarb OIIK-3.1. Ilpunmunel, metoas u | 1. Xopomee 3HAHUE
CTaHJapTHbHIC CPEIICTBA PEIICHUSI CTAaHAAPTHBIX | IPOTPAMMHOTO
3a1a49u mpo- | 3a1a4  MpodecCHOHATBHON Jesi- | MaTepuaa.
(beccuoHanb- TETHHOCTH Ha OCHOBe WH(popMa- | 2. Xopoliue HaBBIKU
HOW  JIeSITeNb- | IMOHHON W OMOMHOTpaUiecKOil | BBHITTOJHEHHS
HOCTH Ha | KyJbTyphI c MPUMEHEHHUEM | MPAKTUICCKUX 3aJIaHUI
OCHOBE nH(OpMaAITMOHHO-KOMMYHHKAIK- | 3. To4HOCTH u

MH(POPMALIMOH- | OHHBIX TEXHOJOTHMH W C y4eToM | 00OOCHOBAaHHOCTb
HO M OuO- | OCHOBHBIX TpeOOBaHUN MH(POPMA- | BBIBOJIOB.

auorpaduye- IIMOHHOM 0€3011aCHOCTH 4. JlornuHOE M3JI0KEHUE
CKOHM KyJNBTYpHI | 2 Dman - Ymemo: BOIIpOCA, COOTBETCTBHUE
c npuMeHe- | OIMK-3.2. Pemare craHmapTHbIC | M3JO0XKEHUS ~ HAy4HOMY
HUEM 3aJa4ll Mpo(ecCHOHaIbHON Aes- | CTHIIIO.

uHpOpMaIu- TETBHOCTH Ha OCHOBe mH(popma- | 5. IIpaBuibHBIE OTBETHI
OHHO-KOMMY- | LIMOHHOM W OubOnuorpadpuueckoi | Ha JIONIOJTHUTENbHBIE
HUKAIMOHHBIX | KYABTYphl ~ C  NPUMEHEHHEM | BOIPOCEI.

TEXHOJIOTUH U ¢ | HH)OPMAIIMOHHO-KOMMYHHKAIIU -

Y4E€TOM OCHOB- | OHHBIX TEXHOJOTMH C YYETOM «HE 3AYTEHOM»:

HBIX TpebOBa- | OCHOBHBIX TpeOOBaHHI HH(OpMa-
IIMOHHOM 0€301aCHOCTH
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Huit uHpopma- | 3 Oman - Bradems:
muoHHON  06e3- | OIIK-3.3. HaBelkamMu ITIOATOTOBKHU
OMacHOCTH 0030pOB, aHHOTAIMi, COCTaBlie-
HUSA pedepatos, Hay4YHBIX
JOKJIaoB, MyOnukanui, u Ouob-
avorpadguu Mo Hay4YHO-HCCIIEN0-
BaTENbCKOW paboTe C ydeToMm
TpeboBaHuil  MHPOPMAITMOHHOMN
0e30MacHOCTH
2. | OIIK-4. | Criocoben 1 Dman - 3namo:
yuyactBoBaTh B | OIIK-4.1. OcHOBHBIE CTaHIAPTHI
pazpaboTke odopmIIeHUS TEXHUYCCKOMN
CTaHJapTOB, JOKYMCHTAIlMU Ha Pa3IMYHBIX
HOPM U Ipa- | CTaAMSIX  KU3HEHHOrO0  LHUKJIA
BUJ, a Takxke | MHOOPMAIMOHHON CUCTEMBI
TEXHUYECKOI 2 Oman - Ymemn:
JOKyMEHTa- OIIK-4.2. IIpuMeHATh CTaHIaPThI
LMW, CBsA3aH- 0o(OpMIICHUS TEXHUYECKOM
HOU c mpodec- | JTOKYMEHTAIMH Ha Pa3IHIHbIX
CHUOHAJIBHON CTaJIUAX KU3HEHHOTO ITKJIa
nesITeNbHO- WH(GOPMAITMOHHON CHCTEMBI
CTBIO 3 Dman - Brademy:
OIIK-4.3. HaBeikamMu cocTaBJie-
HUSI TEXHUYECKOU JOKYMEHTAIIU!
Ha pa3IMIHBIX dTaNax XKU3HEH-
HOTO LHUKJIa UHPOPMAITUOHHOMN
CUCTEMBI

1. TloBepxHOCTHOE
YCBOEHHE MTPOrPAMMHOIO
MaTepuana.

2. Heymenue
chopMyIHpOBaTh
BBIBOJIBI.

3. OTCyTCTBHE HaBBIKOB
HAY4YHOT'O CTHIIS
U3JI0KEHUSI.

4. HerouHble OTBETHI Ha
JIOTIOTHUTEIIbHBIE
BOIIPOCBI.

5. Hes3nanue

YE€TKO

3. TUIIOBBLIE KOHTPOJIbHBIE 3ATAHWA NJIM MHBIE MATEPUAJIBI,
HEOBXO/IUMBIE JIJIS OLIEHKUM 3HAHMIM, YMEHUI, HABBIKOB U (MJIN) OITBITA
JEATEJIBHOCTU, XAPAKTEPU3VYIOIIUX OTAIIbI @OPMHNPOBAHUA
KOMIIETEHLIMM B I[TPOLIECCE OCBOEHMSI OBPA3OBATEJIBHOM I[TPOI'PAMMBI

1 3TAIl - 3BHATH

YCcTHBIN ONIPOC MO0 TeMaM:

TEMA 1.1. OcHOBHBIE MTOJIOKEHUS TEOPUHU HH(DOPMAITIH

1. Buapl uaopMaIyy, TUIIbI KAHAIOB CBSI3U.

2. OcoOEHHOCTH M TEXHHUYECKHE XapaKTEPHCTUKU COBPEMEHHBIX KaHAJIOB Iepeaadu
MH(pOPMALIUK, UCHIOIB3YIOIUX Pa3InYHble (PU3NUECKUE NMPUHLUIBI (JIEKTPUYECKHUE, aKyCTHYe-
CKHUE, ONTUYECKHE, PaIHOYaCTOTHBIC) C TOYKH 3pEHUs 0€30MaCHOCTH.

3. Buapl curuajos.

4. mpeumymecTBa MUPPOBBIX KAHAJIOB IMEPe]] aHAJOTOBBIMU C TOYKH 3PEHUS 3aIIUIIEH-
HOCTH IlepeiaBaeMoi HH(opMaIum.

TEMA 1.2. IlpaBoBoe perynupoBaHue HH(GOPMAIIMOHHBIX MPOIIECCOB B 00IIECTBE

1. Knaccupukanuss wuHpOpMaLMu 1O CTENEHW OrPaHMYEHHOCTH JAOCTyna K Hel
(oTKpbITasA, KOH(pUICHINATbHAS, CEKPETHAS).

2. IlonsaTne TaiiHbl (rocyIapCTBEHHAs, IPOMBIIIIEHHAs, KOMMepueckas, (hpuHaHCOBas,

yacTHas TaiiHa).

3. T'ocymapcTBO Kak rapalt IpaBa rpakJaH Ha 3allUTy JUYHONH MHPOpPMAIUU U MHTEN-

JIEKTYaJIbHOW COOCTBEHHOCTH.
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4. 3axonsl Poccuiickoit @enepaliuy o 3aluTe TaWHBl U MHTEIJIEKTYaIbHOM COOCTBEHHO-

CTH.

TEMA 1.3. MeTo/1pl NOXHUILEHHS, UCKAKEHUS, TOIMEHBI, YHUUTOXEHUS HHPOPMALIUU

1. Buael nHopManoHHBIX HaMa eHUH (10 MECTy BO3/IEHCTBUA).

2. Buapl nHpOpMAIMOHHBIX HanafeHui (1o croco0y BO3/IEHCTBHSA): MMAaCCUBHBIC, AKTUB-
HBIE.

3. TpaguiMOHHBIE METO/IBI C NCIIOJIB30BAHUEM NOJPYUHBIX TEXHUUECKHUX CPE/CTB.

TEMA 1.4. YcTpoiicTBa JBOMHOTO IPUMEHEHUS.

1. Wcnonb30BaHNEe BO3MOXKHOCTEH COBPEMEHHOM TEXHUKHU NS MOTyYEHHs CTAOMIBHOTO
pe3yibTara.

2. Hcnonb30BaHue CBOMCTB 00paTUMOCTH NpeodpazoBaresieil HHPOopMaLuu.

3. PannosnekTpoHHBIE CpecTBA. DIEKTPOHHBIE YCTPOMCTBA ABOMHOTO PUMEHEHHS.

4. Vcnonb30BaHKUE CPENICTB CHELTEXHUKH.

TEMA 2.1. UadopmarmonHast 6e30MacHOCTh U COBpEMEHHbIE HH(POPMAIIMOHHbIE TEXHO-
JIOTHH.

1. Konnenmust undopmanmonHoii 6e3omacHocti Poccuiickoit degepaiinu B OCHOBHBIX
cdepax: NOJTUTUIECKON, IKOHOMUYECKON, BOGHHOH, B cpepe TyXOBHOM JKU3HHU.

2. Knaccugukanus HICTOYHUKOB yIrpo3 HHPOPMALMOHHOM O€30MacHOCTH.

3. OcHoBHbIE 00BEKTHI HH(OPMALIMOHHON 0€30MaCHOCTH U cielu(uKa yrpo3 i HUX.

4. Kommiekc MeponpusTHii o obecrieueHHI0 HHPOPMALMOHHON 6e30ImacHOCTH 00BeK-
TOB AJIEKTPOHHO-BBIYHMCIATEIBHON TEXHUKHU.

TEMA 2.2. O6mue NpUHLIMIBI CUCTEMHOIO IMOAXO0Ja K O0eCneyeHHIo 0e30MacHOCTH
uHbopMauu

1. OpraHuzanuoHHbBIe MEpHI ISl BBISBICHUS U NPEJOTBPALICHUS YIpo3 MH(DOPMAIIMOH-
HOM 6€30MacHOCTH.

2. TlonsTHe o cepTuuKanui UHHOPMAIIMOHHBIX YCTPOHCTB.

3. 3akpeITHE KaHAJIOB nepenayu (mudpoBaHue).

4. Bugsl ycTpoiicTB mudpoBanus (KaHalibHble, aDOHEHTCKHUE).

TEMA 2.3. be30macHOCTb KOMITBIOTEPHBIX CUCTEM.

1. KoMnproTepHbIE BUPYCHI.

2. CraHgapTHbIE Cpe/ICTBA 3aLUTHI (anmapaTHbIe U IPOTPaMMHBbIE).

3. OpraHu3zaiMoHHbIe MephI 1o 3auTe HHpopmarun Ha SBM.

4. Crangaptsl g poBaHus. INEKTPOHHAS MU(PPOBAs MOAMUCH - TEXHOJIOTHS TTPUMEHE-
HUS U 3al1UTA.

TEMA 2.4. IIpoTrBOIIpaBHOE UCIIOJIB30BAHUE KOMITBIOTEPOB

1. CymHOCTh KOMIBIOTEPHBIX IPECTYIICHUH.

2. Knaccudukanys KOMIObIOTEPHBIX MPECTYIUICHUM.

3. OcHOBHBIE BUABI KOMIIBIOTEPHBIX IPECTYIUICHU.

4. "DNeKTpOHHBIE JEeHbIH" M 0€30MaCHOCTH MJIATEKHBIX CHCTEM C UCIIOJIh30BAaHUEM IIa-
CTHKOBBIX KapT.

Ilouck, anaau3s u 00001meHHe HH(POPMALIUK, U ee NPeIcTABJICHNE B BH/Ie NIPe3eHTa-
IHOHHOI'0 I0KJIA/IA MO CJAEAYIOIUM TeMaM:
1. Ucropus kpunrtorpadpuu
CounanbHas HHKEHEpUs
Hcropust xakepos
@ailnoBble CUCTEMBI C MIKU(POBaAHUEM
YyeTHbI€ 3a1IMCH B ONIEPALIMOHHBIX CUCTEMAaX
3alMIEeHHbBIE CPEIbl IEpe1aun
buomMerpuyeckrue TEXHOJIOTHH
MHorosiepHble aHTUBUPYCHI

i A
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9. OnepannoHHBIE CUCTEMBI MapiIpyTu3aTopoB Cisco
10. BnusHME 371€KTPOMarHUTHONH COBMECTUMOCTH

11. BnusiHME K3UIUPOBAHUS JAHHBIX HA O€30MaCHOCTh
12. bezomacHocts B OC KOHMKC

13. Bezomnacuocts B OC Windows

14. TIporpamMHbI€ 3aKJIaJIKU

15. Konudukarop MHTEpmnoia Mo KOMIBIOTEPHBIM MPECTYIIIICHHUSIM
16. ATtrectarus pabouux MECT

17. O630p @3 152

18. Pytkutsr B OC

19. bezonacHocth oguHOUHON OBM

20. MexceTeBble SKpaHbl.

20TAIl - YMETH
KoMmieKT THIOBBIX NPAKTHYECKUX PAdOT I (POPMHUPOBAHUS YMEHHU I

IIpakTHyeckas padoraNe 1. MexayHapoHble CTaHAAPTHl HHPOPMAIIMIOHHOTO OOMEHa.
ITonsiTue yrpo3sl

Llens pabotel: Tlomyuenune 3HaHUI 0 BUIAX Yrpo3, MyTeld W KaHAJOB YTE€UKH MHGpOpMa-
LIUH, OT KOTO OHU UCXOZAT U K UeMy NpUBOJAT. M3yueHne BUOB aTak U METO/IOB B3JIOMa UHTpa-
ceTel 3J10yMBIIIJICHHUKAMH.

N3yuuB TeMy, CTyAECHT JOJKEH:

* 3HAaTh 3aKOHOMEPHOCTH BOSHUKHOBEHHS yrpo3 HHPOPMAIIHOHHOM OE€30MTaCHOCTH;
* 3HATh KJIaCCH(HKAIUIO yTPo3 HH(HOPMAIIMOHHON OE30MMaCHOCTH;

* 3HATh MyTH U KaHAJbl YTCUYKU UHPOPMAIHH;

¢ 3HAaTb BUABI YIAJICHHBIX aTaK HAa UHTPACCTh,

* 3HAaTh KJIACCHYECKUE U COBPEMEHHbBIC METO/IbI B3JIOMa HHTPACETEH.

Nzyyas temy, HEOOXOAUMO aKIIEHTHPOBATH BHUMAHKE HA CICTYIOIIUX MOHATHUSIX:

yrpo3a uHGOpPMAITMOHHONW 0€30MacHOCTH, yTeuka MH(POpMaIUK, HaApYIIEHUE IIEJIOCTHO-
cTH MHpOpMaLuH, MoauHUKanus HHGOpMaIK, HCKaKeHHe HH(pOpMaIuy, moenka nHpopma-
1MW, YHUUYTOXXEeHHE MH(popMmainu, OJ0KMpoBaHUE HHPOPMAIMH, TOOOYHOE AIEKTPOMATrHUTHOE
U3JIy4YEeHUE, HJIEKTPOMAarHuTHAs HaBOJKA, CIELUAIBHOE SJIEKTPOHHOE 3aKJIaJHOE YCTPOMCTBO,
BHEIIIHEE BO3/ICHCTBHE HA MH(GOPMAIIMOHHBIN pecypc.

Coneprxanne pabOTHI:
Bunbl camocTosTenbHON pabOTHI CTYJCHTOB:
n3ydeHue yueoHoro nocodus «MudbopmarmonHas 6€301MacCHOCTHY;
- TOJTrOTOBKA K y4acThio B hopyme 1o Teme « Buabl aTak U METOAbI B3JIOMa UHTpa-
ceTen»;

U3Y4YECHUE TONOJHUTEIbHOU JIUTEPATYPHI;
- BBIINOJHEHHE TECTOBBIX 3aJaHUN I10 TEME.

Bomnpocs! Tembl

1. OcHOBHBIE 3aKOHOMEPHOCTH BO3HUKHOBEHUS U KJIaccupuKanus yrpo3 uupopma-
IUOHHON O€30IIaCHOCTH.

2. IlyTy u KaHaJIbl YTEYKH HHPOPMAIIUH.

3. YnaneHHsle aTaki HA UHTPACETH.

4. Kiaccruueckre METO/Ibl B3JIOMa HHTPACETEH.

5. CoBpeMEeHHbIE METO/IbI B3JIOMa HHTPACETEH.



KonTtponbHbie BONPOCH IO TEME

1. Yewm oOycCIiOBIIEHBI YTPO3bl O€30MACHOCTH HHPOPMAITHH?

2. Tlepeuncnure myTH peanu3alud yrpo3 HHHOPMAIIMOHHOW OE30TaCHOCTH.

3. Kak knaccudumupyrorcst yrpo3sl 6€301macHOCTH HHGOPMAITUH TI0 0a30BBIM MTPU3HA-

Kam?

4. B 4ewm 3aKJII04aeTcs MacCCUBHOE M aKTUBHOE TPOHUKHOBEHHUE B CUCTEMY?

5. Kak knaccuuiupyrorcs KaHambl yTeUkd KOH(UICHIHATbHOU nHopManun?

6. Kak kmaccudumnupyrorcs yaajaeHHbIe aTaKi Ha HHTpaceTn?

7. Kakue Bua ceTeBhIX YCTPOUCTB SABISIOTCA 00bEKTaMH YAAIEHHBIX aTaK Ha UTpace-
™?

8. Kakue MeTopl B3110Ma UHTPACETEH OTHOCATCS K KJIIACCMUECKUM U KaK OHH OCY-
IIECTBIISIIOTCS?

9. TlepeuncnuTe COBpeMEHHBIE METO/IBI B3JIOMa UTpaceTel M O0OBSICHUTE Ha YeM OHH OCHO-
BaHbI?

®dopmMa npeAcTaBICHUsS OTUETA!
CTYJIGHT JTOJIPKECH HpO}IeMOHCTpI/IPOBaTI) 3HAHUC BO3MOXHBIX yrp03, a TaKXeE y513-
BHUMBIX MECT 3aIllUTHl, KOTOPBIE 3TH YIPO3bl OOBIYHO JKCILTyaTHPYIOT, HEOOXOIUMOE TSl TOTO,
yTOoOBI BBHIOMpaTh HanboJiee YKOHOMHYHBIE CpeicTBa oOecmedeHus OeszomacHocTu. Ilpemocra-
BUTh OTYET B MUCHMEHHOM BHJIE.

IpakTnyeckas padoraNe 2. MHpopmannonHas 6e30MacHOCTb B YCIOBUAX (PYHKIIMOHHU-
poBanus B Poccun rioGanbHbIX ceTeil.

Lens pabotsl: [lomydeHne CTaTUCTUYECKUX 3HAHHM 00 atakax, KOTOPBIM ITO/IBEPraroTCs
KOMITBIOTEPHBIE CUCTEMBI U MOTepsX OaHKOB. M3ydeHHe OCHOBHBIX TOHSATHHA W ONpEACICHUH,
UCTIONIb3yEMBIX MPU U3YYCHUH AUCIUILTHHBL.

N3yuuB TeMy, CTyI€HT JOJKEH:

*  YMeTb OOBSCHUTH HEOOXOIMMOCTh U3YUeHHUsI HHPOPMALIMOHHOM 6€3011aCHOCTH;

* 3HATh CTATHCTUKY MPOSBICHUS KOMIBIOTEPHBIX MPECTYIUICHHI U HAHOCUMBIH
UMH yuiepo;

* 3HaTh KIacCH(UKAIMIO TIOIH30BATENCH M 3IOYMBIIINICHHUKOB B Internet;

* 3HATh IPUYHHBI ys3BUMOCTH Internet;

* 3HATh OCHOBHBIC TIOHATHUS U ONPENEICHHS, NCTIOIb3yeMbIE IPH N3YYCHUN HH(POpMa-
[IUOHHOI 0€30ITaCHOCTH.

N3yuas TeMy, HEOOX0IMMO aKIIEHTHPOBATh BHUMAHUE Ha CIICAYIOIINX IMOHITHSX:

6e30macHOCTh MH(pOpMAIMK, yrpo3a 0e30nacHOCTH MH(POPMALUU, HECAaHKIMOHUPOBAH-
HBIN JIOCTYIN, HAPYIINUTEIb, 37I0YMBIIUICHHUK, 3aIIMTa HH)OPMAIIHH, IIEIOCTHOCTh HH(POpMAIn,
ayTeHTU(UKaus, Bepuukanus, uieHTuGuKanus.

Copnepxanue pabOThI:

Bunsl camocTosiTenbHOM paboThl CTYIEHTOB:

- usydeHue yuyebHoro nocobus «MupopmannonHas 0€30MacHOCTHY;

- TOATOTOBKA K y4acTuio B popyMe 1o TeMe « KoMnbroTepHbIe PecTyIIeHUS»;

- W3ydYeHHE JOTOJHHUTEIBHON JTUTEePaTypHI;

- BBINIOJHEHUE TECTOBBIX 3aJIlaHUM TI0 TeMe.

Bomnpoce! TeMbl

Yro Takoe nHpOpMalMOHHAsE 6€30MaCHOCTb?

AKTyaJIbHOCTB TTp00JIeMbl HHPOPMAIIMOHHON 0€30TaCHOCTH.
[Tpumeps! B3110MOB ceTeli 1 BeO-y3710B uepe3 Internet.
[Tonwp30BaTenu u 3710yMBIIUIEHHUKH B Internet.

IIpnunns! ysa3BuMocTH cetu Internet.

Nk W =
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6. TloHsaTHs U onpeneseHus B UH(GOPMAIIMOHHON 0€30MacHOCTH.

KoHTponbHbIE BONIPOCHI 110 TEME

Yro takoe nHPOpMaIMOHHAsE 6€30MaCHOCTh?

B uem 3akmrouaeTcst yreuka nHGOpMAaIim?

KakoBa 1eib co3aaHust CHCTEMbl KOMITBIOTEPHOI 6e30macHoCTH?
HazoBuTe Bubl KOMIIBIOTEPHBIX aTaK.

OTtKyJa cienyeT 0KuJaTh KOMIIbIOTEPHOU aTaku?

[TpuBenuTe MprMeEpPHI B3JIOMOB ceTel U BeO-y310B uepe3 Internet.
Ilepeuncinre 1 0XapakTepu3yuTe OCHOBHBIX ITOJIb30BaTeneil Internet.
Kak xknaccudunupyrorces 3m0yMbIieHHUKH B Internet?

. Kaxue akrops! ys3sumoctu Internet?

10 JlaiTe ompeneneHHs CIECIYIONIUM IOHATHAM: O€301acHOCTh MH(pOpPMAIMH, Yrpo3a
6e3omacHOCTH WH(GOPMALUK, HECAHKIMOHUPOBAHHBIM JTOCTYI, HApYLIMTENb, 3J0YMBIIUICH -
HUK, 3amuTa WH(QOpMamwu, LeJIOCTHOCTh WHMOpManuu, ayTeHTHU(UKAIus, BepudHUKaIHS,
UICHTUDUKAIHSL.

R N N N

dopma npeCTaBICHUs OTYETA!
CTyleHT OJDKEH M3YYUTh MOHITHS: 0€30MacHOCTh MHPOPMAIUU, yrpo3a O6e30macHo-
CTH MH(OPMAaNNU, HECAaHKIIMOHUPOBAHHBIN JOCTYI, HAPYUIUTEb, 3J0YMBIIIJICHHNK, 3aIIUTa
uHpOpMaIUH, IEIOCTHOCTh HH(OpMaLnK, ayTeHTU(UKaKs, Bepudukanms, UaeHTH GUKaLus.
[IpenocTaBUTH OTYET B MUCEMEHHOM BH/IE.

IpakTnueckas padoraNe 3. Buabl IpOTUBHUKOB WJIK «Hapymurenei». [lonarue o Bu-
Jlax BUpyca.

Lens pabotsr: [lonmydyeHne 3HaHUI O CYIIECTBYIOIIUX «KOMIBIOTEPHBIX BUpycax» U 00
aJITOPUTMAax UX paOOTHI.

Coneprxanue pabOTHI:

W3y4uB TemMy, CTYJEHT AOKEH:

* 3HaTh, KaKWe MPOTPaMMBbI Ha3bIBAIOTCS «KOMIIBIOTEPHBIMU BHPYCaMU», M YEM OHH OT-
JUYAI0TCS OT IPYTHX BPEAHBIX MTPOrPaMM;

* 3HATh KJIACCH(PUKALUIO «KOMITBIOTEPHBIX BHUPYCOB», U KaKyl Yrpo3y OHH Ipe/CTaB-
Tst0T 11t 6e30macHOCTH HH(OpMAInu;

* 3HATh AITOPUTMBI PAOOTHl «KOMIBIOTEPHBIX BUPYCOBY» W IYTH HUX BHEIPEHHS B CH-
CTEMY;

* YMeTh N0 MHIWBUAYAJIbHBIM MpPHU3HAKAM DPA3IM4aTh «KOMIIBIOTEPHBIE BHPYCHI» pa3-
JUYHBIX KJIAaCCOB,

Nzydas Temy, He0OOXOAMMO aKIIEHTHPOBATh BHUMAHKE HA CIIEIYIONINX TOHATHIX:

«KOMITBIOTEPHBIE BUPYCHI», CBOMCTBA «KOMITBIOTEPHBIX BUPYCOBY, BpEIHbIE IPOTPAMMBI,
PE3UIEHTHOCTh, caMOLIN(ppPOBaHNE, MOIUMOPPUIHOCTb, OVEIrWwriting-BUpYCHI, parasitig-Bupy-
Chl, companion-Bupychl, link-Bupycsl, (aiijoBble YepBH, MaKpPOBUPYCHI, CETE€BbIE BHPYCHI,
«TPOSTHCKHE KOHW», JIOTHYeCKre OOMOBI.

[Topsinok u3yueHus: TeMbI

Buner camocTosTensHOM pabOTHI CTYICHTOB:

- m3ydeHue ydeOHoro rnmocoodust « MHpopManmonHas 6€301mMacHOCThY;

- TOATOTOBKA K y4yacTuio B popyme 1o TeMe « KoMnbroTepHbIe BUPYCHI»;

- HW3y4YEHHUE JOMOJHUTEIHHON JIUTEPATYPHI;

- BBINIOJIHEHHE TECTOBBIX 3aJJaHHI IO TEME.

Bompock! Temsl

1. Knaccudukanusi «<KOMIbIOTEPHBIX BUPYCOBY.

2. @aioBbI€ BUPYCHI.

3. 3arpy304Hble BUPYCHI.
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4. MakpoBHPYCBI.
5. CereBbl€ BUPYCHI.
6. BpenHbie mporpaMmBl.

KoHTponbHbIE BONIPOCHI 110 TEME

KaknMu OCHOBHBIMU CBOMCTBAaMH 00J1a/1aI0T «KOMITBIOTEPHBIE BUPYChI»?
I[To xakuM KJaccam pa3fensoTcs «KOMIbIOTEPHbBIE BUPYChD»?

Kak knaccuuuupyroTcs «KOMIBIOTEPHBIE BUPYCHI)?

Kakune «xoMmbloTepHbIE BUPYCHD» OTHOCATCS K (haitIoBbIM?

Kak paznenstores (aitiioBble «<KOMIBIOTEPHBIE BUPYCHI» IO CIIOCO0Y Pa3MHOKEHUS?
OO0BsICHUTE ATOPUTM pabOTHI (HaliJIOBOTO BUpYCa.

Kakue «koMIbIOTEPHBIE BUPYChI» OTHOCATCS K 3arpy30YHBbIM?
OOBICHUTE AITOPUTM pabOTHI 3arPy304HOTO BUpYycCa.

. Kakue «koMmbploTepHble BUPYChD» OTHOCSATCS K MaKpoBHUpycam?

lO OOBsICHUTE aANITOPUTM pabOTHl MAaKpOBHUPYCA.

11.Kakue «KOMIBIOTEPHBIE BUPYChD» OTHOCSTCS K CETEBBIM?

12.Kakue nporpamMmmsl SIBJISIOTCS BPEAHBIMU U TTOYEMY ?

00NN L AW

®dopMa npeACcTaBICHUS OTYETa!
CryneHT 0JDKEH M3Yy4HTh IOHATHE cepBUCAa 0€30IaCHOCTH, BOIPOCHI ApXUTEKTYPHOM
0e30macHOCTH, KIacCU(pHUKAIHIO cepBUCOB. [Ipe1ocTaBUTh OTUET B MMCHMEHHOM BHJIE.

Ipakrnuyeckas padoraNe 4. Tpu Buga BO3MOXKHBIX HapylIeHUH MHPOPMALIMOHHON CH-
CTEMBI. 3aIUTa.

Henp paboter: Ilonyuenne 3HaHU O MpaBUIaX 3aIIUTHI OT «KOMITBIOTEPHBIX BHUPYCOBY.
3HAaTh OCHOBHBIE HOPMAaTUBHBIE PYKOBOIAIIUE JOKYMEHTBI, KACAIOIINECS FOCYAAPCTBEHHON Tali-
Hbl, HOPMaTUBHO-CIIPABOYHBIE JOKYMEHTBI

Coneprxanue pabOTHI:

N3y4uB TeMy, CTYJEHT JOJDKEH:

* 3HATh, OTKY/JA [IPOHUKAIOT B KOMIIBIOTEPHYIO CUCTEMY «KOMIIBIOTEPHBIEC BUPYCHI»;

* 3HATh [TPABUJIA 3AIIUTHI OT KKOMITBIOTEPHBIX BUPYCOBY;

* YMETbh BBIOpaTh aHTUBUPYCHYIO MTPOTPaMMY;

* yMeTh NPAaBWIBHO UCIIOJIF30BATh AHTHBUPYCHYIO IPOTPaMMY;

¢ 3HaTb OCHOBHBIC HOPMATHUBHBIC PYKOBOAANINUC JOKYMCHTHBI, KaCAOUIUECCA IroCyaap-
CTBEHHOH TaifHbI, HOPMAaTHBHO-CIIPABOYHBIC JIOKYMCHTHI.

I/I3yqa;1 TEMY, HeO6XOZ[I/IMO AKICHTUPOBATh BHUMAHUEC HA CIICAYIOIINX MOHATUAX:

KOMIUTEKCHBIN TOIX0 K MH(POPMAIIMOHHON 0e30MacHOCTH, 3aKOHOAATEIbHBIN YPOBEHB,
roCyJapCTBeHHasl TaiiHa, KOMMepYecKas TaiiHa, JUIEH3Us, JJIEKTpOHHas IM(poBas MOAIUCH,
HOPMaTHBHBIE JIOKYMCHTHI.

ITopsnok n3y4eHus: TEMBI

Bunbr camocTosiTenbHON paboOThI CTYICHTOB:

- u3ydyeHue yuebHoro nocoodus «MupopmaroHHas 6e30MacHOCTbY;

- TOArOTOBKAa K y4acTuio B Gopyme 1o teme «OCHOBHbIE HOPMAaTUBHBIE PYKOBOASIIHE
JIOKYMEHTBI, KacaroIluecs TOCy1apCTBEHHOM TalHbl, HOPMATHBHO-CIIPABOYHBIE IOKYMEHTHDY;

- HW3y4YCHHUE JONOJIHUTEIbHOU JINTEPATYPHI,

- BBINIOJHEHHUE TECTOBBIX 3aaHUN T10 TEME.

Bomnpoce! TeMbl

1. 3akoHOAATENBHBINA YPOBEHb HHPOPMALMOHHON 6€30MaCHOCTH.

2. O030p pOCCUICKOTO 3aKOHOIATEIIbCTBA.

3. 3akoH «O0 nHpOopManuu, HHPOPMATHU3ALNUHU U 3aIUTE HH)OPMALTUNY.
4. O TeKyllleM COCTOSSHUM POCCUMCKOTO 3aKOHOIATEIbCTRA.
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KoHTpoabpHBIE BOMPOCH! TIO TEME

Urto Takoe 3akoHOoAaTeIbHbIN ypoBeHb B?

[paBoBbIe aKThI OOIIETO HA3HAYCHHSL, 3ATPATUBAIOIIIFIE BOTIPOCH! MH(POPMAITMOHHOHN OS30TTACHOCTH.
OcHoBHbIe MOHsTHS 3aK0HA «O0 HHpOpMALIH, TH(POPMATU3AIMN 1 3aIUTE HHPOPMALAID.
[pyruie 3aKoHbI 1 HOPMATUBHBIC AKTHL.

O030p 3apyOKHOTO 3aKOHOZATENLCTBA B 00racTv Vb.

Texy11ee COCTOSIHIE POCCHICKOTO 3aKOHO/IATENIHCTBA.

CrannapTs! B o0nacty MH(OpMAIMOHHOM 0e30IacHOCTHL

NNk~

®opma npeAcTaBIeHUs OTYETA:
CryJeHT 10JKEeH U3y4YuTh IOHATHE cepBUca O€30MaCHOCTH, 3HaTh OCHOBHbIE HOPMAaTHUB-
HbI€ PYKOBOZSIINE JOKYMEHTHI. [Ipe1ocTaBUTh OTUET B MUCbMEHHOM BUJE.

IIpakTHyeckas padoraNe 5. OcHOBHbIE HOPMATHUBHBIE PYKOBOJSIINE JIOKYMEHTHI, Ka-
caroluecs rocy/1apcTBEHHON TalHbl, HOPMATUBHO-CIIPABOYHBIE JJOKYMEHTBI

]_[eJ'IB pa6OTBIZ HOJ'Iy‘IeHI/IC 3HAaHUU O IMpaBujIax 3alIHUTHI OT «KOMIIbIOTCPHBIX BHUPYCOB).
3HAaTh OCHOBHEIC HOPMATUBHBIC PYKOBOAAIIUC JOKYMCHTBI, KaCAarOIIHUECH FOCYHapCTBeHHOﬁ Tau-
HbI, HOpMATHBHO-CIIPABOYHbIC JOKYMCHTbBI

Coneprxanue pabOTHhI:
N3yuuB TeMy, CTyAECHT JOJIKEH:

* 3HaTh, OTKYZA IPOHUKAIOT B KOMIIBIOTEPHYIO CUCTEMY «KOMIIBIOTEPHBIE BUPYCHD?;
* 3HATh [PABWIA 3AIUUTHI OT KKOMIIBIOTEPHBIX BUPYCOBY;
* yMeTb BbIOpaTh aHTUBUPYCHYIO IPOrPaMMy;
* yMEThb IPABUIBHO UCIIOJIb30BATh AHTUBUPYCHYIO IIPOTrpaMMy;
* 3HAaThb OCHOBHBIE HOPMATUBHBIC PYKOBOJSAILIME IOKYMEHTHI, KAaCArOLIUECs rocynap-
CTBEHHOU TalHbI, HOPMaTUBHO-CIIPABOYHBIE JOKYMEHTBHI.

N3yuas TeMy, HEOOX0IMMO aKLEHTUPOBATh BHUMAHHUE Ha CIIEAYIOIINX MOHATHAX:

KOMIUIEKCHBIN MOJAX0J K MHPOPMAIIMOHHON 0€30MacHOCTH, 3aKOHOAATEIbHBIH YPOBEHD,
roCyJJapCTBeHHasl TaiiHa, KOMMepuecKas TaiiHa, JUIEH3Ms, SJIEKTpOHHas [HU(poBas MOAINUCH,
HOPMATHUBHBIE TOKYMEHTHI.

[Topsinok u3yueHus: TEMbI

Bubl camocTosiTennbHOM pabOThI CTYICHTOB:

- usydeHue yuebHoro nmocobus «MupopmannonHas 6€30MacHOCTY;

- TOJATOTOBKA K ydacTuio B (hopyme mo TemMe «OCHOBHBIE HOPMATHBHBIC PYKOBOJISIIUC
JIOKYMEHTBI, KacaroInecs TOCyIapCTBEHHOH TaiiHbI, HOPMAaTHBHO-CIIPABOYHBIE IOKYMEHTBD»;

- UW3Y4YCHHUE JIOTIOJHUTEIHHON JINTEPATYPHI,

- BBINOJIHEHNE TECTOBLIX 3aJaHUM 10 TEME.

Bomnpocs! Tembl

1. 3akoHOAATENBHBINA YPOBEHb HHPOPMALMOHHON 0€30MaCHOCTH.

2. O030p pOCCUINCKOTO 3aKOHOATEIIbCTBRA.

3. 3akoH «O6 unpopmanuu, HGOPMATU3ALMH U 3aLUTE UHPOPMALIUID.
4. O TexyIIeM COCTOSIHUU POCCUMCKOTO 3aKOHOIaTeIhCTRA.

KoHTponbHbBIE BOMIPOCHI TIO TEME

. Uto Takoe 3akoHOaTeNbHbIN ypoBeHb B?

. IIpaBoBbIe aKTBI OOIIIETO HA3HAYCHIIS, 3aTPAIMBAIOILHE BOMPOCH! MH(POPMAITMOHHO 030IMacHOCTH.
. OcHoBHbIe IOHATYIS 3aK0HA «O0 MHpOpMAaIH, THOOPMATH3AIIN 1 3aILUTE HHPOPMALAID.

. [pyruve 3aKoHbI 1 HOpPMATUBHBIE aKThL.

. O030p 3apyOeKHOTO 3aKOHOTIATENRCTBA B 00racTv V.

DN B W N =
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6. Texy1iee COCTOSIHUE POCCUICKOTO 3aKOHO/IATENHCTBA.
7. CranzmapTsl B 0051acTy HH(OPMAIIOHHOM OS30TaCHOCTH.

®dopMa npeAcTaBICHUs OTYETa!
CryJieHT 10JKEeH U3y4YuTh IIOHATHE cepBUCa OE30IIaCHOCTH, 3HATh OCHOBHbIE HOPMAaTHUB-
HBIE PYKOBOJSAIINE JOKYMEHTHI. [Ipe1oCTaBUTh OTYET B MMCbMEHHOM BUJIE.

IpakTnuyeckas padoraNe 6. Haznauenue u 3amauu B cepe obecrieuenus: nHpopmarm-
OHHOI 0€301TaCHOCTH Ha YPOBHE TOCyAapCcTBa

Henp pabotsl: Tlonydyenne 3HaHHWN MO KPUTEPHSIM, C TIOMOLIbIO KOTOPBIX OLIEHUBACTCS
3alIMIIEHHOCTh BBIYMCIUTENbHBIX cucTeM. O3Hakomiienne co ctanpaproM CIIA «OpanxeBas
KHUTa». M3yueHne pykoBoasaux 10KyMeHTOB ['octexkomuccuu Poccuniickon @enepanuu.

Coneprxanne pabOTHI:
N3yuuB TeMy, CTyAECHT JOJKEH:

® 3HATh pyKOBOJSIIME JOKyMEHTHI ['ocTexkomuccuun Poccuiickoit denepannu;

e 3Hath crangapT CIIA «OpanxkeBasi KHUTay;

e yMeTh Kiaccu(UIUPOBATh aBTOMATU3HPOBAHHBIE CHCTEMBI COTJIACHO PYKOBOJISIINX
IokyMeHTOB I'ocTexxomuccuun Poccuiickoit denepanmu.

Nzyyas remy, HEOOXOAUMO aKIEHTHPOBATH BHUMAHKE HA CICTYIOIIUX MOHATHUSIX:
CTpaTerus, MoJ0TYCTHOCTh, TAPAHTHH, MUHUMAJIbHAS 3alllTa, WHIUBUyaJIbHAS 3aIllH -
Ta, MaHJaTHAS 3aIl1Ta, Bepu(DUIMPOBAHHAS 3alIUTa, UACHTHPUKAIMS, U POBAHUE.

[Topsiiok n3ydeHus: TEMBbI

Buner camocTosTensHOM pabOThI CTYICHTOB:

- m3ydeHue yuyeOHoro nmocobus «Mubopmarmonnas 6€301macHOCThY;

- TMOATOTOBKA K y4acTHio B (hopyme 1o teme «PykoBossiiue 10KyMeHThI ['ocTex -
komuccuu Poccuiickoit @eaeparmny;

- M3y4Y€HHUE JOIMOJIHUTEIBHOUN TUTEPATYPHL;

- BBINOJIHEHUE TECTOBBIX 3aJJaHUM 110 TEME.

Bomnpock! Tembl
1. Kpurepun 6€30macHOCTH KOMIIBIOTEPHBIX cUCTeM «OpaHKeBas KHUTAY.
2. PykoBonsmue nokymeHnTsl I'ocrexkomuccun Poccuiickoit denepannn.

KOHTpoJIbHBIE BONIPOCHI IO TEME

1. HMaiite nonHoe HaumeHoBaHue ctanaapra CIIA «OpanxeBast KHUTa».

2. Ha kakue rpynmbl pazfeneHsl (QpyHIaMeHTaJIbHble TpeOOBaHUS, KOTOPHIM JOJIKHBI
YIOBJIETBOPATH BEIYUCIUTEIbHBIE CUCTEMBI, IIPEHa3HAYECHHBIE 11 00paOOTKU KOH(UACHIINAIb-
HOU nHpOopManuu?

3. Ha xakue rpymmsl JeisTcsl aBTOMAaTU3UPOBAHHBIE CUCTEMBI, IPUBEIUTE UX KPATKYIO
XapaKTEPUCTUKY?

4. Tlepeuucnute pykoBojsme 10KyMeHThl ['ocTexxkomuccuu Poccuiickoit deneparun?

5. Ha3oBute nojacucreMsl, Ha KOTOPBIE Pa3IeIsIOTCS MEXAHU3MBbI 3aLIUTHI.

[Tpu n3yuennu TemMpl HEOOXOIUMO:

* YUTaTh JIUTEPATYPY:

1. T'ocrexxomuccusi Poccun. PykoBoasimuii JOKyMEHT. «3alldTa OT HECAHKIMOHHUPO-
BaHHOr0/10CTyMa K MH(OpMaIK, TEPMUHBI U OIIPE/IETICHUS.

2. T'ocrexxomuccust Poccun. PykoBogsamuii nokymeHt. «KoHuenuus 3amuThl CpeicTB
BBIYHMCIIUTEIIBHON TEXHUKH M AaBTOMAaTU3UPOBAHHBIX CUCTEM OT HECAHKLIMOHHPOBAHHOIO J0-
CTymna KHH(OPMAITII.

3. T'ocrexxomuccusa Poccuu. PykoBopsmuii nokymeHT. «CpeacTBa BBIYMCIUTEIBLHOM
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TEXHUKU.3alIUTa OT HECAHKIIMOHUPOBAHHOIO JTocTyna K uHpopmanuu. [lokasarenu 3amuimeH -
HOCTHOT HECAHKIIMOHUPOBAHHOT'O JIOCTYIA K HHPOpMAIHN».

4. Tocrexxomuccuss Poccun. PykoBonmdmuii JOKYMEHT. «ABTOMAaTHU3UPOBAHHBIE CH-
CTeMBl. 3aluTa OT HECAHKIIMOHUPOBAHHOTO JlocTyna K uHopmanuu. Knaccudukanus aBToma-
TU3UPOBAHHBIX CHCTEM U TPEOOBAHMUS 1O 3aIUTEe HHPOPMALIUI.

5. T'ocrexkomuccust Poccun. PykoBomsmuii nOKyMeHT. «BpeMeHHOe NoJIoKEeHHE IO
OpraHu3anuu pa3paboOTKHU, W3TOTOBJICHHUS M SKCIUTyaTallMd MPOTPAMMHBIX U TEXHHYECKHUX
CpEACTB3aIIUThI CEKPETHOU MH(OPMAaLIMK OT HECAaHKIIMOHUPOBAHHOIO JJOCTYNA B aBTOMaTHU3UPO-
BaHHBIX CCTEMaX U CPEJCTBAX BBIUYUCIUTEIBHON TEXHUKI.

* pocetuTh caiitel: www.sbeinfo/index.htm.

®dopMa NpeACcTaBICHU OTYETa:
CtyzneHT ToJKeH U3y4nuTh PYKOBOJIIME TOKyMeHThI ['octexkomuccuu Poccuiickoit de-
Jaepanuu. [IpenocTtaBUTh OTYET B MMCbMEHHOM BUJIE.

IIpakTHyeckas padora Ne 7. Monenu 6e300aCHOCTH M UX IPUMEHEHHE.

Lenb pabGotsr: Ilonyuenue 3HaHuit 0 MeToax 3amuThl nHGopmanuu. [lonydyenue 3HaHui
Y HaBBIKOB MO0 00€CeYeHNI0 MHPOPMAIMOHHON O€30IaCHOCTH OpraHU3al|y MPH €€ MOIKIIIoYe-
Huu K Internet.

Copepxanue pabOThI:
W3yuuB TeMy, CTyA€HT JOJKEH:

¢ 3HAaTbh U YMCTh NPUMCHATH MCTO/IbI 3allIUThI I/IH(i)OpMaHI/II/I;

* 3HaTh, KaK OPraHU30BaTh HH(YOPMAIIMOHHYIO 0€30MaCHOCTh B OPTaHU3AIINH;

* yMeTh MOJAKIIOYUTH OpraHu3anuio K Internet ¢ coomoaenneM TpedboBanmii nHGopMma-
HOHHOM 0€30IaCHOCTH;

I/Isyqaﬂ TEMY, HeO6XOHHMO AKINCHTHPOBATh BHUMAaHNEC Ha CIICAYIOIINX IMOHATUAX:

OTpaHWYECHUE JOCTyINa, pasTpaHHYeHUE JOCTYINa, pa3JielieHHue JOCTyIa, KpHII-
torpaduueckoe npeobpazoBanue WHYOpPMAIIMK, KOHTPOJIb U YUYET TOCTYIA, 3aKOHOJATEIbHBIC
MEpBI.

HOpS[I(OK HN3YUYCHUA TEMBI

Bunasl camocTosiTennbHON pabOThI CTYEHTOB:

- u3ydeHue yuyebHoro nocobus «MupopmannonHas 0€30MacHOCTbY;

- TOArOTOBKA K y4acTuio B popyMe o TeMe «MeTobl 3aIluThl HHPOPMALUN»;
- WM3y4YeHHE JIOTIOJIHUTEIBHON JINTEPATYPBI;

- BBIIIOJIHCHUC TCCTOBBIX 3a,[[aHI/If/'I 10 TEMC.

Bomnpocsl TeMbl

Orpanuuenue ocrymna.

KoHTpons goctyna k anmaparype.

Pasrpannuenue u KOHTPOJIb TOCTyIa K HHPOPMAIUH.

Paznenenue nmpuBuUieruii Ha JOCTYII.

Wnentudukaius 1 yCTaHOBICHUE MOATMHHOCTA 00BEKTa (CyOBEKTa).
. Kpunirorpaduueckoe npeodpazoBanue HHGOPMAIIHH.

S

KoHTpobpHBIE BONPOCH! IO TEME

B ueM 3akmiroyaeTcst orpaHUYeHUE JOCTyNa K KOMIIBIOTEPHBIM CHCTEMAM?

Kak knmaccuuuupyroTcst CHCTEMbI TPEBOXKHOM CUTHATH3AINN?

B dem 3akmtouaercss KOHTPOJIb AOCTYIIA K anmaparype?

OT KaKkux JeUCTBUH 3alIUIIAaeT KOHTPOJIb IOCTYyMa K annaparype?

B ueMm 3akmrogaeTcst KOHTPOJb AocTyna K nHpopmarmun?

B ueM 3axmtouaeTcst pa3jeneHue NpuBMIeTUN HA JOCTYI?

B yewm 3akitovaercsa uaeHTUPUKAIMSA U YCTAaHOBICHUE MOATMHHOCTH 00beKTa (CyODb-

NNk WD

eKTa)?
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8. UTo MOKeT OBITh OOBEKTOM UACHTH(PUKAIIUN?

®dopma npeAcTaBIeHUs OTYETa:
CTyJeHT AO0JDKeH W3YYUTh MOJIEIN OE€30MacCHOCTH U UX MpuMeHeHue. [IpenocTaButh oT-
YeT B MUCbMEHHOM BH/IE.

KoMIuIeKT THIIOBBIX TeM JIAOOPATOPHBIX PadoT

Ilopaook evinonnenusn n1adopamopHvix paoom

1) u3y4uTh TEOpETHUECKUI MaTepual 1o TeMe JabopaTopHoOil paboThI;

2) cocTaBUThH MPOTPaMMy Ha OJHOM U3 AITOPUTMHUYECKHUX S3BIKOB MPOTPAMMHUPOBAHHS
JUTS 33JJAHHOTO BapHaHTa 3a/1aHus;

3) BBINIOJIHUTB OTJIAJKY COCTABICHHOM MPOrpaMMBbl M MOKa3aTh MPETo1aBaTelio;

4) COCTaBHUTH M 3AIIUTHTH OTYET MO JabopaTOpHOI padoTe.

Jlabopamopmuwvie padomot

1. briouHoe cummeTprUHOE MK(POBaHUE

2. Uzyuenue IIIII cucrem kpuntorpaduyeckoil 3ammTbl HHPOPMAIMH, KilacCHUecKas
Kpunrorpadus u pacnpeaeiacHue Kirouei

3. AcummeTpudHOe MH(ppoBaHUE

4. DnexktponHas nudposas noamnuck (JLIT)

5. IlpakTrueckoe npuMeHeHue Kpunrorpaduu ¢ OTKpbIThIM KitouoMm. [Taker PGP

6. Kpunrocucrema omnepaunonnoit cucrembl Windows. CryptoAPIl: mmdpoBanue u
nemmdposanue B CryptoAPI, DI B npoekrax Ha CryptoAPI

Konmponvnwie éonpocwt k 1abopamopnuvim pabomam

1. OxapakrepusyiiTe HH(POPMAIIHMIO U €€ OCHOBHBIE IOKA3aTEIH.

2. OcHOBHbIE TOJOXKEHHS 3aKOHA 00 MHQpOpMaIH, HHHOPMALMOHHBIX TEXHOJIOTHIX U
3ammTe HHpOpMaIum.

3. OCHOBHBIE NIOJIOKEHUS 3aKOHA O TOCYAAapCTBEHHOM TalHE.

4. OCHOBHBIE I10JIO’KEHUS 3aKOHA O 3allUTE MEPCOHAIBHBIX JAHHBIX.

5. OcHOBHBIE MOJOXKEHUS 3aKOHA 00 3JIEKTPOHHOU U(POBON MOIMUCH.

6. UTo Takoe «IOJUTHKA OE30MaCHOCTH»?

7. Uem oTiHMyaeTcs MOHSATHE «MOJIETN 0€30MacHOCTH» OT MOHSITHS «IOJUTHKHU Oe3omac-
HOCTI»?

8. B xakux ciiydasx MpUMEHSI0TCS Moienu O0e30macHoCTr?

9. OcHOBHBIE MOJIENU MOJIUTUK O6€301acHOCTH?

10. TIpuHIUIBI, UCHOIB3yEMbIE AJIS1 OBBIIIEHHS CTOMKOCTH HmIHdpa?

11. [IpuBenute cxeMy U 0OBSICHUTE MPUHLUI pabOTHI OJI0YHOTO HIK(pa.

12. Jlaitte xapakrepuctuky mudpa DES.

13. Hdaiite xapakrepuctuky mudpa 'OCT 28147-89.

14. Ilepeunciure ocHoBHBIE paznuuus mexay DES n 'OCT 28147-89.

15. Yro Takoe — peskuM NMpUMEHEHUs 0104HOTrO0 mrdpa?

16. Uem oTinyaeTcst NOTOYHOE U O6J104HOE MU POBAHNUE.

17. Naiite xapakrepuctuky mudpa RC4.

18. OcHOBHBIE CBOMCTBA KpUNTOrpaduIecKuX Xeml-(QyHKIUH.

19. [IpuHUIMTBI paOOTHI XeUI-(PYHKIUH.

20. Ocobennoctu nmocTpoeHue xen-QyHkiuu Ha 6a3e 6ouHoro mudpa.

21. OnuuuTe onepanuio NpUBEACHMS 110 MOIYJIIO.

22. KakuMmu cBoMicTBaMH 001a/1aeT oneparus IpUBEACHHS 110 MOYJIHO?

23. IlpuBenuTe onpeneneHue NpocToro Yucia.

24. Kakue qBa ynciia Ha3bIBalOTCA B3aMMHO IPOCTHIMU?

25. Ompenenute MOHATHE OOPATHOTO 3HAUEHUS 110 MOJYJIIO.
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26. Chopmynupyiite Maiyto Teopemy Pepma.

27. Naiite onpeaenenne PyHKIUU Didnepa.

28. Chopmynupyiite Teopemy Jitnepa.

29. Ilepeuncinte CBOMCTBA MPOCTBIX YHUCEIL.

30. Yem oTiingaercst KpunTorpaus ¢ OTKPHITHIM KIFOYOM OT CHMMETPUYHBIX MU(PPOB?
31. Onumute anroput™ Auddu-Xemimana. Yem oOyciioBieHa ero 6€30macHoCTb?
32. Onumute anroput™ [lamupa.

33. Onummre anroput™ Dib-I"amans.

34. Onumute anroput™ RSA. 35. Onumute anroputm mudposoii noanucu RSA.
36. Onumute anroput™ udposoit noanucu nb-I"amans.

37. Onumute anroput™M udposoit noamucu DSA (DSS).

3 OTAII - BJIAJIETDH

3aganus A1 NPOMEKYTOYHOT0 KOHTPOJISI

1. KakoBbl onepaninoHHble cucTeMsl nenoib3zyeT BY3? Onuncate nX BO3MOXHOCTH € TOY-
ku 3penus Ub.

2. IlpuBecTu npuMep CUCTEMBI PE3EPBHOIO KOMMPOBAHUS CEPBEPOB B KOMITAHUU.
PopMHUpOBaHUE 3AILUIIEHHON BUPTYAIBHON CPEIBI.
Croco0s! onenku 3amumesaocty OC.
Asromaru3zaiu ooHoBneHus OC.
Anmunuctpupoanue 6e3omnacioctd OC Windows.
AnmunuctpupoBanue 6e3onacHocti OC JIunykc
CpezctBa poBepKH U BOCCTAHOBJIEHUS (PailIOBON CUCTEMBI.
CucteMbl IUPPOBAHUS C OTKPHITHIM KIIFOUOM.
10. HMcnonb3oBaHue cpeACTB KIOHUPOBAHUA B 3a/1a4ax agxMuHUcTpupoBanus OC.
11. Co3nanue akpoctuxa.
12. Be3omacHOCTL CUCTEM ¢ 0€3IUCKOBLIMH CTAHIIUSIMHU.
13. Bune! yuetHsix 3anuceit B OC.

OOk W

Bomnpocsl k 3auery

1. Mudopmarius u e€ xapakKTepUCTUKU. BaXXKHOCTh ¥ IGHHOCTHh HH(OPMAIIHH.

2. Bugasl undopmanuu, noanexaniue 3ammurte. Knaccuduxarus napopmaiuy mo cremne-
HU OIPAaHUYEHHOCTHU J0CTYyNa K Hell [lonsATHe TailHBbI.

3. NndopmanmoHHbie pecypchl Kak 00beKThl cOOCTBEHHOCTH. [IpaBa rpaknan Ha 3alim-
Ty TUYHON MHPOPMAIIMHN U UHTEIUIEKTYyallbHON COOCTBEHHOCTH.

4. 3akonbl Poccuiickoit Deaepanuul 0 3aUTe TAWHBI U WHTEIUICKTYaIbHONH COOCTBEHHO-
CTH.

5. Kpurepuu B Be1OOpe cpeacTB 3anmuThl. [I0HATHE KOMITJIEKCHON 3aIlIUTHI.

6. WMctounnku KoHGUACHIINATHLHONU HHGOPMAIIMU B HHPOPMAITMOHHBIX CUCTEMAX.

7. TexHudeckue cpenctBa MHPOPMAIMOHHBIX CHUCTEM M MX XapaKTEPUCTUKU C TOUYKH
3peHust THPOPMAITMOHHOHN 0€30MacHOCTH.

8. JlelicTBus, mpuBoAsIIMEe K He3aKOHHOMY oBianeHuto KU (pasriamienue, yTeuka,
HC).

9. Cnoco6st HCJI k K. O606mennas momens crioco6oB HCJI x ncrounnkam KU.

10. Kananer yreuku undopmammu TC MC. Obmas kaptuHa o0Opa3oBaHHS OMACHBIX
CUTHAJIOB.

11. Tlpu4uHbI ¥ YCIOBUS BOZHUKHOBEHHUS KaHAJIOB YTEUKH UH()OPMAIIHH.

12. Cnoco6st HCJI x KU uepe3 TC UC. AKTHBHBIE U TACCUBHBIE CIIOCOOBI.

13. TexHHMKa TPOMBIIUIEHHOTO IITMTHOHAXKA.

14. VYrpozsr UC. Buasl yrpo3. Buabl noreps U UX NPpUIUHBL.

15. Mopenp Hapymmrens B C.
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16. Ouenka 6e3onacHoctu MC. TpeboBanust k 6e3onmacHoctu MC. Ilokazatenu 3amu-
mendoctr CBT. Knaccel 3aumesHOCTH.

17. 3amura onuHouHo# [I9BM. Kanains! yreuku nH(opMam, METOAbI 3alUThI.

18. Bnusinue apxutexktypel OBM Ha Oe3omacHocTh oOpabarbiBaeMoil HHGOpMAaIUU.
[TonsiTue "3amumniéHHas apxurekrypa'.

19. OmnepanuoHHbIE CUCTEMBI, OPUEHTUPOBAHHBIE HA O€30M1aCHOCTh HH(OPMALINH.

20. be3onmacHOCTh KOMIBIOTEPHBIX CETEH - KOPHOPATUBHBIX U TII0OAJIBHBIX (001IHe
MIPUHILIUIIBI).

21. BpenonocHsle nmporpaMMsbl. [IpuHIUIBI 3aLIUTHI OT UX BO3JIEHCTBUS.

22. OpraHu3aMOHHbIE MEPHI 10 3a1uTe HHpopMmauu Ha DBM.

23. CranaapTHbIe CpPEJCTBA 3aLIUTHI (AlapaTHbIC U POTPAMMHBIE).

24. Vicnonb3oBaHue KpUNTOrpadUUECKUX METOJOB AJIsl 3aIIUTHI AJIEKTPOHHON JOKYMEH-
Talyu.

25. IIpoTuBOMpaBHOE HMCHOJB30BaHUE KOMIBIOTEPOB. CyIIHOCTh KOMITBIOTEPHBIX IIpe-
CTYIUIEHUH.

26. Knaccuduxarusi KOMIbIOTEpHBIX MpecTyiuieHnd. 3akoHbl P o mpectymieHusx B
cdepe KOMIBbIOTEPHOM HH(pOpMAIIHH.

TecrupoBanue

Bompoc Ne 1.

Bomnpoc: unpopmarus - 3o

HeBepHo: akTyambHOCTh 3aIIUTHI

HeBepHo: nepcoHanbHbIE TaHHBIE

HeBepHo: naHHbIe MEX/ly Ha4aJIoOM M KOHIIOM CETEBOTO MakeTa

HeBepHo: nHTEpBa)I BpEMEHU MEX Y MOCHUIKON MMAKETOB B CETh

BepHo: cBeneHus 0 TUIAX, peaMeTax, (pakTax, COOBITHIX, SIBICHUIX U MPOLECCaX HE3aBUCUMO
OT OPMBI X MIPEACTABICHUS

Bompoc Ne 2.

Bomnpoc: Jlns1 y0BI€TBOPEHUS 3aKOHHBIX NPaB U HHTEPECOB CYOBEKTOB JIIsl 00eCrIeueH s UX
MH(GOPMaIMOHHON 06€30MacHOCTH HEOOXOIUMO MOCTOSIHHO MOAIEP>)KUBATH OJHO U3 CIETYIOIINX
CBOMCTB MH(OPMAIIUHU U CUCTEM ee 00pabOTKHU:

HesepHo: 00beM

Bepno: nenoctHocts

HeBepHO: KOHTPOJIBHYIO CYMMY

HeBepHo: MaTpuIly AOCTYyIa PH NMAaKeTHOU epeaye

HeBepHo: 0CMBICTIEHHOCTH

Bompoc Ne 3.

Bomnpoc: UapopmannonHas 6€300acHOCTb — 3TO

HeBepHo: mperpaxieHne MoTOKOB HEHYXKHON BpeAaHOW MHpopmaunuu B nepcoHaibHOi OBM c
MIOMOUIBIO 3aLIUTHBIX TPOrpaMM

BepHo: cocTosiHHME 3alMIIEHHOCTH WH()OPMAIMOHHOW cpejbl 00IIecTBa, 0OecTieunBaroee ee
¢dbopMHpOBaHUE, UCIIOIB30BAHNE U Pa3BUTHE B MHTEpECaX Ipax/iaH, OpraHu3alui, rocy1apcTaa
HeBepHo: mudpoBanue 1aHHBIX IPU MIepeiade 1Mo BCEM BUAaM KaHAJIOB CBSI3U

HeBepHo: 6e30macHOCTb CpecTB 00pabOTKH, KOMUPOBAHUS, CUMTHIBAHUS MH()OPMAIIUN B aBTO-
MaTU3UPOBAHHBIX CUCTEMAX

HeBepHo: npuMeHeHue BceX BUJIOB U YPOBHEH OXpaHbl HHPOPMALIMU B aBTOMATU3UPOBAHHBIX U
HEaBTOMATHU3HPOBAHHBIX cUCTeMax 00paboTKU MH(pOpMaLuu
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Bormpoc Ne 4.

Bompoc: Jlokrpuna nndopmarmonHoit 6e3omacHocty Poccuiickoit deaepamnu - 3To

HesepHo: gocTynmHOCTh HH(OPMAIIMK TOTBKO OMpPENeIEHHOMY KpPYyTY JHUI, TapaHTHUs CYIIECTBO-
BaHUA I/IH(i)OpMaHI/II/I B UCXOOHOM BHUAC, BOSMOXXHOCTH ITOJIYUCHUA I/IHCI)OpMaI_[I/II/I ABTOPU30BAaH-
HBIM TI0JIb30BaTEJIEM B HYXKHOE /Il HErO BpeMs.

HeBepHo: opranusaiusi COBOKyIHOCTH HMH(MOPMAIIMOHHBIX MPOIECCOB B aBTOMAaTH3UPOBAHHOM
CUCTEME ISl €€ 3alUThl

HeBepHo: nedrenbHOCT, HallpaBlIeHHAs Ha MpPENOTBpALICHHE YTEUKU 3alMIaeMoil mHpopMma-
[[MY, HECAHKIIMOHUPOBAHHBIX M HETPEIHAMEPEHHBIX BO3JCHCTBHUI Ha 3aluiaeMyr WHpOpMa-
J015030]

BepHo: COBOKYMHOCTh OQUIIMANBHBIX B3MJISJIOB HA IENH, 3aJadd, MPUHIUIB U OCHOBHBIC
HarpaBJeHus1 obecrneueHnst tHpopMaIMoHHO O6e3omacHocTH Poccuiickoit deneparum

Bompoc Ne 5.

Bomnpoc: kKoHpHUIEHIIMATBLHOCTD — 3TO

HesepHo: rapanTus cymiectBoBaHus HH(OpMalLMU B UCXOJAHOM BUJIE

BepHo: nocTynHOCTh HH(POPMALIUU TOJIBKO OMPEAeIEHHOMY KPYTY JIMIL

HeBepHo: BO3MOXHOCTh MOJIy4eHHE WH(OpPMALMKU aBTOPU30BAHHBIM MOJIb30BATEIEM B HYKHOE
JUIsL HETO BpeMs

HeBepHo: BO3BMOXHOCTh YCTaHOBJIEHUSI aBTOpa MH(POPMAIIUU

HeBepHO: BO3MOXHOCTh JOKa3aTh, YTO aBTOPOM SIBJISIETCSI MMEHHO 3asIBIICHHBIM YEJIOBEK, U HE
HUKTO JAPYroit

Bormpoc Ne 6.

Bomnpoc: mporiece pacro3HaBaHHs 3J1€MEHTa CUCTEMbI, 0OBIYHO € MMOMOIIBIO 3apaHee ONpe/ieeH-
HOTO UJIEHTU(UKATOpA WIN APYTOd YHUKAIbHOU HH(OpMALIUU — 3TO #H#

Bepno: unentuduxanus

Bompoc Ne 7.

Bompoc: 3amuta uadopmaruu (I'OCT 350922-96) - at0

HeBepHo: nnpopmannonHas 6€30MacHOCTb

BepHo: nestenbHOCTb, HampaBieHHasl Ha MPEJOTBPAIICHNE YTEUKHU 3allUiaeMoi HHPOpMaIuH,
HECAHKIIMOHUPOBAHHBIX U HETIpeIHaMEPEHHbBIX BO3ACUCTBHUI Ha 3aIIUIIAEMYI0 HH(OPMAIIHIO
HeBepHo: BO3BMOXHOCTh YCTaHOBJIEHUSI aBTOpa MH(POPMAIIUU

HeBepHo: 3amuiieHHoCTs HHPOPMALIMU U TOJJICP)KUBAIOLICH ee MHPPACTPYKTYPHl OT CIydaii-
HBIX WJIW NPCAHAMCPCHHBIX BO3)ICI\/IICTBI/II\/’I €CTCCTBECHHOT'O UJIM NCKYCCTBCHHOI'O XapaKTe€pa, KOTO-
pble MOTYT HaHECTH yliep0 Bia/iebliaM WIN MOJIb30BaTeNIsIM HHPOpPMaLIuu

HeBepHo: cocTosiHue 3alMIIEHHOCTH HHPOPMAIIMOHHOM Cpebl 00IIecTBa, 00eCTIeunBaroIiee ee
¢dbopMHpOBaHUE, UCIIOIB30BAHNE U Pa3BUTHE B MHTEpECaX Ipax/iaH, OpraHu3alui, rocy1apcTaa

Bompoc Ne 8.

Bonpoc: Kanan yreuku nuadopmanmu — 3to

HesepHo: BeileHHE TPOTUBOCTOSAIIEH CTOPOHOU TEXHUYECKON U areHTYPHOU pa3BeaKU

BepHo: COBOKYNHOCTh HCTOUYHMKA WHGOPMAIIUU, MaTEPUATILHOTO HOCUTENS WIIM CPEeJbl pacipo-
CTpAaHEHMs HECYIIETo yKa3aHHYI0 WH(POPMAIMIO CUTHAIA U CPEACTBA BbIIENCHUS MHPOpPMALUN
U3 CUTHAJIA WJIK HOCUTENS

HeBepHo: HecoOut0ieHre IepCOHAIOM HOpM, TpeOoBaHMM, mpaBuil Kkcrutyaranuu AC

HeBepHo: onenka peayibHON 3((GEKTUBHOCTH NPUMEHSEMBIX Ha MPEANPHUSATHH MEp 3allluThl
MH(POPMALIUU U MIPEUIOKEHUS 110 UX COBEPLICHCTBOBAHUIO

HeBepHo: nedrenbHOCTh, HallpaBlIeHHAs Ha MpPENOTBpALICHUE YTEUKU 3alMIaeMoil MHpopMma-
IIUH, HECAaHKIIMOHMPOBAHHBIX M HENpeJIHAMEPEHHBIX BO3JCHCTBUN Ha 3aIiuiaeMyro HHpopma-
LU0
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Bompoc Ne 9.

Bomnpoc: [lapamerprueckuii kaHaa yTeuku HHQOpMAaLK

HeepHo: mpencraBisieT BCIIOMOTATENbHBIE CPEJICTBA, BBIXOSIINE 32 MPEEiabl KOHTPOJIUPY-
€MOM 30HBI

Bepno: dopmupyercs mytem "BricokodacToTHOro ooOnyuenus" TCOMU, mpu B3auMoJeHCTBUU
ANIEKTPOMATHUTHOTO 1OJIs1 KoToporo ¢ anemeHTamMu TCOUW nmponcxonuT nepensiaydeHne JIIeK-
TPOMAarHUTHOTO OIS, MPOMOIYTUPOBAHHOTO HH(DOPMAIIMOHHBIM CUTHATIOM

HeBepHo: BKIIIOYAaeT ONMMCaHWE TEXHOJIOTHH OOpPaOOTKHM JTaHHBIX B 3aIUIIAEMON IMOICUCTEME,
aHallM3 yrpo3 U OICHKY PUCKa HaHECeHWs yliepOa, MmpaBuiia dKCIUTyaTallid CUCTEMBI, HEO0XO0-
JTUMBIN HAOOp MHCTPYKIIMH JTOKHOCTHBIM JIMIIAM

HesepHo: ompenenser oOIIyl0 CHCTeMy B3TJSAO0OB B OpraHU3allid Ha MPOOJIEMY 3alllUThI
uHpopmaiuun B AC U myTu pemieHuss 3TOM MpoOJeMbl C YYETOM HAKOIUJICHHOTO OMbITa U
COBPEMEHHBIX TEHJEHIIUHN €€ Pa3BUTHUS

HeBepHo: omnpezaenseT KOMIIEKC KOHKPETHBIX OPraHU3alMOHHO-TEXHUYECKUX Mep IO 3aluTe
uH(pOpMAIIH, a TAKKEe HE3aKOHHOTO BMEIIATEeIhCTBA B MPOIECC (PYHKIIMOHUPOBAHUS KOHKPET-
Hoit AC

Hesepno: pa3BuBaetr KoHIieniuio HarmoHanbHOU OezonmacHocTu Poccuiickoit depepanuu mpu-
MEHUTENIbHO K HHPOPMAIMOHHOM cepe

Bompoc Ne 10.

Bomnpoc: cBeaenus o nuuax, npeaMerax, Gpakrax, COObITUAX, BJICHUAX U MpOIleccax He3aBUCUMO
oT (hOpMBI X TIpe/ICTaBICHUS #H#

Bepno: nndopmarus

Bonpoc Ne 11.

Bormpoc: Konnenus obecrieuennsi ”HGOPMAIIMOHHON 0€30TTaCHOCTH

HeBepHo: onpenensieT KOMIUIEKC KOHKPETHBIX OPraHU3allMOHHO-TEXHUYECKUX MEp MO 3alIUTe
nH(pOpMallnK, a TaK)Ke HE3aKOHHOTO BMENIATEIbCTBA B MpPOLECC (PYHKIIMOHUPOBAHUS KOHKPET-
Hoit AC

Hesepno: Takoro Her

Hesepno: cnacaet BianensiieB AC 0T HEOOXOAMMOCTH MPUHATHS KapAUHAIBHBIX MEp MO MOJI-
HOH 3aMEHE CPEJCTB 3aIUTHl HA HOBBIE

Bepno: ompenenseT o011y cucTeMy B3IJISIOB B OpraHU3alliy Ha POOJIeMy 3aliuThl HH(pOpMa-
1y B AC U IyTH penieHus 3Toi mpoOsieMbl C y4eTOM HAKOIJICHHOTO OMBbITa U COBPEMEHHBIX
TEeHJICHLUN €€ Pa3BUTH

HesepHo: ompenensier mpaBmiia oOpareHusi ¢ WHPOPMAIMEH U OTBETCTBEHHOCTh CYyOBEKTOB
WH(GOPMAIIMOHHBIX OTHOIIEHHH 32 UX COONIOICHUE

HeBepHOZ HHU OAHO U3 NCPCUYNCICHHBIX

Bompoc Ne 12.

Bompoc: Hapymurens — 1o

HeBepHO: MHIYKIIMOHHBIM KaHaJl MepexBara, He TpeOYIOIMH KOHTAaKTHOTO MOJKIIOYEHHS K
KaHajaM CBS3U

HeBepHo: cCOBOKYIMHOCTh MCTOUYHMKA MH(GOpPMAIUU, MaTEepUaIbHOTO HOCUTENS WINA Cpeibl pac-
IPOCTPAHEHUsI HECYILETO YKa3aHHYI0 MH(POPMALMIO CUTHAJla U CPEICTBA BBIACICHUS HHPOpMa-
IIMU U3 CUTHAJa U HOCUTEIIS

HeBepHO: KOMIUIEKCHI CIIEUATBHOTO TEXHUYECKOTO M MPOrpaMMHOr0 oOecrieueH s, mpeJHa3Ha-
YEHHbIE JJIs1 IPEOTBPAICHHs YTeUKH 00pabaThiBaeMoil UiIu XpaHsiencs nHpopMauu

BepHo: nu1io, npenpuHsBIIEe MONBITKY BBHIIOIHEHUS 3allPELICHHBIX Olepaluii o omuoKe, He-
3HAHUIO WA OCO3HAHHO CO 3JIbIM YMBICJIIOM WJIM 0€3 TaKOBOT'O U MCHOJB3YIOILIEe AJIS ITOr0 pas-
JIMYHBIE BO3MOXHOCTH, METOBI U CPEACTBA

HesepHo: mpenocraBienue cyoObeKkTy paB Ha JOCTYH K OOBEKTY
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HeBepHo: HU OAHO U3 NCPCUYNUCICHHBIX

Bonpoc Ne 13.

Bonpoc: Dnektpuueckuil kaHai nepexsara nHGopMaluu

HeBepHo: He TpeOyeT KOHTaKTHOTO MOJKIIOUEHHUS K KaHaJaM CBS3H

Bepno: npeamnonaraeT KOHTaKTHOE MOAKIIOUYEHUE K JTUHUSIM CBSI3U

Hesepno: dopmupyercs mytem "BoicokodactoTHoro oomyuenuss”" TCOU, npu B3auMoelcTBUN
ANEKTPOMATHUTHOTO MOJIs1 KOoToporo ¢ anemenTamMmu TCOUW nmponcxonuT nepeusiaydeHne dIIeK-
TPOMAarHUTHOTO T0JIs, TPOMO/YJIMPOBAHHOTO HH(POPMAITMOHHBIM CUTHAJIOM

HesepHo: ucnosne3yeT cpefy pacrnpocTpaHeHHs BO3AyX

HeBepHO: HM 0JJHO U3 NIEPEUNCIIEHHBIX

Bormpoc Ne 14.

Bormpoc: Yrposa — aro

HeBepHo: npoBepka MOUIMHHOCTH MAEGHTH(UKALMU MOJIB30BATENsl, MPOLEcca, YCTPOUCTBA HITH
APYyroro KOMIOHEHTa CUCTEMBI

BepHo: noTeHIManbHO BO3MOXKHOE COOBITHE, ACUCTBHUE, MPOLIECC UM SBICHUE, KOTOPOE MOKET
MIPUBECTU K HAHECEHUIO yiepOa 4YbUM-1100 UHTEpecam

HeBepHO: COBOKYNHOCTh MCTOYHMKA MH()OPMALUU, MaTEPUATBHOTO HOCUTENS WM CpPelbl pac-
MIPOCTPAHEHHUs] HECYLIETO YKa3aHHYI0 MH(OpPMalMIO CUTHAJA U CPEJICTBA BBIJEICHUS HH(pOpMa-
LIUY U3 CUTHAJA U HOCUTEIIS

HeBepHoz BCIIOMOIr'aTC€JIBHBIC CPCACTBA, BEIXOAAIIUE 3a IIPEACIIbI KOHTpOHpreMOfI 30HBI, a TaK-
e IMOCTOPOHHHUE MPOBOJA U KabeaH, K HUM HE OTHOCSIINECS

HeBepHoz MPEAIIOJIOXKCHHUA O KaTCropuAX JIML, K KOTOPBIM MOXET MPUHAAJICKATE HAPYIIUTECIIb

Bompoc Ne 15.

Bonpoc: buomerpus - 3to

Bepno: paznen Hayku, 3aHUMAIONINICS KOJTUYECTBEHHBIMU OMOJIOTUYECKUMU SKCIIEPUMEHTaMHU C
NPUBJICUYCHHUEM METOJ0B MAaTEMaTHUECKONW CTATUCTHKH

Hesepno: gaktunockonus

HeBepHo: pacrno3HaBaHus 111

Hesepno: Bepudukaius noamnucu

Hesepno: udpoBoii kox

Bonpoc Ne 16.

Bomnpoc: auio, npeanpuHsBIIee MONBITKY BBHIIOJHEHUS 3alpelleHHbIX onepaunii (AeicTBuii) mo
olMOKe, He3HAHUIO WJIM OCO3HAHHO CO 3JIbIM YMBICIIOM (M3 KOPBICTHBIX MHTEPECOB) WK 0e3 Ta-
KOBOTO (paJill UTPbI MU YJIOBOJIBCTBUS, C LIEIbI0 CAMOYTBEPKACHUS U T.11.) ##H#

BepHo: HapymuTens

Bonpoc Ne 17.

Bompoc: 11t coxpaHeHHsI TOJIOCOBOTO OTIIeYaTKa TpeOyeTcs: 00beM:
Hesepno: 8 6ut

Bepno: 30 k0aiit

Hesepno: 300 mOaiiT

Hesepno: 1 I'Gaiit

Hesepno: 1 Kour

Bonpoc Ne 18.
Bormpoc: cratndeckue MeTo1bl OMOMETPUIECKON UACHTU(DUKAIIH -
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HeBepHO: OCHOBBIBAIOTCS Ha MOBEJICHUYECKON XapaKTEpPUCTHKE YeJIOBEKa — OCOOCHHOCTSX, Xa-
PaKTEpHBIX VIS MOJICO3HATENbHBIX JBMKEHHUI B MPOLECCE BOCIPOU3BEACHUS KaKOro-11u0o ei-
CTBHUS

HeBepHo: o0ecrieunBarOT MOCTOSIHHBIE XapaKTEPUCTUKU ONpeiesieHus: uAeHTuUKaropa
HeBepHo: HEeM3MEHHBIE BEPOSTHOCTH CTATUCTUYECKOT0 METO1A

HeBepHo: HM 0JTHO U3 NTEPEUYUCIICHHBIX

BepHo: 0CHOBBIBAIOTCS Ha (PU3HOIOTMYECKON XapaKTEPUCTUKE YellOBEeKa, TO €CTh YHUKAJIbHOM
CBOMCTBE, JAHHOM €MY OT POXICHHUS U HEOThEMIIEMOM OT HETO

Bompoc Ne 19.

Bompoc: IIporpaMmMHoe pa3MarHU4MBaHUE -

HeBepHo: ynaneHne mporpaMmm ¢ MOMOIIBI0 MarHuTa

HeBepHo: He cymiecTByeT

HesepHo: cocTout u3 Oosiee ueM Tpex Uiu 00Jiee JIOTHIECKUX YacTen

HeBepHo: HU OJTHO U3 MEPEUNCICHHBIX

BepHo: YHUYTOXKCHUEC JaHHBIX HA MAarHUTHOM HOCHUTCIIC ITYTEM MHOFOKpaTHOfI OIrcpanuru 3aru-
CH pa3IMYHBIMU TICEBAOCTYYaHBIMU KOIaMU

Bonpoc Ne 20.

Bompoc: Cinyx06a KOMIIBIOTEPHON O€30MAaCHOCTH — ATO

Heepho: hopmupoBanue TpeOOBaHUI K cUCTeMe 3aIlUThI B Tiporiecce co3aanus AC

BepHo: mTaTHOe WM HEIITaTHOE MOJpa3/elIeHne, CO3/1aBaeMoe ISl OpraHu3aluy KBaluuiu-
POBaHHOM pa3pabOTKH CUCTEMBI 3aIUTHl HH(POpMaIK U odecriedeHus ee PyHKIIMOHUPOBAHHS
HeBepHo: nonomHuTeNnbHbIe HEYJ00CTBA, CBA3aHHbBIE ¢ OOJIBIINM 00BEMOM PYTHHHON (popmaib-
HOU J1eATEIbHOCTH

HesepHo: ciy»0a oxpaHbl, UCIIOIB3YIONIAsl B pad0Te KOMITBIOTEPHI sl HAOTIOICHUS U OXPaHbI
HeBepHo: oxpaHa KOMIIbIOTEPHOM TEXHUKU MPEANPHUATHS CITyK00i 6e301acHOCTH

HeBepHo: HU 0JTHO U3 NTEPEUUCTICHHOTO

Bompoc Ne 21.

Bomnpoc: Ayrentuduxanus — 310

BepHo: mpoBepka MOJIMHHOCTH HJIEHTH(UKALMU TOJIb30BaTelNsd, Mpolecca, yCTPOMCTBAa WM
JpYyroro KOMIOHEHTa CUCTEMBbI

HesepHo: paboTa 3a rpaHbiO0 CUCTEMBI 3aIITUTHI IPEATPUSITHS

HeBepHo: nepeaya npas 1MoJib30BaHUs HH(pOpMAIMEN APYroMy JIHILY

HesepHo: nepenaua nHGopMauy o 3aiuieHHOMY KaHally CBS3H

Hesepho: nepenaua nHGopMaIiy mo He3alUIICHHOMY KaHally CBS3U

Bonpoc Ne 22.

Bomnpoc: creranorpadus — 3to

HeBepHo: ncnosb3oBanue muppoBaHus MU Nepeaaye JaHHbIX

BepHo: Hayka o ckpbITO# Iepenaue nHpopManuu myTéM COXpaHEeHHsI B TallHEe camoro ¢akTta rme-
penauun

HesepHo: pa3aen HayK 0 IpOrpaMMHBIX CPEACTBaX 3aKpbITH HH(DOpMaUu

HeBepHo: anmapaTHOE cpeICTBO 3alUThl HH(POpMALUN

HesepHo: nepemermmBanye 0JIOKOB TEKCTa /I HEBO3MOXKHOCTH TIPOUTEHUS

HeBepHo: Hayka 00 ucuesnysiei uHGopMau

Bonpoc Ne 23.

Bomnpoc: monynsiuust — 3To

HesepHo: n3MeHeHue coaepkanusi HHPOPMAITMOHHOTO KOHTEHHEpa Ha HOBOE HEYUTAEMOE
HesepHo: mporiecc, 00paTHbIil cTeranorpadumn
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HeBepHo: BbIieIeHUE MOJIE3HOM HH(POPMAIMK U3 3aKOIMPOBAHHOIO COOOIIEHUS

Bepno: mporiecc U3MeHEeHHs OJTHOTO WUJIM HECKOJIBKUX MapaMeTpPOB BHICOKOYACTOTHOTO MOJTYJIU-
pyemoro KoyiebaHus Mo 3aKOHY MH()OPMAITMOHHOT'O HU3KOYACTOTHOT'O COOOIIEHUS

HeBepHo: mpriMeHeHrEe METOJ0B MPOTPAMMHOI'0 CTUpaHusi HHGOpMaIuu

HeBepho: nepeceueHre HHOOPMAIIMOHHBIX TTOTOKOB C LIEIbI0 COKPBITUS COJIEPKUMOTO KaXKI0T0
U3 HUX

HeBepHo: pacripocTpaHeHHe JaHHBIX yepe3 mudpyroliee ycTpoucTBO

Bormpoc Ne 24.

Bompoc: CamMblil BEpXHHI YPOBEHB 3aIUTHI —
HesepHo: TexHUYECKUI

HesepHo: cMenanHsbIit

HesepHo: mporpaMMHBIii

Bepno: 3akoHOAaTENBHBIN

HeBepHo: NHXEHEPHBIN

Hesepno: ynpasisronimit

HesepHo: opranu3aiuoHHBIN

Bonpoc Ne 25.

Bormpoc: 310yMBINIUIEHHUK — 3TO

Hesepho: monp3oBatens DBM, He coOroaaonuii mpaBuia Mojib30BaHUs

HeBepHo: BHyTpeHHUI HApYIITUTEh ABTOMATH3UPOBAHHOW CHCTEMBI 00pabOTKH MH(MOpMAITUN
HesepHo: 11110, HCTIONB3YIOIIEE IPOrPAMMBI ISl CEKPETHOTO KOITMPOBAHUS

BepHo: nosip30BaTenbs WM NporpaMma, HEPAaBOMOYHO IBITAKONIUECS MOJYyYHTh JOCTYII K OT-
JIEIIBHOMY KOMITBIOTEPY MJIM KOMIIBIOTEPHOU CETH

Hesepno: HeneranbHbIi nosib3oBaTess OBM

HeBepHo: ObIBIIMIA COTPYAHUK, UMEIOIIUH MpaBa JOCTYyIa K CUCTEME

Bonpoc Ne 26.

Bonpoc: BubpaiimoHHbIil KaHa!l yTeUKd HH(OPMaLIMK UMEET CPeioi paclipOCTpaHEHUs
Hesepno: Bo3ayx

BepHo: KOHCTpYKIIMY 3/1aHAN

HeBepHO: 251eKTpOMarHuTHbIE BOJIHBI

HesepHo: ontrueckui 1y4

HeBepHO: HU 0JTHO U3 NIEPEUYUCIICHHBIX

Bonpoc Ne 27.

BOHpOCI KOCBCHHBIC KaHaJIbl IPOHUKHOBCHUSA B CUCTCMY

HesepHo: TpeOyrOT MPOHUKHOBEHHS B MMOMEIICHUS, TJI€ PACIIOI0KEHBI KOMIIOHEHTHI CHCTEMBI
HeBepHOZ HHU OAHO U3 NCPECUNCICHHBIX

HesepHo: TpeOyrOT HaMU4Hs Maposs AJs BXOJa B CUCTEMY

HeBepHo: ucnonap3yroT COBMECTHOE UCTIOIb30BaHuE pecypcoB AC

BepHo: He TpeOyrOT MPOHUKHOBEHHUS B MTOMEIIIEHUS, TJIE€ PACTION0KEHBI KOMIIOHEHTHI CHCTEMBbI
HeBepHOZ HHU OAHO U3 NCPCUYNCICHHBIX

Bompoc Ne 28.

Bomnpoc: LlenocTHOCT HHPOPMALIUT — 3TO

BepHo: crmocoOHOCTh CpeACcTBa BBHIYHCIUTEILHON TEXHUKH WM aBTOMATU3MPOBAHHON CHCTEMBI
oOecrieynBaTh HEM3MEHHOCTh HH(GOPMAIIMK B YCIOBUAX CIyYalHOTO U (WJIM) MPpeTHAMEPEHHOTO
HCKAXXCHU

HeBepHo: crioco® orpaHn4eHus JOCTyna MoJjib30BaTelNeil K KOMITBIOTEPHOM cucTeMe wiu ee (aii-
JIaM C MCII0JIb30BaHUEM METO/1a NapOJIUPOBaHUS



22

HesepHo: mpe1oTBpallieHNe UiIN CYLIECTBEHHOE 3aTPyAHEHUE HECAHKIIMOHMPOBAHHOIO JOCTYTa
HeBepHo: yHHKaNbHBIN NPU3HAK CyObEKTa WM 00bEKTa JOCTyMa

HeBepHo: cocTosiHME 3aIUIIEHHOCTH MH(POPMALIMOHHON cpelibl 001IecTBa, oOecneunBarolee ee
(dbopMHUpOBaHUE U pa3BUTHE B UHTEPECAX Ipak/iaH, OpraHu3aluil U rocyjapcTaa

HeBepHo: pa3rpaHndeHue JOCTyIa MeX/y TOMMEHOBAHHBIMU CYOBEKTaMH U MOMMEHOBAHHBIMU
00BbEKTaMU

Bompoc Ne 29.

Bonpoc: Mopaenb HapyImuTens — 3To

HeBepHo: onmcanue mporecca B3JI0Ma KOMITBIOTEPHOW CHCTEMBI

HeBepHO: XapaKTepUCTHKU B3aUMOACHCTBHS MH()OPMAIMOHHBIX MPOIECCOB IMPHU B3IOME CHU-
CTEMBI

HesepHo: onricanue AeMCTBHIA MO 3aIIUTE aBTOMATU3UPOBAHHOW CUCTEMBI

Bepno: abctpaktHoe (popmanmzoBanHOe WM HEHOPMAIM30BAHHOE) OMHCAHUE HAPYIIUTEIS
MIPaBUII Pa3rpaHUYCHUS JOCTYyTa

HesepHo: equaMIa HHOOPMAIIMOHHOTO pecypca aBTOMAaTU3UPOBAHHON CHCTEMBI, JIOCTYI K KOTO-
pOIi perIaMeHTUpyeTCs IPaBUIIaMU pa3rpaHUUeHUs JOCTyTa

Bonpoc Ne 30.

Bompoc: O6paboTka nndopmaruu -

HeBepHo: n3ydeHne XxapakTepUCTHK MOJIb30BaTeNel HHPOPMAITMOHHON CHCTEMBI

HesepHo: koaupoBanue u mmdpoBaHue HHPOPMAIIMOHHBIX TOTOKOB

HeBepHo: kBaHTOBaHHE MPOIIECCOB BHIYUCIUTEILHON CHCTEMBI

HeBepHo: pa3iessifoT BEIYMCIUTENFHOE BPeMs TJIaBHOTO CepBepa

HesepHo: pa3aeneHue 10CTyma U MOJTHOMOYKN B aBTOMATU3UPOBAHHOW CUCTEME

BepHo: c6op, xpanenue, o0paboTka U BOCTIPOM3BEICHHUE JAHHBIX CPEICTBAMH BBIYHCIUTEIHLHOMN
TEXHUKHU

Bonpoc Ne 31.

Bompoc: JleWicTBus, npeanpuHUIMaeMble KPUNTOAHATMTUKOM C IIEJIBI0 PACKPBITUS CEKPETHOTO
KJIIOYa - 9TO ###

BepHo: aTaka

Bompoc Ne 32.
Bonpoc: Kpunronorus coctout u3 AByx dacteit: 1) kpunrorpadus 2) ###
BepHo: kpunroananus

Bompoc Ne 33.

Bomnpoc: IloncnymmBanue co CTOpPOHBI IPOTUBHUKA HAa3bIBAETCS
HeBepHo: akTHBHBIM NepexBaTOM COOOIIEHUI

BepHo: maccuBHBIM MepexBaTOM COOOIICHUI

HeBepHo: mojcMmaTpuBaHueM 3a COOOIIEHUSMH

HeBepHo: 310yMBIIIICHHBIM NTEPEXBATOM COOOIICHU

HesepHo: BeIicIeHreM HHPOPMAIIMH U3 COOOIICHUS

Bompoc Ne 34.

Bomnpoc: npsimoe/o6paTHoe Kpunrorpadguueckoe mpeodpa3zoBaHue, BHIIOIHIEMOE B X0¢e MHug-
POBaHMSI OTKPBITOTO TEKCTA U AU POBAHUS IIUPPOTEKCTA — ITO #H#

BepHo: kpuntoanroputm

Bonpoc Ne 35.
Bomnpoc: Ilepsblit anroputm [11s1 000011I€HHOTO MKU(POBAHUS C OTKPBITHIM KIIFOUOM —
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Hesepho: xa11 QpyHKIUSA

Bepno: anroput™ prok3zaka
Hesepno: anroputm Db ["amans
Hesepno: anroputm [le byapaza
Hesepno: DES

Bonpoc Ne 36.

Bormpoc: mporniece pacro3HaBaHus dIeMEHTa CUCTEMBI, OOBIYHO C TTOMOIIBIO 3apaHee ONpeIeIIeH-
HOTO UJIHTU(UKATOPA WIN APYTON YHUKATBHOU WH(OPMAIIUU — 3TO

BepHo: naentuduxamnus

HesepHo: cucteMoTeXHHKA

Hesepno: auckperuzanus

HesepHo: peannsanus

HesepHo: omudposka

HeBepHo: oTmeuaTok manbiia

Bonpoc Ne 37.

Bormpoc: mmudp, KoTopblii pu KakaoM mu(poBaHUM MPEBpAIIAET OJUH U TOT K€ OUT miin OaiT
OTKPBITOTO TEKCTa B PA3IUYHBIC OUTHI I OAUTHI MU(POTEKCTA —

HesepHo: 6;109HBIIM

BepHo: noTOKOBBIN

HesepHo: konb1ieBon

HeepHo: ananorossiii

Hesepno: mudposoit

Bompoc Ne 38.

Bomnpoc: kpunrorpadus ¢ CeKpeTHBIMH KJIFOYaMU UCTIONb3YET
HeBepHo: acumMeTprUYHbIE aITOPUTMBI IUPPOBAHUS

BepHo: cuMMeTpuYHbIE aNTOPUTMbI HIH(PPOBAHUS

HeBepHo: cBepXCHMMETpUYHBIE aITOPUTMBI NG POBAHUS
HeBepHo: KoblieBbI€ aNTOPUTMbI HIH(PPOBAHUS

HesepHo: miockue anropuTMsl HMppoBaHus

Bompoc Ne 39.

Bomnpoc: nonmy4yeHne oTKpBITOro TEKCTa MO HaOI01aeMOMy IU(PPOTEKCTY —
HesepHo: xpunronorus

BepHo: kpunroananus

Hesepno: kpunrorpadus

HesepHo: kpuntocucrema

HeBepHo: HECaHKIIMOHUPOBAHHBIN JTOCTYII

HesepHo: kpunToxitou

Bonpoc Ne 40.

Bomnpoc: cBeaenus o nuuax, npeaMerax, Gakrax, COObITHSIX, IBICHUSIX U MPOLIECcCaX HE3aBUCHUMO
0T (hOpMBI UX TPEICTABICHUS #HH

Bepno: undopmanus

Bomnpoc Ne 41.

Bomnpoc: 3akiouyaercss B 3aMeHe Kax/10i OyKBBI Ha CIEIYIOLIYIO 3a HEll B ajdaBuTe yepe3 He-
KOTOpPOE 33aJIaHHOE YHCIIO OYKB

Hesepno: mmdp Omnpb [N'amans

Hesepno: mmgp DES
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Hesepno: mmdp /e byaszapa

Bepno: mmudp Lezaps

Hesepno: mmdp 3DES

HeBepHo: HU 0JTHO U3 MEPEUNCICHHBIX

Bomnpoc Ne 42.

Bonpoc: KpunrocTtolkocTs — 310

HeBepHo: BO3MOXXHOCTB OBICTPOT0 BCKPBITHS IIK(dpa

HeBepHo: BO3MOXKHOCTB J10JITOM paboThl 0e3 yTpaThl JOBEPHS

HeBepHo: cBOICTBO KpUNITOCUCTEMBI 110 HAJIEKHOMY MIHU(POBAHUIO

BepHo: cBOMCTBO KPUIITOCUCTEMBI BBIIEPKUBAThH BCE Pa3HOBUIHOCTHU aTaK

HeBepHo: cBOICTBO KpUNITOCHCTEMBI BBIACPKUBATH BCE BU/IbI MHTEJUIEKTYaIbHbBIX aTaK
HeBepHO: HU 0JJHO U3 NIEPEUNCIIEHHBIX

Bonpoc Ne 43.

Bormpoc: 6panamayap —

HeBepHo: aHTHBHpYCHOE IPOrpaMMHOE 0OecrieueHue

Bepno: 6apbep, 3alIUIIAIONINI OT MOMBITOK 3JI0YMBIIIJIEHHUKOB BTOPTHYTHCS B CETh
HeBepHo: momnbITKa MPOHUKHOBEHUS B CUCTEMY Y€pe3 KOMIIBIOTEPHYIO CETh
HeBepHo: ncnosb3yeT cpey pacpoCcTpaHEHUs BO3IYX

HesepHo: mporpaMMma Asisi OpraHu3aIiiy BUPTYaTbHON «TIECOYHUIIBI

Bormpoc Ne 44.

Bomnpoc: Anonumaiizep — 3to

HeBepHo: mpoBepka MOIMHHOCTH WACHTU(UKAIIMK TTOIH30BATENs, MPOIecca, YCTPOUCTBA UITU
JIPyTOro KOMIIOHEHTa CUCTEMBbI

BepHo: mporpamma, mno3BossrolIas 3aMacKMpoBaTh CBOW peanbHbl [P-ampec, wucnonb3ys
AHOHVWMHbBIE MPOKCHU-CEPBEPHI

HeBepHO: COBOKYMHOCTh MCTOYHHMKA WH(GOPMAIIUU, MATEPUATHLHOTO HOCUTENS WA CPebl pac-
MPOCTPAaHEHHUS HECYIIETO YKa3aHHYI0 WH(OpPMAIMIO CHTHAJA M CPECTBA BbIACICHUsS WH(popMa-
IIUH U3 CUTHAJIa UJIM HOCUTEIIS

HeBepHo: BcrioMoraTenbHble CPEACTBA, BHIXOASAIINE 32 IPEAEIIbI KOHTPOJIUPYEMOM 30HBI, a TaK-
K€ TIOCTOPOHHHE MTPOBOA U KaOeH, K HUM HEe OTHOCSIIUECS

HeBepHo: mpeanonokeHus: 0 KaTeropusix JIMI, K KOTOPbIM MOXET MPUHAIIIEKATh HAPYIIUTEIb

Bompoc Ne 45.

Bomnpoc: MHorogakropHas ayTeHTH()UKALNSA — 3TO

BepHo: crioco0 ayTeHTH(hUKAIINKT C HCTIOTB30BAaHIUEM HECKOIBKUX CIIOCOOOB OJTHOBPEMEHHO
HeBepHo: nakTHiIOCKONHS U OMOMETPHS

HeBepHo: pacrio3HaBaHue JIAIA B OTIIEYATKOB TAJTBIICB

HesepHo: Bepudukaiys noanucu Ha ocHoBe anroputMma [lamans

Hesepno: nudposoit kog USB Openka

Bompoc Ne 46.

Bomnpoc: B cucreme UNIX nmMeeT npaBo Ha BHIIOJTHEHUE BceX 0€3 UCKIIIOUCHUS onlepanuii: ###
Bepno: cynepnosib3oBareinb

Bepno: root

Bonpoc Ne 47.

Bonpoc: M3onupoBanHas mporpaMMHas cpea

HeBepHo: 3amumaer oT yTedky KOH(UASHIHAIbHOW HHPOpMaLUU
Bepno: He 3amuinaer ot yreuyku KoHGUACHIIMAIbHOW HH(OpMaluu
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HeBepHo: 00bIYHO IPUMEHSIETCS B COBOKYITHOCTH C U30UPATEIIbHBIM JOCTYIIOM

HeBepHOZ HC HAa3HA4YACTCA CY6’LGKTaM, OT UMCHHU KOTOPBIX BBIMTOJTHAIOTCA CUCTEMHBIC ITPOICCCHI
HeBepHo: umeeT TpU] CEKPEeTHOCTH OOBEKTa CTPOr0 HIKE YPOBHS KOH(HUACHIIMAILHOCTH
nporiecca

Bompoc Ne 48.

Bomnpoc: Ayrentuduxanus -

HeBepHo: HCKITFOUaET IPSIMOE B3aUMOJICHCTBUE MEXTy aBTOPU30BAHHBIM KJIHMEHTOM W BHEITHUM
XOCTOM

HesepHo: ocymiectBisieTcss Ha ocHOBe nH(popManuu, coaepxkaiieiics B TCP- u IP- 3aromoBkax
MaKeTOB

HeBepHo: sBNsieTCS MapIIpyTH3aTOPOM MM KOMIIBIOTEPOM, Ha KOTOPOM pabOTaeT MporpaMMHOE
o0ecrieueHue

HeBepHO: HU OZJHO U3 IEPEUUCIICHHBIX

BepHo: cpeacTBo, mpoBepsioliee, 4To MOCIABIINNA COOOIICHNE WK 3apoc 00BEKT 00Ta1aeT He-
00XOTMMBIMH JISI TOTO ITpaBaMu

Bompoc Ne 49.

Bomnpoc: 6panaMayspbsl 3KCIIEPTHOTO YPOBHS

HeBepHo: ncnonbs3yior uaeHTU(GUKAIIMOHHYI0 HHPOPMAIIHIO, CO3JaHHYIO NPU BBEACHUH MapOJIst
HeBepHo: He CyIIeCTBYIOT

HesepHo: coctosat u3 6osee ueM Tpex uin 0oJiee JOTHISCKUX YacTen

HeBepHo: KOmupyIOT MakeThl B 000MX HAIMIPABJICHUSAX, HE OCYIIECTBIISAS UX (PUIbTPAIIMU

BepHO: OIIEeHHBAIOT COEPKUMOE KAKIOTO TTaKeTa B COOTBETCTBHH C TIOJIUTUKOM O€30MTaCHOCTH

Bompoc Ne 50.

Bomnpoc: IlepconanbHble TaHHBIE — 3TO

HeBepHo: ciyxeOHble CBeleHHUS, AOCTYN K KOTOPHIM OrpaHWYeH OpraHaMu TOCyJapCTBEHHOM
BJIACTH B COOTBETCTBUHU C ['paxkianckuM kojiekcoM PO u denepanbHbIMU 3aKOHAMHU

BepHo: cBenenust o ¢paktax, COOBITUAX U OOCTOSITENILCTBAX YaCTHOM KU3HM TPaXKTaHUHA, TT03BO-
JSFOIIME UICHTU(DUITUPOBATH €ro JIMYHOCTh

HesepHo: nHdpopmaius opraHoB rocy1apCTBEHHON BJIACTH, KOTOPYIO OHU MEPEAAI0T B KOMMEp-
YECKUE CTPYKTYPBI

HesepHo: nndopmarius, He SBISIOMASACS TOCYIapCTBEHHBIMU CEKpPETaMu

HeBepHo: nepeyeHsb cBeieHNH KOH(UACHIIMAIBHOTO XapaKTepa

HeBepHo: HU OHO U3 IEPEUUCIEHHOTO

Bompoc Ne 51.

Bomnpoc: mpoBepka MOAIMHHOCTH WAEGHTH(PHKAIMK TOJIb30BATENs, MpoOIecca, YCTPOWCTBA WU
JIPYTOTO KOMITOHEHTA CUCTEMBI: ##H#

Bepno: ayrentuduxarms

Bonpoc Ne 52.

Bonpoc: KonpuaenunanbHas uHGopManus — 3To

HesepHo: oTnenbHbIE TOKYMEHTBl U OTAEIBHBIE MACCUBBI JOKYMEHTOB, JOKYMEHTBI 1 MaCCUBBI
JIOKYMEHTOB B MH(POPMAIIMOHHBIX CUCTEMaX

BepHo: nokymeHTHpOBaHHAs MH(OpMAIH, TOCTYN K KOTOPOH OrpaHUYMBAETCSI B COOTBETCTBUHU
¢ 3akoHOzaTenbCcTBOM Poccuiickon denepannn

HeBepHno: cBeneHust o ¢axrtax, COOBITUSX M OOCTOSTENBCTBAX KH3HH TPakKIaHWHA, IO3BO-
JSIOUINE UACHTU(PHUIIMPOBATH €r0 JTUYHOCTh

HeBepHo: 1oKyMeHTHpOBaHHAs MH(OpMaLUs, HEIPaBOMEPHOE OOpallleHHe C KOTOPOW MOKET
HAHECTH yIepod ee COOCTBEHHUKY, BJIAJIEIIbILY, [10JIb30BATEI0 U HHOMY JIUILY
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HeBepho: 3adukcupoBaHHasi Ha MaTepUaIbHOM HOCUTeNle MH(OpMAIHs ¢ peKBU3UTAaMH, MO3BO-
JSIOUMMU €€ UACHTU(DUIIUPOBATD
HeBepHo: nokyMeHTHpOBaHHas HH(popMaIus Jr000ro Tuna

Bonpoc Ne 53.

Bonpoc: DnextponHas nudpoBas HoIMUCh — 3TO

HeBepHo: TOKyMEHT, B KOTOpOM MH(OpMaIUs IpeAcTaBiIeHa B 3JIeKTPOHHO-LU(POBOii hopme
HeBepHOZ JOKYMCHT Ha 6YMa)KHOM HOCHUTCEIIC, BBIHaHHBIﬁ B COOTBCTCTBHMU C IIpPpaBUJIaMH CH-
CTEeMbI cepTU(UKaUU

HeBepHo: 1oOKyMeHT Ha OyMa)XHOM HOCHUTEJIE WIIH AIEKTPOHHBIA JOKYMEHT C 3JIEKTPOHHOM U] -
POBOI IOJITUCHIO YIIOJTHOMOUYEHHOTO JIMIA YJOCTOBEPSIOIIETO LIEHTPA

BepHO: peKBU3HUT AJIEKTPOHHOIO JOKYMEHTA, NpPEIHAa3HAYCHHBIA IS 3alIUThl JAHHOTO JJIEK-
TPOHHOTO IOKyMEHTA OT MOAJIEIKU

HesepHo: nmoanuce B Buje HuppoBoro Koaa BiaenbLa

HeBepHo: ynoctoBepsitouii cepTudukat

HeBepHo: pacripocTpaHeHHEe AaHHBIX yepe3 MU (pyolee yCTPOUCTBO

Bompoc Ne 54.

Bomnpoc: nemunurapuszoBannas 30Ha (DMZ) — 3o

HeBepHo: BcmomorarenbHas 4acTh CETH

Hesepho: cnioco6 mudpoBanus nHGopMauu

HeBepHo: crtoco0 XpaHEeHHsI CEKPETHOTO KTr04a

BepHo: TpeTuii CEerMeHT, 3alMIEHHBIA U3BHE, HO U U30JMPOBAHHBINA OT OCTAJIbHON BHYTPEHHEN
ceTH

HeBepHo: nHX)eHEepHBIA YPOBEHb 3aLTUTHI

HeBepHo: ynpaBisronimii MexaHu3M ayTeHTH(UKATIT

HeepHo: oprann3aiiioOHHbIN KaHAJ 3a1AThI

Bonpoc Ne 55.

Bormpoc: Yteuka nadopmaruum — 31o

HeBepHo: HeCaHKIIMOHMPOBAHHOE N3MEHEHHE HHPOPMALIUU, KOPPEKTHOE 10 opMe, coepxa-
HUIO, HO OTJIMYHOE 110 CMBICITY

BepHo: o3HakoMIIeHHE TOCTOPOHHETO JIUIA C COAECP)KaHUEM CEKPETHOM nHpopManuu
HesepHo: noteps, XxulieHue, pa3pyieHUe WIA HEMOIYYEHUE IEPETAHHBIX TAHHBIX

HesepHo: nepeMenieHne TaHHBIX B KaHAJE CBA3U

HeBepHo: M3roToBiieHNe paguoKydKoB

Bompoc Ne 56.

Bormpoc: YpoBeHb CEKPETHOCTH — 3TO

HesepHo: BouHCcKoe 3BaHuE 00paboTunka HHGOpPMaIIMU ITOCYJapCTBEHHOMN TaliHbI

Hesepho: cnoco6 mudpoBanus nHGopMauu

HesepHo: otBeTcTBeHHOCTH 3a Moaudukauuto u HC/] unpopmanum

BepHo: agMuHUCTpaTUBHAs WM 3aKOHOJATENbHASI MEPA, COOTBETCTBYIOIIAS] MEPE OTBETCTBEH-

HOCTH JIMIIA 32 YTEUKY WJIH MTOTEPI0 KOHKPETHON CEKPETHON MH(POPMAIIH, peraMeHTHPYEeMO

CHEHUAJIBHBIM IOKYMEHTOM, C YY€TOM rOCYJapCTBEHHBIX, BOCHHO-CTPATETHYECKUX, KOMMEpPUE-
CKHUX, CITy>K€OHBIX MJIU YaCTHBIX HHTEPECOB

HeBepHO: MHXXEHEPHBIN yPOBEHB 3AIUTHI

Bonpoc Ne 57.

Bonpoc: B yem 3akitodaercs OoCHOBHasi MpUYMHa NOTepb HHopmanuu, cBszanHoil ¢ [1K?
HeBepHo: ¢ T7100ampHBIM XUIIEHUEM HH(pOpMAIU

HesepHo: ¢ nosiBIeHNEM UHTEPHETA
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HeBepHo: ¢ MOAKYIIOM COTPYJHUKOB
Bepno: ¢ HepocTaTouHON 00pa30BaHHOCTHIO B 00J1aCTH 0€30aCHOCTH
HesepHo: ¢ Hu3koit HanexHocThio [TK

Bonpoc Ne 58.

Bonpoc: Uto Takoe HECAaHKIIMOHUPOBAHHBIN TOCTYH (HCT)

Hesepno: Co3ianue pe3epBHBIX KON B OpraHU3allun

Hesepno: [IpaBuiia u nosnoxxeHusi, BoIpabOTaHHbIE B OPraHU3alMU JUId 00X0/1a TapOJIbHOM 3aIiu-
THI

HesepHno: Bxon B cuctemy 03 coriacoBaHus C pyKOBOAUTENIEM OpraHU3aluu

HeBepHo: Y aanenue He HyKHOW HHPOPMALIUU

Bepno: [loctyn cyObekTa kK 00bEKTY B HapyIlI€HHE YCTAHOBJICHHBIX B CUCTEME MPaBUII pa3rpa-
HUYEHHUS JOCTyNa

HesepHo: nocTyn B 3anpelieHHOe NOMEIIEHNE

Bompoc Ne 59.

Bormpoc: Yrposa —oro

HesepHo: coOpITHE, TEHCTBUE, MPOIECC WM SIBJICHUE, KOTOPOE MPUBOIUT K yIIepOy YbUX-ITH00
HUHTEPECOB

HesepHo: Habop crmoco0oB 00x0/1a 3aIUTHI

HeBepHo: HeCaHKIIMOHUPOBAHHBIN JOCTYI K HH(OpMaIUH

Hesepno: Y panenue HyxHON nHGOpMauu

Bepno: Bo3MokHOE cOOBITHE, I CTBHE, TPOLIECC WK SBJICHUE, KOTOPOE MOXKET IPUBECTH K
yiiepOy YbUX-TH00 HHTEPECOB

HesepHo: nocTym B 3aKpBITHIN CalT

Bonpoc Ne 60.

Bonpoc: CoBOKYIHOCTh JOKYMEHTUPOBAHHBIX MPaBUJI, TPOLEAYD, TPAKTUUECKUX PUEMOB WIH
PYKOBOJIAIIMX MPUHIMIIOB B 0071acTH 6€30MaCHOCTH UH(OPMAIMH, KOTOPHIMH PYKOBOJACTBYETCS
OpraHu3aIys B CBOEH JesITeIbHOCTH HAa3bIBAETCS

HeBepHo: monuTtukoi nHGopmarmu

Hesepno: 3amuToii nnpopmanuu

HeBepHo: opranuzanueii 6e30macHOCTH

Hesepno: cuctemoii 6e30macHocTu

Bepno: monutukoii 6e30macHocTH

Hesepno: anTuBupycom

Bompoc Ne 61.

Bonpoc: YTo Takoe KOMIBbIOTEPHBII BUPYC?

HesepHo: Bupyc B opranuzmMe KOMIBIOTEPHOTO CIIENATINCTA

Bepno: Pa3HOBHIAHOCTH ITpOrpamMm, KOTOpPbIE CITIOCOOHBI K Pa3MHOKEHUIO
HesepHo: Pa3HOBUAHOCTH MpOrpaMM, KOTOPBIE CAMOYHHUYTOXKAKOTCS
Hesepho: Pa3zHOBUIHOCTH pOrpaMM, KOTOpBIE HE pabOTalOT

HesepHo: PasHOBHAHOCTH MpOTrpaMM, KOTOPHIE TUIOXO0 padOTArOT

Bompoc Ne 62.

Bonpoc: Kak noapazaensrorcst BApyChbl B 3aBUCUMOCTH OT 1€CTPYKTHBHBIX BO3MOKHOCTEMN?
Hesepno: CeteBble, (aiisioBbie, 3arpy304Hble, KOMOMHUPOBAaHHBIE

Bepno: be3BpenHble, HeonacHbIE, ONIaCHbIE, OUYEHB OITACHBIE

Hesepno: Pe3unenTtHble, Hepe3uIeHTHbIE

Hesepno: [Tomumopdubie, MaKpOBUPYCHI, BUPYChI-HEBUAUMKH, "Mlapazutudeckue", "cTyaeHue-
ckue", "uepBr", KOMIIAHBOH-BUPYCHI
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HeBepHo: O,Z[HOBeHIlOpHBIe 1 MHOTOBCHIOPHBIC

Bonpoc Ne 63.

Bonpoc: HasexxHbpIM cpeicTBOM OTBO/Ia HAaBEJCHHBIX CUTHAJIOB Ha 3€MITIO CITYKUT #H#
Bepno: 3a3emieHue

BepHo: skpanupoBanue

Bompoc Ne 64.

Bonpoc: Kakoif u3 mepeducieHHbIX aJIrOPpUTMOB IM(GPOBAHHUS Pa3pelIeHO HCMONb30BaTh B
opraHax rocyaapcTBeHHoM Biactu PD:

Hesepno: DES

Bepno: 'OCT 28147-89

Hesepno: RSA

Hesepno: 'OCT P 34.10-2001

Hesepno: PC-5 283147-98

Bonpoc Ne 65.

Bonpoc: WupopmannonHas 0e30MaCHOCTb aBTOMATU3UPOBAHHOM CHCTEMBI — 3TO COCTOSIHUE
aBTOMATHU3UPOBAHHON CUCTEMBI, IPU KOTOPOM OHA

HeBepHo: HEe MOXKeT caMOIIPOM3BOILHO OTKIIIOUUTHLCS WM NiepecTaTh o0padaTeiBaTh HH(OpMA-
11O

BepHo: ¢ 0aHOIi cTOPOHBI, CIOCOOHA MPOTHBOCTOATH BO3/1€HCTBUIO BHEIIHUX M BHYTPEHHHUX
HH(OPMALMOHHBIX YIPO3, a C APYIo — ee HATU4YUe U (PYHKIIMOHMPOBAHHE HEe CO3/1aeT
HH(OPMALMOHHBIX YIPO3 AJIsl 3JIEMEHTOB CaMO# CMCTeMbl U BHEIIIHeH cpeabl

HeBepHo: ¢ 0JHO# CTOPOHBI, CTOCOOHA MPOTUBOCTOSTH BO3ACUCTBUIO BHEITHUX M BHYTPEHHUX
MH(GOPMAILMOHHBIX YTPO3, a C APYTOil — 3aTpaThl Ha €€ GYHKIMOHUPOBAHHUE HUXKE, YEM MPEATIO-
JaraeMblil ymepO OoT yTeUKH 3aluiaeMoi HHpopMaIiu

HeBepHo: cnoco6Ha MPOTUBOCTOATH TOJBKO MH(POPMAIIMOHHBIM YIpo3aM, Kak BHEITHUM TaK U
BHYTPEHHUM

HesepHo: crioco6Ha MPOTUBOCTOATH TOJIBKO BHEIIHUM MH(OPMAaLlMOHHBIM YTPpO3aM

Bompoc Ne 66.

Bomnpoc: CyTs kOMIpomeTanuy nHGOpMaIHu:

HesepHo: BHeceHue n3MeHeHH B 0a3y JaHHBIX, B pe3yJIbTaTe Yero nojib30BaTellb JIUIIAETCs J10-
cTyna K uHpopMaIu

HeBepHo: HecaHKIIMOHUPOBAHHBIN JOCTYII K IlepeiaBaeMoil HHPOpMAIIMH 110 KaHAJIaM CBSA3H U
YHUUYTOXKEHHUS COJIepKAHUS TIepe1aBaeMbIX COOOILEHHH

BepHo: BHeCeHHe HeCAHKIIMOHUPOBAHHBIX H3MEHEHH I B 0a3y JaHHBIX, B pe3yJbTaTe 4ero
noTpeduTe/Ib BBIHYK/AEH JTH00 0TKa3aThCA OT Heé, 1M00 NpeANPHUHAMATD JONOJTHHUTE/Ib-
Hble YCHJINS VISl BbISIBJIEHUS] U3MEHEHUI M BOCCTAHOBJIEHUS] UCTHHHBIX CBeleHU i
Hesepho: nepenaua nHGopMaIuu Jpyromy mojab30BaTelto

HesepHo: nepemmdpoBanre nHPOPMAITMOHHBIX 0JI0KOB 0a3bI TAHHBIX

Bompoc Ne 67.

Bomnpoc: [IpuHIunuansHoe oTIndrue MEeXKCETeBBIX dKpaHoB (MD) oT cucteM 0OHapYKEHUS aTak
(COA)

Hesepno: OTinuue mo 3arpy304HbIM (QYHKIIHSIM 3aIIUATHI

Bepro: M 6bli1u pa3paGoTanbl /i1 AKTUBHOM MJIM NaccuBHO# 3amuTthbl, a COA — 14 ak-

THBHOI'0 MJIA MIACCHBHOI0 00HAPY:KEeHUS

Hesepuo: MO Obut pazpaboTaHbl JJ1si aKTUBHOTO WJIM TTAaCCUBHOTO 00HapyxeHus, a COA — s

AKTUBHOW WJIM IMTACCUBHOW 3aL{UThI

Heepno: MO paboTtaroT ToIbKO Ha ceTeBOM ypoBHe, a COA — ere u Ha Pu3nuecKkoM
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Hesepno: [IpyHIMIMAIBHBIX OTIMYUNA HET

Bonpoc Ne 68.

Bomnpoc: Ilox yrpo30ii y1aieHHOr0 aAMUHUCTPUPOBAHUS B KOMITBIOTEPHOW CETH MOHUMAETCS
yrposa

HeBepHo: BHepeHUs arpecCUBHOTO MPOrPpaMMHOI0 KOJla B paMKax aKTUBHBIX 0OBEKTOB BEO-
CTpaHMI]

HeBepHOZ nepexpara Ui MOoJMEHBI JaHHBIX Ha IYTAX TPAHCIIOPTHPOBKHU

HeepHo: BMemIaTensCTBa B TMYHYIO )KU3Hb

HeBepHo: mocTaBKu HEMPUEMIIEMOT'O COJIEPKAHUS

BepHo: HECAHKIIMOHMPOBAHHOTI0 YIIPABJIEHUSA YAAJE€HHBIM KOMIIbIOTEPOM

Bonpoc Ne 69.

Bompoc: Haunbonee 3¢ dhekTuBHOE CpeICTBO AJIs 3aIUTH OT CETEBBIX aTaK

HesepHo: ncnonp30BaHnEe aHTUBUPYCHBIX IPOTPAMM

HegepHo: nocenienne TonbKo «HaIEKHBIX» IHTEpHET-Y3110B

HeBepHo: nCHoIb30BaHUE TOJIBKO CEPTH(PULIMPOBAHHBIX IPOTPaMM-OpOy3€epOB MpH I0CTYTIE K
cetu HTEpHET

HeBepHo: ncnosbp3oBaHrne 0OHOBJICHUH MPOTrpaMMHOT0 00eCTIeYeH s U IpaiiBepoB

BepHo: ucnosnb3oBanme cereBbIX IKpaHoB wiH «firewall»

Bompoc Ne 70.

Bomnpoc: Uapopmanus, cOCTaBIsAIONIas TOCYJApCTBEHHYIO TalHY HE MOXKET UMETh TP
HeepHo: «He BCKpBIBaTb»

BepHo: «1141 Ci1yke0HOro0 1oJib30BaHUsD»

HesepHo: «cexpeTHO»

HeBepHO: «COBEPIIEHHO CEKPETHO

HesepHo: «0co00ii BaXXHOCTI

Bompoc Ne 71.

Bomnpoc: /lokyMeHT, onpeneauBIINi BaKHEHIIINE CEpBUCH O€30MTACHOCTH U MPEIOKUBIINN Me-
ToA KinaccuuKanuy HHPOPMAIIMOHHBIX CHCTEM 110 TPeOOBaHMIM 0€30MacHOCTH

Hesepno: pexomenganuu X.800

Hegepro: KpacHasi kHura

Hesepno: 3akon «O06 nndopmanuu, THGOPMAITMOHHBIX TEXHOIOTHSIX U O 3aluTe HHpOpMaIm»
Bepno: Opan:keBasi KHMTa

Hesepno: [Tonutuka 6e30macHOCTH

Bonpoc Ne 72.

Bonpoc: Konnenuust cucteMsl 3aliUThl OT HH(OOPMALIMOHHOTO OPY>KHsI HE JOJDKHA BKIIIOUATh
Hesepno: pexomenganuu I[TSU

Hesepno: 3akon «O06 nndopmaruu, nHGOPMAITMOHHBIX TEXHOJIOTHAX M O 3aIUTe WHPOPMAITUM»
BepHo: cpeacTBa HaHeCeHHsI KOHTPATAKH € MIOMOIIBI0 HHPOPMALMOHHOI0 OPY KU
HeBepHo: MexaHU3MBbI 3alIUTHI IOJIL30BATENIEH OT Pa3IMYHbIX TUIIOB U YPOBHEH yIrpo3 AJisd Ha-
[IMOHATTFHOM WH(OPMALIMOHHON UHPPACTPYKTYPHI

HeBepHo: mpu3HaKu, CUTHAIM3UPYIOUINE O BO3MOKHOM HalaJeHUH

IPOIEeTyphl OLIEHKU YPOBHS M OCOOCHHOCTEHN aTaky MPOTHUB HAIIMOHAJILHONW MH(PPACTPYKTYPHI B
LIEJIOM M OTAENIbHBIX MOJIb30BaTeNeH

Bompoc Ne 73.
Bomnpoc: CpenctBa 3amuThl 00beKTOB (ailyIoBOI CHCTEMbI OCHOBAaHBI Ha
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HeBepHo: 00beKTHOM MOAXO0/1E

HeepHo: koHuenuuu uHGpopManuoHHO# 6€30NMaACHOCTH

Hesepno: 3akone «O06 nndopmanuu, nHGOpMATH3AIUH U 3a1IUTe HHOOPMAIIHIDY

BepHo: onpeaesieHun npas moJib30BaTelIs HA onepanuu ¢ ¢gailjiaMu U KaTajaoramu
HesepHo: 3amanuu atpuOyToB (hailioB M KaTalOTOB, HE3aBUCSIIMX OT MPaB MOJIb30BaTeNei

Bonpoc Ne 74.

Bormpoc: CroxxHocTs o0ecrieueHrss HPOPMAIMOHHON 0€30MMaCHOCTH SBIISIETCS CIICICTBUEM
HeepHo: 31m0ro ymbicia pa3paboTYMKOB HH(POPMALIMOHHBIX CHCTEM

BepHo: 00beKTUBHBIX TPOOJIEM COBPEMEHHOMN TEXHOJIOTUU IPOrpaMMUPOBAHUS

HeBepHo: MPOUCKOB 3anaHbIX CHENCTy k0, BCTpauBalomuX "3aKiaku" B anmnaparypy u
IPOTPaMMBI

HeBepHo: 607b1110T0 KOHYecTBa HHPOPMALIUH [Tt 00pabOTKH

HesepHo: onpeaesenusi npas noJib30BaTe sl Ha onepanum ¢ gaiijjaMmu 1 KaTajaoramMu

Bompoc Ne 75.

Bonpoc: Bua yrpossl neicTBUS, HANpaBIE€HHOIO HAa HECAHKI[MOHWPOBAHHOE MCIIOJIb30BaHHE
MH(GOPMAILMOHHBIX PECYPCOB, HE OKAa3bIBAIOIIETO [IPH 3TOM BIIMSHUA Ha €€ (PyHKIIMOHUPOBAHUE
HesepHo: akTHBHas

HesepHo: uHBepcHasn

HesepHo: TexHONOrNUECKas

Bepno: maccuBHast

HesepHo: npsimas

4. METOANYECKHWE MATEPHAJIbI, OIPEAEJIAIOUNIUE ITPOLIEAYPBI OLIEHMBAHUW A
3HAHUI, YMEHUM, HABBIKOB U (MJIN) OITBITA JEATEJIBHOCTH,
XAPAKTEPU3YIOILINX 3TAIBI ®OPMUPOBAHN I KOMITETEHIIUI B ITPOLIECCE
OCBOEHMU S OBPA3OBATEJIbHOM ITPOI'PAMMBI

13TAIl - 3BHATH

Kpurtepun o1ieHKH YCTHBIX OTBETOB CTYJACHTOB

Ounenka IIpaBWJIBHOCTH (OIIMOOYHOCTH) BHINOJHEHHS 32/1aHUS

IMOJIHO U apIryMCHTHUPOBAHO OTBCYACT IO COACPKAHUIO 3aJaHN;

«OTIHYHO»
IIOHUMAET MaTepHuall, 00OCHOBBIBAET CBOU CYXKJIECHHUS,
IIPUMEHSET 3HAHUS Ha MPAKTHUKE, WIIOCTPUPYET OTBET IpUME-
paMH HE TOJIBKO 110 ITPEIIOKEHHOU JINTEpaType;
u3JjaraeT MaTepual ocjie0BaTebHO U IPABUIIBHO.
IIOJIHO M apTyYMEHTHPOBAHO OTBEUAET 110 COAEPIKAHUIO 3aJaHuS;
«X0poLIo»

MOHMMAeT MaTepHrall, 000CHOBBIBAET CBOU CYKIICHHUS,

IPUMEHSET 3HaHHUSA Ha MpaKTHKE, WUIIOCTPUPYET OTBET IpUMe-
pamMH He TOJIBKO IO MPEATIOKEHHON JTUTEpaTypeE;

u3jaraeT Marepuai MOoCIeJOBATENbHO U MPAaBUIbHO, HO JIOIYyC-
KaeT 1-2 ommOKH, KOTOpBIE UCTIPABIISET CaM.

3HAeT U MOHUMAET OCHOBHBIE MOJ0KEHUS 110 COAEPKAHMIO 3a/a-
HUS;

U3J1araeT MaTepuai HEeMoJIHO, HO JIOMyCKaeT HETOYHOCTH B OMpe-
JIeNICHUH TTOHATUH Wi (OPMYTUPOBKE TPABUIL;

HE JIOCTaTOYHO TITyOOKO M JIOKa3aTeIbHO 000CHOBAThH CBOU CYXK-
ACHUA UJITIOCTPUPYCT OTBCT IMPUMCPAMHA TOJIBKO IO MPCAJIOKCH-
HOH JTUTEPATypE;

M3JaraeT MaTepual HeMmocaeI0BaTeIbHO U JonycKaeT 3-4 omuob-

«YAOBJICTBOPUTECJIBHO»
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KH.

«HEYAOBJIECTBOPUTEC/IBLHO»

JIOITYCKaeT CYIIECTBEHHbIE OMIMOKU B (POPMYIHUPOBKE ONpe/esie-
HUW U IPaBUJI, UCKAXKAIOIUE UX CMBICIT;
u3NaraeT Marepuall HermocleA0BaTeIbHO, HEYBEPEHHO U HE II0
CYLLIECTBY 3aJlaHUs;

JIOTTYCKAaeT CYIIECTBEHHBIE OLINOKH, HE O3BOJISIONINE PACKPHITh
CMBIC]I 3aJlaHUs, SIBJIAIOIIMECS CEPbE3HBIM IMPEMATCTBHEM K
YCHEIIHOMY OBJIAJICHUIO CJIEIYIOIIUM MaTEPUaAJIOM.

Kpurepun oueHuBaHus J0KJIA1a ¢ Mpe3eHTAUel

MuHUMaTbHBIN W3n0XxeHHBIHN, 3aKOHYCHHBIN, O0pas1oBkIii,
OTBET PaCKpPBIThIA OTBET MOJIHBIA OTBET MPUMEPHBINA OTBET
[Ipobnema He | [Ipobmema pac- | [Ipo6nema packpsita. | [IpoGiema pac-

packpsiTa. OTCYyT-

KpbITa HC IIOJIHO-

IIposenen aHaus3

KpbITa ITOJHOCTBIO.

E E CTBYIOT BBIBOJIbI | CThIO. BbIBOABI He | mpoOiembl 6e3 mnpu- | [IpoBenen ananus
a g C/IeJaHbl U/UJIM BbI- | BICUEHUSI  JOIMOJHU- | IPOOJIEMBbl C MpHU-
28 BOJIbI HE O0OOCHOBA- | TEJILHOM JUTEpPATyphl. | BICUEHUEM JIOIOJI-
g E HBI He Bce BBIBOABI clie- | HUTEJIBHOW JIUTEpa-
JaHbl W/WIM OOOCHO- | TYpBHL. BriBos
BaHbI 000CHOBaHbI
[IpencraBnsiemas | [Ipencrasisiemast [IpencraBisiemas [TpencraBisiemast
o uHpOpManus uHpopmanus  He | HUHpopManus cH- | MUHpOpMaLus  CH-
= JIOTUYECKH HE | CUCTEeMaTU3UpO- CTEeMaTH3UpOBaHA M | CTEMaTU3UPOBAHA,
% cBsizaHa. He wuc- | BaHa W/MiaM HE MMO- | MOCJIEIOBATENbHA. 1ocje10BaTelbHa U
S M0JIb30BaHbl MpPO- | CIe0OBaTENbHA. Hcnonp3oBaHo 0Oorsee | TOTUYECKH — CBs3a-
% deccuoHanbHble | UCTONB30BaHO 1-2 | 2 mpodeccuoHanbHBIX | HA. Vcrosib30BaHO
l% TEPMHHBI npodeccroHab- TEPMHHOB 6onee 5 nmpodeccu-
HBIX TEPMHHA OHAJIbHBIX
TEPMHUHOB
He wucnons3oBa- | Mcnonb30BaHbl Hcnons3zoBanbl  Tex- | llupoko  ucmois-
2 HBl TeXHOJIOTMM | TexHonoruu Power | Honoruu Power Point. | 30BaHBI TEXHO-
c:> Power Point. | Point wactuuno. 3- | He Gosiee 2 ommOOK B | JOoruu (Power
2 bonpme 4 omm- | 4 ommOKK B mpe- | MPeacTaBIsieMOn Point u gap.). Ort-
2 00K B TMpeICTaB- | CTaBIIIEMON UHpOpMALIUU CYTCTBYIOT OIIHO-
) JsieMoi uHpopManuu KU B IIpeacTaBis-
uHbOpMaIUU eMoii nHhopManuu
Her ortBeroB Ha | Tonpko orBeThl Ha | OTBeTHl Ha BONpPOCHl | OTBETHI HAa BONIPO-
2 BOIIPOCHI 3JIEMEHTapHbIE IIOJIHBIE W/WIH | CBI TIOJIHBIE C TIpH-
E BOIIPOCHI YACTUYHO IOJIHbIE BUJICHUEM IIpUMe-
©) POB W/WIIK TOSICHE-
HUU
S HEYJIOBJIETBOPHU- | YJOBIIETBOPUTENb- XOpOILIO OTJIMYHO
GE TEJIbHO HO
o

2J0TAIl - YMETH

Kpurtepun oneHnBanus pe3yJibTaTOB NPAKTHYECKOH padoThI
K pabote nomkeH ObITh MPUIIOKEH OTUET, COACPIKAIITUI

1. TuTyNbHBIN JUCT.
2. llenb paboTHI.

3. Onucanuie 3TanoB MPOSKTHUPOBAHUS




4. BeiBosbI IO paborTe.
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Onenka

Kpurepun

«OTJIHYIHO»

paboTa BBINOJIIHEHA MOTHOCTHIO;

B JIOTUYECKUX PACCYKICHUSIX U 0OOCHOBAaHUM PELICHUS HET Mpo-
OCJIOB M OIIMOOK;

B PEILLIEHUU HET OIIMOOK (BO3MOKHA OJIHA HETOYHOCTh, OIUCKA,
HE SIBJISIOIIASACS CJIEJICTBHEM HE3HAHUS WM HETIOHMMaHUs yuel-
HOTO MaTepHuaa).

«X0pomIo»

pa60Ta BBIIIOJIHCHA ITOJHOCTBIO, HO 000CHOBAHHMS IIIarOB penie-
HUsS HEJOCTATOYHBI,
JONyIHICHA OJIHa OIIMOKA HIIN ABa-TpU HCAOUYCTA B PCIICHUN.

«YAOBJIETBOPUTECJIBHO»

JOMYIIEHbI 0oJiee OIHOM OMMOKK Win Oosee IByX-TpeX Heaoue-
TOB B peIlIeHI/II/I 3aJa4yu, HO yanHHfICﬂ BJI1agceT O65138.T€J'IBHI>IMI/I
YMEHHUSIMH 110 IPOBEPSIEMON TEME.

«HEYAOBJIETBOPUTEILHO»

A0NYHICHBI CYHICCTBCHHLIC OH_II/I6KI/I, IIOKa3aBIINEC, 4YTO yqamuﬁ-
cs He BiajeeT 00sA3aTeNbHBIMM YMEHUSMHU MO JIaHHOM Teme B
MOJIHOM Mepe

Kpurepun oneHuBanus pe3yibTaToB Ja00paTOPHOH padoThI

Ouenka Kpurepun

paboTa BBIIOJIHEHA TIOJTHOCTHIO;

«OTTUIHOY»
B JIOTHYECKHX DPACCYXJIECHUSX M OOOCHOBAHHH PEIICHUS HET
po0eJIoB U OIINOOK;
B pEILIEHUH HET OMUOOK (BO3MOXKHA OJJHA HETOYHOCTD, OTHCKA,
HE SIBJSIFONIASCS CJICJCTBHEM HE3HAHUS WJIM HETIOHUMaHUS
y4eOHOT0 MaTepHana).
paboTa BBITIOJHEHA MOJTHOCTHIO, HO 0OOCHOBAHMS IIArOB pellie-

«XOPOIIO0»

HUA HCAOCTAaTOYHBI,
A0NyIIcHa OJJHa OIMOKa WJIN JABa-TpU HEAOUCTA B pCIICHUMU.

«YAOBJICTBOPUTECIHHO»

JOTIYIIeHEI Oosiee 0HOM ommOku unu Oosiee ABYX-TpeX HEIO-
YEeTOB B PEIICHUM 3aJ[a4d, HO YYalUics BialeeT 00s3arelb-
HBIMH YMEHHSIMH 110 TIPOBEPSIEMOM TEME.

«HEYITOBJECTBOPUTECIBHO»

JIOTIYIIEHbI CYIIECTBEHHbIE OIIMOKM, TOKa3aBIIMe, 4TO YydYa-
MHﬁCH HE BJIaJCCT O6H33,T€JIBHBIMI/I YMCHUAMU I10 HaHHOfI TEMC
B IOJIHOM Mepe

3 OTAII -BJJAJETD

Kputepun oneHuBanus 3HaHUii BO BpeMsl IPOMEKYTOYHOT0 KOHTPOJISI U HA 3a4eTe

Onenka «3AUTEHO»:

1.Xoporiee 3HaHUE TPOrPaMMHOTO MaTepHaa.

2.Xopolue HaBbIKU BBITTOJIHEHHS MPAKTUYECKUX 3aJaHUN

3.To4yHOCTH 1 0OOCHOBAHHOCTDH BEIBOJIOB.

4.JloruyHOo€ U3JI0KEHHE BOMIPOCA, COOTBETCTBUE U3JIOKEHUS HAYYHOMY CTHIIIO.
5.I1paBwiibHBIE OTBETHI HA JOMOJHUTEIIHHBIE BOIPOCHI.
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Ouenka «HE 3AUTEHO»:

[ToBepXHOCTHOE YCBOCHHE TPOTPAMMHOT0 MaTepraa.
Heymenue yetko c(hopMyIupoBaTh BHIBOIBI.

OTCYTCTBUE HaBBIKOB HAYYHOI'O CTHJISI U3JTOKEHUS.

HertouHble 0TBETHI HAa TONIOJIHUTEIBHBIE BOIIPOCHI.

Hes3nanne 3HaUUTENIHHON YaCTH TPOrPaMMHOTO MaTepHaa.
Heymenue BbIIETUTH T1aBHOE, CI€TaTh BBIBOABI U O0OOIICHHUS.

S e

Kpurepun oneHuBanus Tecra:

[TonHast BepcHsi TECTOBBIX BOIMPOCOB COJEPKUTCS B IIEKTPOHHO-UH(POPMAITMOHHOMN
cuctemMe By3a. CTylneHTBl NpPOXOAAT TECTUPOBAHHWE B KOMIBIOTEPHOM Kiacce. OleHka
YCHEIIHOCTH MPOXOXKJEHUsI TecTa ompenensercs cieayromei cerkoit: ot 0% g0 29%
«HEYIOBIETBOPUTENBHO», OT 30% 10 59% — «ynosnerBopurenbHo»; 60% — 79 % — «xopoioy;
80% -100% — «OTIHIHOM.
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