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1. TIEPEYEHb KOMITIETEHIMM C YKA3AHUEM OTAIIOB UX POPMUPOBAHNSI
B ITPOLIECCE OCBOEHHM A OBPA30BATEJIbBHOU ITPOI'PAMMBI

[Ipouecc wuzydenus pucuuruimubl «MudopmanonHas 0e30MacHOCTb» HAINpaBiIeH Ha

(dhopMUpOBaHUE CIEAYIOUIMX KOMIIETSHIUIT:

Ko m HaumeHOBaHUE
KOMIICTCHIIU M BBIITYCKHHKaA

Kon u HaumMeHOBaHMEe HHIAMKATOPA JOCTHKCHUSA
KOMITCTCHITMH

OIIK-3 Cnocoben pemarb
CTaHJapTHbIE 3aJa4d Ipo-
(eccHOoHaNbHON JEATENBHO-
CTH Ha OCHOBE MH(poOpmanu-
OHHOII U Oubnuorpaduye-
CKOW KYJIBTYpbI C MpUMEHE-
HHEM MH()OPMALIMOHHO-
KOMMYHHMKALIMOHHBIX TEXHO-
JIOTHH M ¢ YyYETOM OCHOBHBIX
TpeboBaHuii MHPOPMAIMOH-
HOH Oe3omacHOCTH

OIIK-3.1. 3Haer NpUHLMIBLI, METO/IbI U CPEACTBA PELICHUS
CTaHJAApTHBIX 3a7a4y MPO(EeCcCHOHAILHONW JIesATEILHOCTH Ha
OCHOBE MH(OPMALIMOHHOH U OubIHOTrpaduIecKol KyIbTyphl
C MpUMEHEHHEM HH()OPMAITMOHHO-KOMMYHHKAIIMOHHBIX TEX-
HOJIOTHH M ¢ YY4ETOM OCHOBHBIX TpeOOBaHU MH(DOPMAIIMOH -
HOM 0e3011acHOCTH.

OIIK-3.2. YMeer pemiaTh CTaHJapTHBIC 3aJaud MpoeccHo-
HAJIBHOM EATEILHOCTH Ha OCHOBE MH(OpMALIMOHHOH 1 610-
Jorpauyeckor KyJabTypbl ¢ IpUMeHeHHMeM uHpopManu-
OHHO-KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH M C Y4eTOM OCHOB-
HbIX TpeOoBaHuil HH(OPMAIIMOHHOI 0€30MacHOCTH.
OIIK-3.3. Brageer HaBBIKAaMH NOATOTOBKH 0030pOB, aH-
HOTALMM, cocTaBlieHUs: pedeparoB, HAYYHBIX JIOK/IAIOB,
nyOnukamuii, u Oubnmorpadud IO  HAYYHO-HCCIEO-
BaTeJIbCKOH paboTe ¢ ydyeroM TpeboBaHMI HH(pOpPMAIMOH-
HOH 0e30macHOCTH

OIIK-4 Crnocoben y4acTtBO-
BaTh B pa3paboTke
CTaHIapTOB, HOPM U TpaBuUII,

OIIK-4.1. 3Haetr ocHOBHbIE CcTaHAAPTHI O(DOPMIICHUS TEXHU-
4eCKOW JIOKYMEHTALIUU Ha PA3JIMYHBIX CTAHIX KU3HEHHOTO
[MKJ1a HHPOPMAIMOHHOW CHCTEMBI.

OocHOBEe uH(popMalu-
OHHOM u  OuO-
avorpapuuecKoi

KYJIBTYpbl C HpHME-
HeHuem  uHpopma-
[UOHHO-KOMMYHHKa-
IIMOHHBIX TEXHO-
JOTMH H C Y4Y€TOM
OCHOBHBIX TpeboBa-

a  Ttakke  TexHuueckon | OIIK-4.2. Ymeer npuMeHATh cTaHAApThl OQOPMIICHHUS TEX-
JNOKYMEHTAIUH, CBSA3aHHON C | HUYECKOW JOKYMEHTAIMM Ha Pa3UYHbIX CTaJAMSIX KU3HEH-
npodeccuoHanbHOI Niesi- | HOTO IUKJIa HHPOPMALIMOHHOMN CUCTEMBI.
TeJIbHOCTBIO OIIK-4.3. Brnageer HaBBIKAMHU COCTABJICHUS TEXHUYECKOMU
JMOKYMEHTAIlMM Ha pa3Iu4HBIX dTamax >KU3HEHHOTO ITHKIIA
UH()OPMAITUOHHON CUCTEMBI
Ne Kon HaumenoBanue .
Oraribl GopMUPOBAHHS KOMITETEHIHI
n/n | KOMOETEHIIUU KOMIIETEHIIUU
1. OIIK-3 Cnocoben  pewars | [ Oman - 3uame:
cranpaprabie 3agaun | OITK-3.1. [TpuHIMIIBEl, METOABI U CpeCTBa pellle-
npoeCCHOHANBHONW | HUS CTaHAAPTHBIX 337434 NpodeccHoHaNIbHON J1es-
JIEeATEIILHOCTH Ha | TEJILBHOCTH HAa OCHOBE MH(pOpMAIMOHHON u O6ub-

JuorpaduyecKod  KYJbTYpbl C  IPUMEHEHHEM
MH(OPMAIIMOHHO-KOMMYHHUKAMOHHBIX ~ TEXHO-
JOTMH M € Yy4YeTOM OCHOBHBIX TpeOOBaHMI
MH(pOpMaLMOHHON 0€30MacHOCTH

2 Oman - Ymemo:

OITK-3.2. Pemarh craHgapTHbie 3ajadd Tpodec-
CHOHAJIbHOH JeATeNbHOCTH Ha OCHOBE HMH(pOpMa-
MOHHOMN 1 6ubnmorpaduieckoi KyasTypsl ¢ IpU-
MeHeHHeM HUH(OPMALUOHHO-KOMMYHUKAIIMOHHBIX
TEXHOJIOTHI ¢ yd4eToM OCHOBHBIX TpeboBaHMIH
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HUI  HH(POpPMAIHOH-
HOM Oe30MmacHOCTH

HH(POPMAIIMOHHON 0€30MacHOCTH

3 Dman - Braoemo:

OIIK-3.3. HaBbikamMu TOATOTOBKHA 0030pOB, aH-
HOTaIMii, cocraBienusi pedeparoB, HayuHbIX
JOKIaJ0B, MyOauKkanuid, 1 Oubauorpaduu mo Ha-
YYHO-HMCCJIEIOBATEILCKONW  paboTe ¢ ydeTom
TpebdoBaHuil HH()OPMAIIMOHHOI 0€301ACHOCTH

OIIK-4

CnocobeH yyacTBoO-
BaTh B pa3paboTke
CTaHJApTOB, HOPM H
MpaBWJl, a TaKKe
TEXHUYECKOM
JTOKYMEHTAIMH, CBS-
3aHHOW ¢ mpodeccu-
OHAJIBHOM  JIEATEIb-
HOCTBIO

1 Oman - 3nams:

OIIK-4.1. OcHoBHBIE cTaHZAPTHI O(OPMIICHHUS
TEXHUYECKOH JOKYMEHTAIlMM Ha pa3IW4yHbIX CTa-
AMSIX JKU3HEHHOTO MHMKIA WH(POPMAIMOHHOM CH-
CTEMBI

2 Oman - Yuemo.

OIIK-4.2. TlpumeHATs CcTaHAAPTH OQOPMIICHUS
TEXHUYECKON JTOKYMCHTALIMM HAa Pa3iIM4yHBIX CTa-
JIUSAX JKU3HEHHOIO HMKIAa MH(OPMAIIMOHHON CH-
CTEMBI

3 Dman - Braoemn:

OIIK-4.3. HaBeikamM¥u COCTaBJICHUSI TEXHUYECKOM
JOKYMEHTAIIMKM Ha Pa3IMYHbIX HTarax KU3HEH-
HOT'O [HKJIa HHPOPMAITMOHHON CHCTEMBI

2. TIOKA3ATEJIM Y KPUTEPUM OLIEHUBAHM S KOMIIETEHLIWI HA PA3JIMYHBIX
OTAITAX UX POPMHUPOBAHMWA, OIIMCAHUE IIKAJI OHEHNBAHWA

=
S
= Kpurepuu onenuBanus
Ne = © | Hanmenosaune . [ITxama
S5 KOMIIETeHIIUI Ha pa3IuYHbIX
n/n 2 KOMITETEHIIUN OLICHUBAHUS
= sTanax GOpMUPOBAHHUS
)
=
1. | OIIK-3 | Cnocoben 1 Oman - 3nams: «3AYTEHO»:
pemarb OIIK-3.1. IIpunuunsl, Meroasl | 1. Xopoiee 3HAHUE
CTaH/apTHbBIE Y CPEJCTBA pEHICHMs CTaHIApT- | MPOrPaAMMHOI0O
3aJa4M  TpO- | HBIX 3aja4 MpogecCHOHANBHON | MaTepuana.
(heccuonann- JeSITEIbHOCTH Ha ocHoBe | 2. Xopoliuue HABBIKH
HOIl  jesTenb- | MHPOPMAIIMOHHOH W OHWO- | BBITIOJHEHHS
HOCTH Ha | nuorpaduyeckoil KyJabTypbl C | IPAKTHUECKUX 3aJaHHH
OCHOBE PUMEHEHHEM napopMmanu- | 3. TouHocTs "
UH(POPMALUOH- | OHHO-KOMMYHUKAIIMOHHBIX TeX- | 000CHOBAHHOCTH BBIBOJIOB.
HOH W  OMO- | HOJOTHI U ¢ y4eTOM OCHOBHBIX | 4. JloruyHOE H3J10KEHUE
nuorpaguye- TpeGoBaHUi MH(OpPMAIIMOHHON | BOIIpOCa,  COOTBETCTBUE
CKOHM KyJIBTYpbI | 6€30MacHOCTH
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c npuMeHe- | 2 Oman - Ymemo:
HUEM OIIK-3.2. Pemath cTaHAapTHbIC
undopmanu- 3a1a4u 1po(heCcCUuOHAIBLHOM J1es-
OHHO-KOMMY- | TEJIbHOCTH Ha OCHOBE UH(pOpMA-
HUKallMOHHBIX | HIMOHHOH W  Oubnuorpadude-
TEXHOJIOTHH U C | CKOM KYJIBTYPBI C IPUMECHCHUEM
YYETOM OCHOB- | HH(OPMALIMOHHO-KOMMYHHUKA-
HbIX TpeOoBa- | IMOHHBIX TEXHOJIOIHI C y4eTOM
HUH WHOOpPMa- | OCHOBHBIX TpeboBaHui
UMOHHOW  Oe3- | nHpopMalMOHHOK  Oe3omacHo-
OIMACHOCTH CTH
3 Oman - Bradems:
OIIK-3.3. HaBbikamMu 1OArOTOB-
K1 0030poB, AHHOTAIH,
coctaBiienusi pedepatoB, Hayu-
HbIX JOKJIAJ0B, IMyOJIMKalUi, U
oubmmorpadun MO HAY4YHO-
MCCIIe/IOBaTeIbCKOH padoTe ¢
yyeToMm TpeboBaHuii uH(poOpma-
LIMOHHOW 0€30MacHOCTH
2. | OIIK-4 | Cnocoben 1 Oman - 3nams.
yuactBoBath B | OITK-4.1. OcHoBHBIE
pa3zpaboTke CTaHAapThl OhOPMIICHUST TEXHHU-
CTaHJapTOB, YECKOM JIOKYMEHTAllud Ha pa3-
HOPM M Tpa- | JUYHBIX CTaJUsAX >KU3HEHHOTO
BWJI, a TakXke | IMKJa HWH(POPMALMOHHOH CH-
TEXHUYECKOH CTEMBI
JIOKyMEHTa- 2 Oman - Ymemn:
uud,  cBa3aH- | OIIK-4.2. [TpumensTs
HOW ¢ mpodec- | cTaHaapThl 0OPMICHHS TEXHHU-
CHOHAJIbHOM YECKOI JTOKYMEHTAllMM Ha pa3-
JesITeNbHO- JUYHBIX CTAJIUAX IKUZHEHHOIO
CThIO UUKJIa  MHQOPMAIIMOHHON CH-
CTEMBI
3 DOman - Bradems:
OIIK-4.3. HaBeikamu cocrasie-
HUSI TEXHMYECKOH JIOKyMEeHTa-
UMM Ha pa3IMyHBIX dTanax
’KM3HEHHOTO LUKIa WH(pOpMa-
LIMOHHOW CHUCTEMBI

W3II0/KEHUS
CTHITIO.

5. IlpaBunbHbIC OTBETHI HA
JOTIOJIHUTEIIbHbIE
BOIIPOCHI.

Hay4HOMY

«HE 3AYTEHO»:
1. TToBepxHocTHOE
YCBOGHHE MPOrpaMMHOIO
MaTepuania.
2. Heymenue YETKO
c(opMyJIMPOBATH BbIBOJIbI.

3. OTcyTcTBHE  HaBBIKOB
Hay4HOTO CTHIIS
W3JI0KEHHS.

4., HerouHble OTBETHl Ha
JIOTIOJTHATEIbHBIE
BOTIPOCHI.

5. Hesuanue
3HAYHMTEILHOH 4acTH
MPOrpaMMHOTI0
MaTepuania.

6. Heymenue  BbIICIUTH

1‘JJa13110e, CAClIaTh BbLIBO/IbI
# 00001IEHN S,

3. TUIIOBBIE KOHTPOJIbHBIE 3AJAHMS UJIA MHBIE MATEPUAJIBI,
HEOBXO/IMMBIE JUIS1 OLIEHKU 3HAHUWI, YMEHUI, HABBIKOB U (MJIN) OIIbITA
JEESITEJIbHOCTU, XAPAKTEPU3YIOILUX STAIIBI ®OPMUPOBAHUS
KOMIIETEHLIMI B [TIPOLIECCE OCBOEHUSI OBPA30OBATEJILHOM ITPOT'PAMMBI

19OTAIl - 3HATDH

Ycrublii onpoc 1mo remam:

TEMA 1.1. OcHOBHBIE MMOJIOKEHHS TEOPUH HHPOPMALIUH
I. Buasl uHpOpMaLInK, TUITEI KAHAJIOB CBS3H.
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2. OCOOEHHOCTH M TEXHHUYECKHUE XapaKTEPHCTHKM COBPEMECHHBIX KaHAJIOB Iepeslauu
MH(POPMALINHU, HUCTIOIB3YIOIIUX pa3IudHbIe (PU3MUECKHE MPHHLHMIBI (ICKTPUUYECKHE, aKyCTHYE-
CKHe, ONITUYECKUE, PAIMOYACTOTHBIE) C TOYKU 3pEeHUs 0€30M1aCHOCTH.

3. Buapl curHanos.

4. mpenMyIIecTBa U(POBLIX KAHAJIOB IEPE] aHATOTOBBIMU C TOUKHM 3PCHUS 3alIMIIEH-
HOCTH TepeiaBaeMoit HHGOpMaIiHm.

TEMA 1.2. IIpaBoBoe peryiupoBaHue HHGOPMAIMOHHBIX MPOLIECCOB B 00IIECTBE

1. Knaccubukanus uHpOpMALUM 10 CTENEHH OrPAaHMYEHHOCTH JOCTYIa K Hei
(oTKpBITas, KOHHUICHIHATbHAS, CEKPETHA).

2. Tlonatue TaiiHel (rOCYyJapCTBEHHAs, NMPOMBIILICHHASA, KOMMepYecKas, (hpuHaHCOBas,
yacTHas TaiiHa).

3. TocynapcTBo Kak rapaHt Ipasa IpakiaH Ha 3aIMUTy JTMYHOH MH(pOPMALUK U MHTEIN-
JIEKTyanbHOH COOCTBEHHOCTH.

4. 3akons! Poccuiickoit @eaeparyu 0 3amUTe TallHBI U HHTEIUICKTYalbHOW COOCTBEHHO-

CTH.

TEMA 1.3. MeTo/bl NOXHUIIECHUS, UCKAXKCHHS, ITOJMEHbI, YHUUTOKEHH HH(OPMALUN

1. Buasl nHDOpMaLMOHHBIX HaNMaAeHHH (10 MECTy BO3JICHCTBHUA).

2. Buasl nHGOPMALMOHHBIX HamanaeHui (Mo crnocoly BO3ACHCTBHSA):MACCUBHBIC, aKTHB-
HbIE.

3. TpaauuMOHHbIE METO/BI C UCIIOJIb30BAHUEM MOJIPYYHBIX TEXHUYECKHX CPEICTB.

TEMA 1.4. YcTpoiicTBa JBOMHOI0 NPUMEHEHHS.

|. Ucnonb3oBaHne BO3MOKHOCTEH COBPEMEHHOI TEXHHUKH JUIS MOTYUYEHHS CTaOMIBHOTO
pe3ynbTarta.

2. Hcrons3oBaHue CBOMCTB 00paTUMOCTH IIpeoOpazoBaTeiei HHOpMaIHH.

3. Pasno3neKTpOHHBIE CPEACTBA. DINEKTPOHHBIE YCTPOHCTBA ABOWHOTO MPUMEHEHHSI.

4. Vcnonb30BaHUE CPEJCTB CTICHTEXHUKH.

TEMA 2.1. UadopmarmonHas 6€301acHOCTb U COBpeMeHHbIE HH(DOPMAIIHOHHBIE TEXHO-
JIOTHH.

I. Konuenuus unpopmanmonHon 6ezonmacHoctu Poccuiickoit denepani B OCHOBHBIX
chepax: MOJTUTUUECKON, DKOHOMUYECKON, BOGHHOM, B chepe TyXOBHOI JKU3HH.

2. Knaccudukanus HCTOYHUKOB Yrpo3 HHHOPMALIMOHHON 0€301TacHOCTH.

3. OcHoBHBIE 00BEKTHI HH(POPMALIMOHHON O€30MaCHOCTH U CIIeIM(HUKa yTpo3 IS HUX.

4. Kommiekc MeponpHusaTHi 1o o0ecrnieueHnI0 MH(POpPMaIMOHHOH 0€30MacHOCTH 00BEK-
TOB JIEKTPOHHO-BBIYHCIUTEILHON TEXHUKH.

TEMA 2.2. O0uge NpHHIMITEI CHCTEMHOTO IM0AX0Ja K obOecrneyeHuo 0e30MmacHOCTH
HH(pOpPMaLUH

|. OpraHu3anMOHHBIE MEPHBI Ul BBIABICHUS W INPEJOTBPAILCHHUS YIpo3 WHPOPMALIMOH-
HOM 0€30MacCHOCTH.

2. Tlonsitue o ceprudukanuu UHGOPMAIMOHHBIX YCTPOUCTB.

3. 3akpbiTHE KaHAJIOB Mepeaaun (mmdpoBaHue).

4. Buns! ycTpoicTB mmdpoBaHus (KaHAIBHBIE, AaDOHEHTCKHE).

TEMA 2.3. be30nacHOCTb KOMITbIOTEPHBIX CUCTEM.

1. KomnbroTepHble BUPYCHI.

2. CraHzmapTHbIE CpeACTBa 3aIMTHI (anmnapaTHble U MPOrpPaMMHBIE).

3. Opranu3auvoHHBEIC MEPBI 10 3amuTe MHPopManuu Ha DBM.

4. Cranpaprsl mudpoBaHus. DieKTpoHHas HU(PPOBas MOAMNUCH - TEXHOJIOTUS MPUMEHE-
HUS 1 3aIUTA.

TEMA 2.4. IIpoTuBOIIpaBHOE MCIO/Ib30BAHUE KOMITBIOTEPOB

1. CyurHocTh KOMIBIOTEPHBIX MTPECTYIUICHAH.

2. Knaccudukauus KOMIbIOTEPHBIX OPECTYILUICHUH.

3. OcHOBHBIE BBl KOMITBIOTEPHBIX NPECTYIUIEHUH.
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"BJ'IE:KT[)OHHBIE JieHbru" U 0€30MMacHOCTD IUIATEKHBIX CUCTEM C HCIOJb30BaHUEM IIjIa-

CTHKOBBIX KapT.

HOHCR, aHa/IHu3 u 00001IeHne HH(l)OpMaI.IHH, H €¢ NMpeacraBjJeHHe B BH/E MPe3cHTA-
HHOHHOI'0 J0KRJaJa Mo CJICAYIINHM TEMaM:

e

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

Ucropus kpunrorpadun

. ConuanbHast MHXeHepus

Hcropus xakepos
daiinoBBIe CHCTEMBI C IIU(POBAHHEM
Y4eTHBIC 3aMUCH B ONEPAIIMOHHBIX CHCTEMAaX
3aluIIeHHbIe CPeIbl epeaaun
BuomeTpudecKne TeXHOJOTUH
MHorosaepHbIe aHTHBHPYCHI
OnepannoHHbIe CHCTEMbI MapLIpyTH3aTOpoB Cisco
Bnusinue anekTpoMarHuTHONH COBMECTUMOCTH
Binsinue KammpoBaHus JaHHBIX Ha 0€30MacHOCTh
besonmacHocts B OC IOHUKC
besonacuocts B OC Windows
[IporpammHbIe 3aKaaKu
Komudukarop MHTepriona 1o KOMIbIOTEPHBIM IIPECTYILICHUAM
ATtTectanus paboumux Mect
O0630p ®3 152
Pytkute B OC
Bbe3omacHocTh oguHouHOM DBM
Me:xceTeBbie SKpaHBbl.

2O0TAIl - YMETbH

KoMmnuiekT npakTu4ecKux padoT ajast GOpMHPOBAHHA YMEHH I

I[MpakTnuyeckasi padoraNe 1. MexxayHapoaHble cTaHaapThl UHGOPMAMOHHOTO 0OMEHa.
[Tousitue yrpo3sl

Llens pabotel: IlomyueHue 3HaHUIT O BUOAX yrpo3, MyTeH M KaHAIOB yTe4YKH MH(popMma-
IHH, OT KOTO OHH HCXOIAT H K HEMY IIPHBOJAT. “3}11{6]-]1/16 BHIOB aTdK U MCTOJOB B3JIOMa HHTpa-
ceren 3NI0YMBIINLJICHHUKAMH.

M3y4nB TeMy, CTYJCHT JIOJKCH:

3HAaTh 3aKOHOMEPHOCTH BO3HMKHOBEHUS YTpo3 HH(OpMaIlMOHHON 0e301acHoCTH;
3HATh KIacCH(PHUKAIMIO yTpo3 HHYOPMAIIMOHHOH 6€30MacHOCTH;

3HATh IyTH U KaHAJbl YTEUKH HHPOpMALIH;

3HATh BUJbI YAJICHHBIX aTaK HA HHTPAcCeTh;

3HaTh KJIaCCHYECKHUE U COBPEMEHHBIC METO/IbI B3JI0OMa HHTPACETEH.

N3yuas Temy, HE00X0/1MMO aKLIEHTUPOBATH BHUMAHUE HA CJICAYIOLIUX TOHATHUAX:

yrpo3a MH(OPMAaIMOHHOK 0€30MacHOCTH, yTedyka MH(OpMAalMK, HapyIICHUE LEIOCTHO-
cti uH(pOpManuu, MoauduKanus “HGOPMaNH, HCKaKeHHE HH(pOpMaIuH, moaaenka nHgpopma-
LIUM, YHUYTOKEHUE UH(popMaruu, 010kupoBaHue MH(popManuu, nodOYHOE IEKTPOMArHUTHOE
U3JIy4YeHUe, IEKTPOMArHUTHAs HABOJKA, CIELUAILHOE 3JIEKTPOHHOE 3aKIaJHOe YCTPOICTBO,
BHEIIIHEE BO3/IeHCTBUE HAa HH(OPMAIIMOHHBII pecypc.

Conepixanue pabOThI:
Buapl camocTositenbHOi paboThl CTYEHTOB:
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- u3ydeHue yuebHoro nmocobus «MupopmannoHHas 6€30macHOCTbY;

- TOATOTOBKA K y4acTHIO B (popyMe 1o Teme «Buabl aTak U METO/IbI B3JIOMa HHTpPa-
ceTeii»;

- W3YYECHHUE JIONOJIHUTEIbHOM JTUTEPATYPbI;

- BBIMOJHEHNE TECTOBBIX 3a/IlaHMIi IO TEME.

Bomnpock! Tembl

1. OcHOBHBIC 3aKOHOMEPHOCTH BO3HUKHOBEHHS U KIacCU(PHUKAIMA Yrpo3 HHdopma-
IIMOHHO# 0€30MMacHOCTH.

2. IlyTtu n kaHabl yTeuku uH(GOpMaInu.

3. YjaneHHble aTaKu HA UHTPACETH.

4. Knaccuueckue MeTObl B3JI0Ma HHTPACETEH.

5. CoBpeMeHHBIE METOIbI B3JIOMA HHTPACETCH.

KoHTpoibpHBIE BONPOCHI 110 TEME

I. Yem oOycnoBneHsl yrpo3sl Oe3omacHOCTH HHpOpMarun?

2. llepeuyucnure nNyTy peanusaiuy yrpo3 MHOOPMALIMOHHOM 0€3011aCHOCTH.

3. Kak kinaccuuuupyrorces yrpo3bl 0e30nacHOCTH nHMOpMAIUK 110 0a30BbIM MTPHU3HA-

Kam?

4. B yem 3akim0o4aeTcs MacCHBHOE U aKTHUBHOE MPOHUKHOBEHHUE B CHCTEMY?

5. Kak xiaccuduiupyroTes KaHajbl YTeUKH KOH(PUAESHIIMAIbHOU nH(popmaiuu?

6. Kak kinaccuuuupyroTes yaajieHHble aTaki Ha UHTpaceTn?

7. Kakue BUAa CETEBBIX YCTPOMCTB SBISAIOTCS 00bEKTaMHU yJaJIEHHBIX aTak Ha UTpace-
TH?

8. Kakue meto/ibl B3/10Ma HHTPACETEH OTHOCATCS K KJIACCHYECKUM U KaK OHU OCYy-
LIECTBIISIIOTCS?

9. Tlepeuncnute COBpeMEHHBIE METO/IbI B3IIOMA UTpaceTeil  0OBSICHUTE Ha YeEM OHH OCHO-
BaHbI?

®opma npeAcTaBICHUA OTUETa:
CTyneHT AOMKEH IMPOACMOHCTPUPOBATh 3HAHHE BO3MOJKHBIX YIpo3, a TakkKe ys3-
BUMBIX MECT 3allUThl, KOTOPLIE ITH YIrPo3bl OOBIYHO IKCILUIYaTUPYIOT, HEOOXOAUMOE JUIsl TOrO,
4yro0bl BBIOMpATh HaMOOJIee SKOHOMUYHBLIE cpelcTBa oOecriedenus OesomacHocTH. [Ipemocrta-
BHTBH OTYET B IUCHBMEHHOM BHJIE.

[MpakTnyeckas padoraNe 2. MudopmanmonHas 60€30nacHOCTb B YCIOBUSIX (DYHKIIMOHU-
poBanus B Poccuu riio0ainbHbIX CETEH.

Llenb padotsl: IlonyueHne cTaTHCTHUECKHUX 3HaHHMH 00 aTakax, KOTOPBIM MOIBEPTarTCs
KOMITBIOTEPHBIC CHCTEMbI W MOTepsix O0aHkoB. M3ydueHHe OCHOBHBIX MOHATHH M ONpEACICHHUM,
UCIOJIb3YEMBIX TIPU U3YYCHHH TUCLIMILTHHBIL.

N3y4yuB TeMy, CTYIEHT AOJHKEH:

*  yMeTh OOBACHUTH HEOOXOAUMOCTh H3YUeHH HH(POpPMAIIMOHHOH Oe30macHOCTH;

* 3HaTh CTATHCTHKY MPOSABJICHHUSI KOMIBIOTEPHBIX NMPECTYIJICHUH U HAHOCUMBIH
UMHU yIIepo;

* 3HATh KJIaccH(UKAIHIO TOJIb30BaTeNeH U 3I0YMBIIILUIEHHHKOB B Internet;

* 3HaTh NPUYHMHBI YA3BUMOCTH Internet;

* 3HATh OCHOBHBIC MOHATHA U OMPEICICHUS, HCIOIb3yEMbIC IIPH U3yUeHUH HH(]OpMa-
LIMOHHOH O€30MMacHOCTH.

H3yyas TeMy, HeOOXOAMMO aKIIEHTHPOBATh BHUMAHHUE Ha CIIEYIOIINX OHITHSX:

6ezonacHocTh MHpOpMaIMHU, yrposza 0e30omnacHOCTH MH(OpMAlUH, HECAHKIIMOHMPOBAH-
HBII JIOCTYI, HAPYIINUTEIb, 31I0YMBIIUICHHHK, 3allUTa HHPOPMALIMH, LIETOCTHOCTh MH(OPMALIH,
ayreHtudukanus, sepuduKanus, uaeHTuGUuKarms.
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Conepxanue pabOTHI:

Buabl camocrositennsHONM padoThl CTYAEHTOB:

- wu3ydeHue yueOHoro nocodus «Mudopmanuonnas 6€30macHOCTbY;

- NOJroTOBKa K y4acTuio B popyme 1o teme « KoMrbroTepHbie NpecTyieHHs»;
- U3y4YeHME JOMOJHUTEIbHON TUTEePATypPhI;

- BBIMOJIHEHHUE TECTOBBIX 3a/IaHUH TI0 TEME.

Bomnpockr Tembl

Yro takoe nHpopmanmonHas 6e30nacHOCTb?

AKTyallbHOCTh MPOOIeMbl HHPOPMALIMOHHOM OE30MaCHOCTH.
[Ipumepb! B3710MOB ceTeil 1 BeO-y310B uepe3 Internet.
[Tonb3oBarenu u 3J10yMBIIUIEHHUKH B Internet.

[Tpuyunbl ya3BMMOCTH ceTH Internet.

[ToHsiTHS U OTIpeie/ieHUs B UH(OpMAIIMOHHOM 0€301acHOCTH.

A

KoHTposibHbIE BOIIPOCHI 110 TEME

Yro takoe HHPOpMaLMOHHAs 6€30MacHOCTb?

B uewm 3akmouaercs yreuka nHpopmanuu?

KakoBa 11e11b c03/1aHus CUCTEMBI KOMITBIOTEPHOI Oe3omacHocTH?
Ha3oBuTe BHIBI KOMIIBIOTEPHBIX aTak.

OTtkyna crnenyer OKuIaTh KOMIIBIOTEPHOM aTaku?

[TpuBeauTe MpUMEPHI B3IOMOB ceTeil i BeD-y3I10B yepes Internet.
[Tepeuncaure U oxapakTepu3yiTe OCHOBHBIX M0OJIb30BaTelNei Internet.
Kak xiaccuuuupyroTcs 3noyMbluieHHUKH B Internet?

Kaxue dakrops! ys3sumoctu Internet?

10. TaiiTe onpeaeneHus CleIylONMM MOHATUAM: Oe30MacHOCTh HHMOpMaLMK, yrpo3a
Oe3onacHocTH HH(OPMALIMK, HECAHKIIMOHUPOBAHHBIH TOCTYII, HAPYIIHUTENb, 3710YMBbIIUICH-
HUK, 3a0IMTa HTH(POPMAIIMH, LIETTOCTHOCTh HH(MOPMAaIHH, ayTeHTH(UKALUA, BepHpHUKAIH,
ujieHTUhrKaus.

A N ARl o S

@dopma nmpeacTaBIeHUs OTYETa:

CTyIeHT 10JDKeH U3YYUTh MOHATHA: 0e301macHOCTh HH(popMaluy, yrpo3a 0e30nacHo-
ctu uH(GOpMALMY, HECAHKLIMOHUPOBAHHBIN J0CTYII, HAPYLIUTEIIb, 3JI0YMBIIIJICHHUK, 3a1IUTa
uHdopmanuy, HeJOCTHOCTh HHMOPMaLMH, ayTeHTH(DUKaMA, BepuduKaims, UIeHTH QUKaIms.
[IpenocTaBUTh OTYET B MHCHMEHHOM BHJIE.

[MpakTnyeckasi padboraNe 3. Bujbl IPOTUBHUKOB WK «Hapywurene». [louarue o Bu-
Jax BUpyca.

Llens pabotel: TlonyueHne 3HaHHWI O CYIIECTBYIOLIMX «KOMITBIOTEPHBIX BHpycax» M 00
ITOPUTMAxX MX paboThI.

Cojepxanue paboThl:

H3yuus temy, CTy1E€HT AOJIKEH:

* 3HATh, KAKUE IIPOrpaMMbl HA3bIBAIOTCSA «KOMITBIOTEPHLIMH BUPYCaMM», H YEM OHHU OT-
JUYAKOTCS OT IPYTUX BPEAHBIX MPOrpPaMMm;

* 3HaTh KIACCU(PHKALMIO «KOMITBIOTEPHBIX BUPYCOBY», H KAKYI0 YTPO3y OHHU IIPE/ICTaB-
I10T Ans 6e30macHoCTH MH(pOpMaIuH;

* 3HATh AITOPUTMbI PabOThI «KOMITBIOTEPHBIX BUPYCOB» U ITyTH UX BHEJPCHUS B CH-
CTEMY;

* YMETb 10 MHMBHJLya/IbHbIM [IPH3HAKAM pasiHyaTh «KOMIIbIOTEPHBIE BUPYChI» pa3-
JINYHBIX KJIACCOB;

N3zyuas TeMy, HC0OX0AMMO aKLIECHTUPOBATh BHUMAHHUE HA CJICAYIOMIUX MOHATHAX:
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«KOMITBIOTEPHBIE BUPYCHI», CBOMCTBA «KOMITBIOTEPHBIX BUPYCOB», BPEIHBIE IPOTPAMMBI,
PE3UAECHTHOCTD, CaMOIMM(pOBaHUE, MOJIUMOP(PHUUHOCTD, OVErwriting-BUpPyChl, parasitig-Bupy-
Cbl, companion-Bupycsl, link-BUpychl, (aitioBble uYepBH, MAKPOBUPYCHI, CETEBbIE BUPYCHI,
TPOSTHCKHE KOHU», JIOrH4ecKue OOMOBI.

[Topsnok u3yueHus: TeMbl

Buabl caMOCTOATEIBHOIT paboOTHI CTYACHTOB:

- wu3ydyeHue yueOHoro nocodus «MupopmanuonHas 6€30MacHOCTbY;

- TOAroTOBKa K y4acTuio B popyme 1o teme « KoMrbroTepHble BUPYChI»;

- HW3y4YEHHUE JIOMOJIHUTEIBHON JINTEPATYPHI;

- BBINOJHEHHE TECTOBBIX 3aJJaHUM 110 TEME.

Bomnpockr Tembl
Knaccupukanus «kOMIbIOTEPHBIX BUPYCOBY.

Mdaii10BbIE BUPYCHI.
3arpy304HbI¢ BUPYCHI.
MakpoBUpyChI.
CeteBblc BUPYCHI.
Bpennbie nporpaMMsl.

SAIRAIE I

KoHTponbHBIEC BOTIPOCHI IO TEME

Kakumu 0CHOBHBIMHU CBOMCTBAMU 00J1a/1aI0T «KOMITBIOTEPHBIE BUPYCHI» ?
[To kakuMm Ki1accaM pa3aensioTcs «KOMIbIOTEPHBIE BUPYChI»?

Kak kiaccuuuupyrorcs «KOMIbIOTEPHBIC BUPYCHD»?

Kakne «KOMIBIOTEPHBIC BUPYCHI» OTHOCATCS K (haitioBbm?

Kax pasnenstorces haiioBble «KOMITBIOTEPHBIE BUPYCBD) 110 CMIOCO0Y pa3MHOKEHUS?
O0OwsicHuTE anroput™ padoTel (haiisioBoro BUpyca.

Kakue «KOMIbIOTEpHbIE BUPYCBI» OTHOCATCS K 3arpy304HbIM?
OOBsICHUTE aNrOPUTM pabOTHI 3arpy304HOTO BUpYCa.

Kakue «kOMIbIOTEpHBIE BUPYChD» OTHOCATCS K MaKpoBUpycam?
10.O0bscHuTE AIropuT™M padoThl MAKPOBUPYCA.

11.Kakue «KOMIBIOTEPHBIC BUPYCHI» OTHOCATCS K CETEBBIM?

12.Kakue nporpaMmsl ABISIOTCS BPEAHBIMU U TIOUYEMY?

A N ARl ol

dopma npeAcTaBICHUSA OTUETA:
CTyeHT JOJDKCH M3YUHTh TOHATHE CEpBHCa OC30MacHOCTH, BOMPOCHI apXHUTCKTYPHOH
Oe3omacHOCTH, KiaccuuKanuio cepBucoB. [IpegocTaBuTh OTYET B MUCBMEHHOM BH/IC.

IpakTHueckas padoraNe 4. Tpu BHAa BOZMOKHBIX HapyUICHUH MH(POPMAIMOHHON CH-
CTEMBI. 3aluTa.

[lenb padoter: [lonyyenue 3HaHUI 0 MpaBUIAX 3AUIMTHI OT «KOMITbIOTEPHBIX BUPYCOBY.
3HaTh OCHOBHbIE HOPMATUBHbBIE PYKOBOJSIIHNE JOKYMEHTBI, KaCaloUMecs: rocy/1apcTBEHHOMN Taii-
HBI, HODPMaTUBHO-CIIPABOYHBIE JJOKYMEHTHI

Conepixanue padOThI:

H3yuus Temy, CTy1€HT HOJIKEH:

* 3HaTh, OTKY/a IPOHUKAIOT B KOMIIBIOTEPHYIO CHCTEMY «KOMIIbIOTEPHBIC BUPYCHI»;

* 3HATh NPABMJIA 3AIIUTHI OT KKOMITBIOTCPHBIX BUPYCOBY;

* yMeTh BEIOpaTh aHTHBUPYCHYIO IIPOTPaMMY;

* YMETb IIPaBUIILHO UCIIOJIB30BATh AaHTUBUPYCHYIO IIPOrpamMMy;

* 3HATh OCHOBHBIE HOPMATHBHBIE PYKOBOIAIINAE JOKYMEHTBI, Kacalouiecs rocyaap-
CTBEHHOM TalHBbI, HOPMATUBHO-CIIPABOYHBIC JIOKYMEHTHI.

H3yuas TeMy, HE0OX0AMMO aKLIEHTUPOBATh BHUMAHUE HA CJIEAYIOLIUX MOHATHUAX:
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KOMILJICKCHBIM OAX0[ K HH(bOpM&HHOHHOFI 6830H3CHOCTH, 3aKOHOIaTeIbHBIH YPOBCHbD,
rocyaapcTrBcHHasn TalHa, KOMMEpUCECKas TaitHa, TAIICH3HUS, DJICKTPOHHAA HI/IC[JpOBaSI MOANHCH,
HOPMATHUBHBIC NOKYMCHTHI.

[Topsanok n3yueHus TemMel
Buabl camocrositensHON padoOThI CTYAEHTOB:

u3yuyeHue yuyednoro nocodus «MupopmarronHas 6€30MacHOCTbY;
MOATOTOBKA K y4acTHIO B hopyMme 110 TeMe «OCHOBHBIE HOPMATHBHBIE PYKOBOIAIINE

JAOKYMEHTBI, KaCaloIUECs roCy/JapCTBEHHOM TallHbl, HOPMaTHBHO-CIIPABOYHBIC JOKYMEHTBI»;

U3y4eHHEe JOTOIHUTEILHON JIUTEPaTyPhI;
BBIMIOJIHEHUE TECTOBLIX 3a/IaHMII 110 TEME.

Bomnpoce! Tembl

L.
2.
3.
4.

3aKkoHOAATENbHBIA YPOBEHb HH(POPMALIMOHHON O€30MaCHOCTH.

0O0630p poccHiiCKOTo 3aKOHOAATETHCTBRA.

3axoH «O06 uadopmannu, MHGOpMaTH3aLNHU U 3aIIUTE HHHOPMALIUN.
O TekylIeM COCTOSIHUM POCCUUCKOr0 3aKOHO/1aTe/IbCTBA.

KOHTpOJ’[BHBle BOIIPOCEHI 110 TEME

Nk WD =

Yro Takoe 3aKkoHOAaTeIbHBIN ypoBeHb MB?

[TpaBoBbIe aKThI OOILIEIO HA3HAYEHHSL, 3ATPAIMBAFOLLIME BOIPOCHI MH(OPMALIMOHHOI Oe301aCHOCTH.
OcHoBHbIe MOHsTTHA 3aK0HA «O0 HHbOpMAITX, MH(DOPMATH3ALTMHI U 3aIITATE UH(OPMALAID).
Jlpyrvie 3aK0HbI M HOPMATUBHBIC AKTHI.

O0630p 3apydeKHOTO 3aK0oHOIaTENBCTRA B 00s1acTi Mb.

Texy1iee cocTosiHUe POCCUIACKOI0 3aKOHO/IATESHCTBA.

Crannaptsl B 0071aCTH HHOPMALIMOHHOM 6E30MACHOCTH.

CDopma MPpEACTaBJICHHA OTUCTA:
CTy,E[eHT JAOJIZKCH H3YHYHTB ITOHATHEC CCPBHCA 66301’[&CHOCTH, 3HATb OCHOBHBIC HOPMATHB-
HBIC PYKOBOIAIIHE JOKYMCHTBI. Hpeﬂ,OCTaBI/ITb OTYET B IMCBMCHHOM BHJC.

IMpakTuyeckas padoraNe 5. OCHOBHbIC HOPMATHBHBIC PYKOBOJAIINE JOKYMEHTHI, Ka-
CaroIIMECs roCcy1apCTBEHHON TaliHbl, HOPMATHBHO-CIIPABOYHbBIE JOKYMEHTbI

Ilens pabotei: [losyueHre 3HaHUI O MpaBUIIAaX 3aIUTBI OT KOMITBIOTEPHBIX BHPYCOBY.
3HaTh OCHOBHBIC HOPMAaTHBHBIC PYKOBOSIINE JOKYMEHTEI, KaCAIOIIHECs TOCYIapCTBEHHOH Taki-
HbI, HOpPMATHBHO-CIIPABOYHBIC JOKYMCHTBI

Conepxanue paboThI:
M3y4nB TeMy, CTYJCHT JI0OJKEH:

3HATh, OTKY/a MPOHUKAIOT B KOMIIBIOTEPHYIO CUCTEMY «KOMITBIOTEPHBIE BUPYCHI»;
3HATh TPaBHJIA 3aIIUTHl OT «KKOMIIBIOTEPHBIX BUPYCOBY;

yMeTh BbIOpaTh aHTUBUPYCHYIO IIPOrPaMMY;

YMETh MPABHJILHO UCIOJIb30BATh AHTUBUPYCHYIO MPOrPaMMYy;

3HaTh OCHOBHBIE HOPMATHUBHBIE PYKOBOJISIINE JOKYMEHTBI, KacaroIUecs rocyaap-

CTBCHHOM TallHbI, HOPMATUBHO-CIIPABOYHBIC JIOKYMCHTHI.

N3yyas TeMy, HEOOXOAMMO aKIIEHTHPOBATh BHUMAHHUE Ha CJIEYIOIINX OHITHAX:

KOMIIJICKCHBII 1MOAX0/] K MH(QOPMAIMOHHOH 0€30MacHOCTH, 3aKOHO/1aTe/IbHBIH YPOBEHB,
rocyapCTBEHHAsI TallHA, KOMMEpYecKas TaiHa, JIMLEH3UsI, JIEKTPOHHAs LIH(POoBast MOANHCH,
HOPMATHUBHBIE JJOKYMEHTHI.

[Topsiok n3yyeHus: TeMel
Bujbl camocrositenbHON pabdoThl CTYIEHTOB:

u3yuyerue yuyednoro nocodus «Mupopmarrontas 6€301macHOCTb;
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- TIOATOTOBKA K y4acTHio B hopyme mo Teme « OCHOBHBIE HOPMaTHBHBIE PYKOBOJISIIINE
JOKYMEHTBI, KACarOUINECs TOCYAapCTBEHHOH TaliHbl, HOPMAaTHBHO-CIIPABOYHBIC JOKYMEHTBI;

- M3Yy4YE€HHUE JOIOJHUTEILHOM TUTEPATYPLL;

- BBINOJIHEHHME TECTOBBIX 3aJIaHUM 110 TeMe.

Bomnpoce! Tembl

1. 3akoHOJATENbHBIH ypoBeHb HH(POPMALIMOHHON 0€30ITaCHOCTH.

2. O630p POCCUICKOTO 3aKOHOAATEIHCTBRA.

3. 3axon «O0 undopmayu, HHPOPMATH3ALMU U 3aIIUTE HHPOPMALIUNY.
4. O TekyleM COCTOSIHUM POCCUUCKOr0 3aKOHO/1aTeIbCTRA.

KoHTpobHBEIE BONPOCHI IO TEME

Yro Takoe 3aKkoHOAaTeIbHBIN ypoBeHb MB?

[TpaBoBbIe aKThI OOILIEIO HA3HAYEHHSL, 3ATPAIMBAFOLLIME BOIPOCHI MH(OPMALIMOHHOI Oe301aCHOCTH.
OcHoBHbIe NOHsITH 3aK0HA «O0 HHbOpMaIX, MH(DOPMATH3ALTMHI U 3AIITATE UH(OPMALAID).
Jlpyrvie 3aK0HbI M HOPMATUBHBIC AKTHI.

O0630p 3apydeKHOTO 3aKoHOIaTENBCTRA B 00s1acTi Mb.

Texy1iee cocTosHUE POCCUIACKOI0 3aKOHO/IATENHCTBA.

Crannapts! B 001acTi MH(OPMALIMOHHOM OE30M1acHOCTH.

Nk W=

CDopwla MPpEACTAaBJICHHA OTUCTA:
CTy,]]EHT JAOJIZKCH H3YHYHTB ITOHATHEC CCPBHCA 66301’[&CHOCTH, 3HATb OCHOBHBIC HOPMATHB-
HBIC PYKOBOIAIIHE JOKYMCHTBI. Hpeﬂ,OCTaBI/ITb OTYET B IMCBMCHHOM BHJC.

IMpakTnueckas padoraNe 6. Haznauenue u 3amaumn B chepe obecrnedeHus nHPopMaIu-
OHHOI 0€30I1acCHOCTH Ha YPOBHE roCyAapcTBa

Llens paboter: [lonydeHue 3HaHWH MO KPHUTEPHAM, C MOMOILIBI0 KOTOPBIX OLICHWBACTCSA
3aIUIICHHOCTh BBIUUCIUTENbHBIX cucTeM. O3Hakomienue co cranaaprom CIIA «OpanxeBas
kHuray». M3yuenue pykoBoasmux 10kyMmeHToB ['octrexkomuccuu Poccuiickoit @eaepanum.

Conepikanue pabOTBhI:
H3yuus TemMy, CTyA€HT NOJIKEH:

® 3HATh pyKoBoOAsAUIME NJOKYMEHTHI ['ocTexxomuccuu Poccuiickoii Denepaimu;

e 3Hath ctanaapt CIIA «OpamxeBasi KHUTay;

® yMeTh KIacCU(UIMPOBATH ABTOMATU3MPOBAHHbIE CUCTEMbI COIJIACHO PYKOBOISIIMX
noKkyMeHTOB ['ocTtexxkomuccuu Poccuiickoit enepany.

H’Sy'—laﬂ TEMY, HGOGXO,U,HMO AKLHEHTHPOBATh BHUMAHKWE Ha CICOYIOLINUX ITOHATHAX:
CTpaTCru:i, NogJOTYCTHOCTD, 'APaHTHH, MHHUMAaJIbHasA 3allliTa, HHAWBHAYallbHasA 3alll -
Ta, MaHIaTHasd 3aliuTa, BCpH(bHU,HpOBaHHaSI 3alimTa, HI[CHTHCIJHKBLIHH, UJI/ICprBaHHC.

[Nopsinok u3ydeHHs: TeMbI

Buel camocTosTenbHON pabOThI CTYCHTOB!

- u3ydeHue yyebHoro nocodus «Mupopmarmontas 6€30macHOCTbY;

- IOJrOTOBKA K yyacTuio B popyme 1o teme «PykoBosiue 10KkymMeHTsl ['ocTex-
komuccuu Poccuiickoit @enepanuny;

- M3y4YCHHE JOTIOTHUTEIBHOM JINTEPaTYPHI,

- BBIMOJIHEHUE TECTOBBIX 3aaHUI MO TEME.

Bonpocskl TeMbl
1. Kpurepuu 6e30macHOCTH KOMIBIOTEPHBIX cucTeM «OpaHKeBas KHUTay.
2. PykoBojsiue gokymeHnThbl ['ocrexkomuccuu Poccuiickoit @enepanuu.

KonTtponbHbIe BONpOCH 110 TeMe
1. [aiite nonnoe HaumenoBanue cranpapra CIIA «OpankeBasi KHUTa».
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2. Ha xakue Tpymnmsl pa3aeneHbl pyHIaMeHTanbHble TPeOOBaHM, KOTOPBIM JOKHBI
YJIOBIICTBOPATH BEIYMCIIUTEIBHBIC CUCTEMBI, TPEHA3HAUCHHBIC [UTs 00pabOTKH KOH(HACHIMAIE-
HOU uH(popmanuu?

3. Ha xaxue rpynmsl AISATCS aBTOMATU3HPOBAHHBIC CHCTEMBI, TPHUBEANTE X KPATKYIO
XapaKTePUCTHKY?

4. Ilepeuncnure pyKoBoasmne J0KyMeHTHI ['ocTexkomuccuu Poccuiickoit denepannn?

5. Ha3oBure nojacuctemsl, Ha KOTOPbIE PA3IENSIOTCS MEXaHU3MbI 3aAILUThI.

[Tpu u3yyeHun TeMbl HEOOXOIMMO:

* YUTATh JIMTEPATYPY:

1. Tocrexxkomuccus Poccun. PykoBoasuii JOKYMEHT. «3aliuTa 0T HECAHKIIMOHUPO -
BAHHOI'0JI0CTYMa K HH(QOpPMAIIHH, TEPMUHBI M OTPEICIICHUS.

2. T'octexxomuccust Poccnn. PykoBosmii 1okymeHT. « KOHIEIIHS 3aUTEI CPEACTB
BBIYHUCIIUTEIILHOM TEXHUKU ¥ ABTOMATU3UPOBAHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOTO J10-
crymna KuHdopmanumy».

3. T'ocrexxomuccus Poccun. PykoBojsimumii 1okyMeHT. «CpejicTBa BBIYUCITUTEIIBHOM
TEXHUKHU.3alIMTa OT HECAHKIIMOHUPOBAHHOTO J0CTYMNa K HH(popManuu. [Tokasareny 3ammiieH -
HOCTHOT HECAHKIIMOHUPOBAHHOTO J0CTYTIA K HH(pOpMALIUIY.

4. Tocrexkomuccusa Poccun. PykoBoasiiimii JOKyMeHT. « ABTOMATU3UPOBAHHbIE CHU-
CTEeMbI. 3alIuTa OT HECAaHKIIMOHMPOBAHHOTO focTyna K nHpopmanuu. Knaccudukanus asroma-
THU3WPOBAHHBIX CHCTEM M TPEOOBAHUS 110 3aIMTE HHPOPMALIUHY.

5. T'ocrexxomuccust Poccuu. PykoBosnmii nokymeHT. « BpemMeHHOe noJjioKeHue 1o
opraHu3anuu pa3paboTKH, U3rOTOBJIEHUS U IKCIUTyaTalluy MPOTPAMMHBIX U TEXHUYECKUX
CPEJICTB3AIIUThI CEKPETHON HH(POPMAIIMU OT HECAHKIITMOHUPOBAHHOTO JIOCTYTIA B aBTOMATU3HPO-
BaHHBIX CHCTEMaX M CPEACTBAX BBIYUCINUTCIBHON TCXHUKH.

* moceTuTh caiiTel: www.sbcinfo/index.htm.

@dopma npeacTaBIeHus OTYETa:
CTyneHT I10/KEeH H3YUHTh PYKOBOIAIINE JOKYMEHTHI [ ocTexkomuccun Poccuiickoit de-
aepauui. [IpenocTaBuTh OTYET B MMCBbMEHHOM BHUJIE.

IMpakTHyeckas padora Ne 7. Monenu 0€30MaCHOCTH M UX TIPUMEHEHHE.

[lens paboter: [Tonyuenune 3HaHmi 0 MeToax 3ammTel HHGopmauun. [lomydyenune 3HaHMi
Y HABBIKOB 110 oOecrieueHno HHHOpMAIMOHHONH 0€30NaCHOCTH OpPraHu3aliuK NPy €€ MOIKIIoYe-
Huu K Internet.

Conepixanue pabOThI:
W3y4uB TeMy, CTYAEHT AOJKEH:

* 3HATh U YMETh NPUMEHSITh METO/IbI 3alUThI HH(pOpMAIUH;

* 3HAaTh, KaK 0p1‘a11u305a'rb Hll(bOpMal_lldOllIIYIO 6630[1301100'1'13 B Opralmsau,md;

* yMETh MOJKJIIOYHTH OpraHu3aluio K Internet ¢ cobmrogenneM TpeboBanuii nHGopma-
IIMOHHOMW 0E€3011acCHOCTH;

H3yuas TeMy, HEOOX0/AMMO aKIIEHTUPOBATh BHUMAHUE HA CJICAYIOLIUX MOHATHUSAX:
OrpaHUYCHUE JI0CTYMAa, pasrpaHUYCHUE 0CTyNa, pa3ACICHUE 10CTyNa, KPUII-
torpaduveckoe npeodpazoBanue HHGOOpPMaIMK, KOHTPOJIb M YYET JIOCTYIA, 3aKOHOIATEIbHbBIC

MEpBbI.

[Mopsiiok u3ydeHUs: TEMbI

Buapl camocTositensHoi paboThl CTYEHTOB:

- u3ydeHue yuebHoro nocobus «MupopmannonHas 6€301macHOCTbY;

- TOJroTOBKAa K y4acTuio B popyme 1o TemMe « MeTo bl 3a1nuThl KHPOpPMALUN»,;
- U3YYCHUE JIOTOJIHUTEIBHOM JTUTEPATYPHI;

- BBINOJHEHUE TECTOBBIX 3aJIaHUI1 110 TeMe.
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Bomnpocel TeMbl

OrpaHuYeHHe J0CTYIIA.

KoHTpomb 1ocTyna K anmapartype.

Pasrpanudenne u KOHTPOJb A0CTyNa K HHOOPMALIHH.

Pazpnenenue npuBUiaeruii Ha JOCTYII.

Wnentudukamus 1 yCTaHOBJICHHE TTOJUTMHHHOCTH 00beKTa (CyObheKTa).
Kpunrorpaguueckoe npeodpa3oBaHue HHHOPMaLIUH.

Sk WD -

KoHTposbHbIE BOIPOCHI 110 TEME

B 4em 3akmrodaercs orpaHMYEHHUE TOCTYNAa K KOMIBIOTEPHBIM CHCTEMaM ?

Kak kiaccuuuupyroTcs CUCTEMbI TPEBOKHON CUTHATH3AIUH?

B 4em 3akirodaercs KOHTPOJIb JOCTYMA K anmnaparype?

Ot kakux JeHCTBHHN 3alMIIaeT KOHTPOJIb JOCTYIIA K annaparype?

B uem 3axirogaeTcst KOHTPOJIb J1I0CTyna K uHbDopMaiuu?

B uem 3akmouaceTcs pas/IeieHUE IPUBHIICTHH Ha goCTyn?

B uem 3axitouaercs uaeHTUUKALIMSA U YCTAHOBJICHUE MOIJIMHHOCTH 00BbeKTa (CyOb-

aERG

exra)?
8. Uto MokeT OBITh 00BEKTOM HIACHTH(PHKAIIIN?

¢>0pma [MpEACTaABIICHH OTUETA:
CTy,HeHT JOJLKCH H3YYHTb MOJICIIH 0e30MacHOCTH M HX IPHMCHCHHEC. HpeI[OCTaBI/ITb oT-
4CT B IMCBbMCHHOM BHJC.

KoMnu1eKT THIOBBIX TeM J1a00paTOPHBIX padoT

Hopaook evinoninenun 1abopamopmslx padbom

1) M3yunTh TEOPETHUYECCKHUI MaTepHal Mo TeMe 1aboparopHOil paboThI;

2) cocTaBUTh NMPOrpamMMy Ha OJHOM U3 AITOPUTMHYECKHX S3BIKOB IPOIPAMMHUPOBAHHUS
JUIS 3a/1aHHOTO BapHaHTa 3a/laHus;

3) BBINOJIHHUTD OTJIAJKy COCTaBICHHOM IMPOrpaMMbl M I10Ka3aTh MIPENOIaBaTelo;

4) cocTaBUTB M 3aLIMTUTB OTYET IO JTa0OPaTOPHOI padoTe.

Jabopamopnwvie pabomui

1. biiouHoe cumMMeTpHyHOE MU(ppPOBaHHE

2. WUzyuenue IIIIT cucrem xpunrtorpaduueckoit 3ammThl HHPOpPMALMHU, KIacCHYCCKas
KpunTorpadgus u pacrpeiesieHue KIouen

3. AcummeTrpuyHoe muppoBaHue

4. DnexTpoHHas udposas noamuck (DLIT)

5. IlpakTHyecKoe NpUMEHEHUE KpUNTorpa(uu ¢ OTKpeITEIM KintodoM. [laker PGP

6. Kpunrocucrema onepamunonnoit cucrembl Windows. CryptoAPl: mmdpoBanue u
nemudposanue B CryptoAPI, DIIT B npoekrax Ha CryptoAPI

Koumponwuusie éonpocol Kk 1adopamopusim padomam

1. Oxapakrepusyiite MHGOPMALIMIO U €€ OCHOBHBIC MOKA3aTEH.

2. OcHOBHbIE TOJIOKEHHsI 3aKOHa 00 uHbOopMaIK, HHOOPMAIIMOHHBIX TEXHOJIOTHIX U
3ammre HHpOpMauu.

3. OcHOBHBIC MOJ0KEHHUS 3aKOHA O TOCY/IapCTBCHHOM TalHE.

4. OCHOBHBIEC MOJIO’KEHUS 3aKOHA O 3aLIUTE IEPCOHATbHBIX JIAHHBIX.

5. OCHOBHBIE ITOJIOKEHUS 3aKOHA 00 3JIEKTPOHHOM [IH(POBOM MOAIHCH.

6. Yto Takoe «1onuTHKa 6e30macHoCTH»?

7. UeM OT/IMYACTCS MOHATHE «MOJICIH OC30MacHOCTH» OT MOHATHS «IOJUTHKH Oe3omac-
HOCTH»?

8. B kakux ciyyasx npuMeHstoTcs Mojenu 0e30macHocTn?



15

9. OCHOBHBIE MOJEITH MOTUTHK 0€30I1acHOCTH?

10
11
12

17

31

. [TpuHIMIBL, HCTOAB3yEeMBIE AJIS TIOBBIIIEHUS CTOHKOCTH mugpa?

. IlpuBenure cxemy U 00BACHUTE NPUHIIUI PabOThI 0J0YHOTO mKdpa.
. Haiire xapakrepuctuky mudpa DES.

13.
14.
15.
16.

Haiite xapakrepuctuky mmdpa FOCT 28147-89.

[lepeuncaute ocuoBHble pazmuuns mexkay DES u TOCT 28147-89.
Uro Takoe — pesxum npuMeHeHus oouHoro mudpa?

YeM oTMyaercs MOTOYHOE U OJiouHOe mHudpOoBaHUE.

. Haiite xapakrepuctuky mudpa RC4.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.

. Onunmre anroput™ Juddu-Xemimana. Yem oOycioBieHa ero 6€30macHoCcTh?

OcHOBHBIE CBOWCTBA KpUOTOrpapUUECKUX Xel-(PyHKIH.
[TpuHuunel paboTel Xel-QpyHKIHH.

OcoOeHHOCTH TIOCcTpOeHUe Xenl-pyHKIHKU Ha O6a3e 0109HOoro mudpa.
Onuimre onepanuio NPUBEACHUSA O MOIYIIO.

Kaknmu cBoiictBaMu o0nagaeT onepamus MpuBeICHHS 110 MOIYJIH0?
[IpuBenuTe onpeaeneHue NPOCTOro YUCA.

Kakue nBa uyncia Ha3bIBAIOTCS B3aUMHO NIPOCTBIMU?

Onpenenure NOHATHE 0OPATHOTO 3HAYECHHUS IO MOIYIIO.
Chopmymupyiite mayto Teopemy depma.

Haiite onpenenenue GpyHkuuu Jidnepa.

Cdhopmynupyiite Teopemy Diiepa.

IlepeuncnuTe cBOWCTBA MPOCTHIX YHACET.

Yem oTnuyaercs Kpunrorpadus ¢ OTKPBITBIM KIHOUOM OT CHMMETPHYHBIX HIH(POB?

32. Omummre anroput™ [Hlamupa.

33
34
36
37

. Onummure anroput™ Dib-I"amans.

. Onmummure anroput™m RSA. 35. Onumure anroput™ uudpooit noanucu RSA.
. Onumure anroput™ 1udpoBoi noanucu Iib-I"amans.

. Onumwmre anroput™ udposoit moamucu DSA (DSS).

3 OTAII - BJIAJIETH

1.

3apanus s MNPOMEKYTOYHOI0 KOHTPOJIsA
Kakogrbl ONEPAlTHOHHBIC CHCTCMBI HCITOJIB3YCT BVY3? Onucarh UX BO3MOXKHOCTH C TOY-

ku 3penus Mb.

2.

e e I e

10
11
12
13

1.
2.

[TpuBecTu npuMep CUCTEMbI PE3EPBHOIO KOMMUPOBAHUS CEPBEPOB B KOMITAHUU.
@opMUpOBaHUE 3aNUIIEHHONW BUPTYAIbHOM Cpe/Ibl.

Cnoco06sb! onienku 3anmmeHHoct OC.

AstomaTtusanuu ooHoBIeHUS OC.

AnmunuctpupoBanue 6ezonacHoct OC Windows.

AnmunucrpupoBanue 6e3zonacHoctd OC JInHyke

Cpencrsa MpoBEPKH U BOCCTAHOBJICHHUs (DailIOBON CHCTEMBI.

Cucrtembl HPOBAHUA C OTKPBITHIM KITIOUOM.

. Mcnonb3oBanue cpeacTB KJIOHMPOBAHUS B 3a1a4ax agMuHuctpupoBanus OC.
. Co3nanue akpocTuxa.

. be3zomacHocTh crcTeM ¢ 6€31UCKOBBIMU CTAHIHSIMH.

. Buner yaetnsix 3anuceit 8 OC.

Bonpocsl k 3a4ety

Nudopmarus u e€ xapakTepucTUKU. Ba)KHOCTh U HEHHOCTH MH(MOpMALIMH.
Buabl undopmaimu, noiexangue 3amure. Kinaccudukanus uadopmaiuu 1o crere-

HU OrPAaHUYEHHOCTH NOCTYyTA K Hell [ToHsATHe TaitHBbI.



16

3. UHdopmanmoHHble pecypchl Kak 00beKThl coOcTBeHHOCTH. [IpaBa rpaxiaH Ha 3amiu-
Ty JUYHON HHPOPMAIIMH U HHTEIICKTYaIbHOH COOCTBEHHOCTH.

4. 3axkonsl Poccuiickoilt @enepauuu 0 3alUTe TalHLI U MHTEJUIEKTYalIbHOU COOCTBEHHO-
CTH.

5. Kpurepuu B BbIOOpe cpeicTB 3alUThl. [IOHATHE KOMIIEKCHOM 3aIlHTHI.

6. McTounnkn koHOUACHIMAIEHOH HHPOpMALUK B HHPOPMALIMOHHBIX CHCTEMaX.

7. Texunuyeckue cpeacrBa MH(OOPMAIIMOHHBIX CUCTEM M HUX XAPAKTEPUCTHKH C TOYKH
3peHus UHPOPMALIUOHHOM OE30MaCHOCTH.

8. JleficTBHA, MpUBOAAILIKME K He3aKOHHOMY oBiageHunio KW (pasriamenue, yTeuka,
HCJ).

9. Cnocob6st HCJI x KH. O600mennas moaens cnocoooB HCJI k ucrounukam KH.

10. Kananel yreuku unpopmampu TC MC. OOmas kaptuHa oOpa3oBaHMs OINAaCHBIX
CUTHAIIOB.

11. IlpuuuHb! U YCIOBHS BOSHUKHOBEHHS KAaHAJIOB YTEUKH HH(POPMAIIIH.

12. Cnoco6st HCJI k KU uyepe3 TC UC. AkTuBHbBIE U TACCUBHBIE CIIOCOOBI.

13. TexHuKa IPOMBILIIEHHOIO IITHOHAXKA.

14. ¥Yrpo3sl UC. Buasl yrpo3. Buasl moteps u UX TPUYHHBL.

15. Moaens napymmrens B IC.

16. Ouenka 6e3onacHoctu MC. TpebGoBanus k Oe3zonacHoctu MC. Ilokazarenu 3amm-
menHocty CBT. Kitacehl 3anuuieHHOCTH.

17. 3amura oguHounoi [19BM. Kananel yreuks HHGOpPMALIMH, METOIBI 3alIUTHI.

18. Bmuanme apxurtektypel DBM Ha GesomacHocTh oOpabaTeiBaemoi mMH(pOpMauu.
[TousaTue "3amuménnas apxurekrypa'.

19. OnepaioHHbIE CUCTEMbI, OPUEHTHUPOBAHHBIC HA 0€30MaCHOCTH HMH(DOPMAIHH.

20. Be3zonacHOCTb KOMIMBIOTEPHBIX CETEeH - KOPIMOpPATHBHBIX M TJI00ANbHBIX (00mIne
TIPUHIIMIIBL).

21. BpenoHocHble nporpaMmbl. [I[pUHIUIIBI 3a1IUTHL OT UX BO3/1CHCTBUSL.

22. OpraHu3aiMoHHbIE MEPHI 110 3amuTe uHbopmanuu Ha DBM.

23. CraHaapTHbIE CPEICTBA 3aLUTHI (aNMapaTHbIC U MPOTPAMMHBIE).

24. Hcnonw3oBaHHe KPUOTOTpapUUECKUX METOAOB ISl 3aIlUThl JMEKTPOHHOM TOKYMEH-
TalUH.

25. IlpoTHBOIpaBHOE HCIIONb30BAHHE KOMMBIOTEPOB. CYIIHOCTH KOMIBIOTEPHBIX IIpe-
CTYIUICHUM.

26. Knaccudukanus KOMNBIOTEPHBIX MpecTyIuleHui. 3akoHbl P® o mpecTyrieHusx B
chepe KoMIbIOTepHON UHpOpPMAIUH.

TecTupoBanue

Bonpoc Ne 1.

Bompoc: undopmars - 310

HeBepHO: akTyanbHOCTh 3alUTHI

HeBepHo: mepcoHanbHbIC JaHHBIC

HeBepHo: faHHBIE MEXKy HAYAJIOM M KOHLIOM CETEBOIO MakeTa

HeBepHo: HHTEpBaJ BpeMEHH MEKy ITOCHUIKOMH ITAKEeTOB B CETh

BepHo: cBesieHns 0 nuIax, npeaMeTax, GakTax, COOBITUAX, ABICHHUAX U Mpoleccax HE3aBUCUMO
OT hOpMBI X TIPECTABICHUS

Bomnpoc Ne 2.

Bonpoc: [Ins ynoBIeTBOpEHUs 3aKOHHBIX TIPaB M HHTEPECOB CyOBEKTOB IS 00ecTeueHus MX
HHPOPMaLMOHHOH 6€30MacHOCTH HEOOXO0UMO MOCTOSHHO MOAIEP/KUBATE OTHO U3 CICAYIOMINX
CBOMCTB HH(OpPMAIIUU U CUCTEM €€ 00paboTKu:

Hesepno: 00bem



17

Bepno: nenoctHocts

HeBepHO: KOHTPOIBHYIO CYMMY

HesepHo: Marpuily qoctyna npu nakeTHOH nepeaaye
HeBepHo: 0CMBICIIEHHOCTH

Bompoc Ne 3.

Bonpoc: UadopmanronHas 6€30macHOCTb — 3TO

HesepHo: miperpakieHue MoTOKOB HeHYKHOH BpeaHoi nH(popMaLuy B riepcoHabHoit DBM ¢
NOMOUIBIO 3aLIMUTHBIX POTPAMM

BepHo: cocTosiHEE 3aMIICHHOCTH HH(POPMAIIMOHHOM cpeibl 0011ecTBa, 00ECICUnBalOIIee e
(hopMupoBaHHe, UCTIOJIL30BAHUE U PA3BUTUE B MHTEpPECaX IPayIaH, OpraHu3alluii, rocyaapcTea
HesepHo: mudpoBanue 1aHHBIX IPH Nepe1adye [0 BCEM BUIaM KaHAJIOB CBSI3U

HesepHo: 6e30macHOCTb cpeicTB 00paboTKH, KOMUPOBaHMsA, CYUUTHIBAHHUS MH(OpMAIIMK B aBTO-
MAaTH3HPOBAHHBIX CHCTCMAX

HesepHo: npumMeHeHue Bcex BUAOB U ypPOBHEN 0XpaHbl UHGOPMALIUKU B aBTOMATU3UPOBAHHBIX U
HEaBTOMATU3UPOBAHHBIX cUCTeMax 00paboTKK HHbOpMaIUK

Bompoc Ne 4.

Bonpoc: Jlokrpuna undopmarmonnoii 6ezonacHoctu Poccuiickoin @enepanuu - 310

HesepHo: noctynHocth HHGOPMAUK TOJIBKO OMPEAeIEHHOMY KPYTY JIUII, FApaAHTHsI CYLIECTBO-
BaHUs MUH(MOpPMAIMK B UICXOHOM BHJI€, BO3MOKHOCTb MOTY4YeHUs: HHPOPMALIMK aBTOPU30BaH-
HBIM TI0JIB30BATEIEM B HYKHOE JJI1 HETO BPEMSL.

HesepHo: opranu3zaiiusi COBOKYIMHOCTH UH()OPMALIMOHHBIX IMPOLECCOB B aBTOMATU3UPOBAHHOMN
CUCTEME JUISl €€ 3aLUThI

HeBepHo: aeATeNnbHOCTh, HANpaBJICHHAs HAa MPEJOTBpAIllEeHHe YTEUKH 3alluiiaeMoil uHdopma-
[IMH, HECAHKIIHOHUPOBAHHBIX M HETPEIHAMEPEHHBIX BO3/CHCTBHI Ha 3amiviiacMyro HHpopMa-
LU0

BepHo: cOBOKYIMHOCTh ODUIIHATIBHBIX B3IJISI0B HA 1EJH, 3a1a41, IIPUHIIMITBI U OCHOBHBIE
HampaBlIeHUs obecnieueHns HHopMalMoHHOK Oe3omacHocTH Poccuiickoit @enepanuu

Bomnpoc Ne 5.

Bomnpoc: kKoHpHIEHIIMATIBHOCTD — 3TO

HeBepHo: rapaHTus CyliecTBOBaHHs HH(POPMAILIMU B HCXOJHOM BHJIE

BepHo: 10CTYNMHOCTS HH(POPMALIMK TOJIBKO ONMPEACIEHHOMY KPYTY JIMII

HeBepHo: BO3MOXKHOCTB MOJIy4eHHE UH(OPMALIMKM aBTOPU30BAHHBIM MOJIL30BATEIEM B HYIKHOE
JUIS HErO BpeMst

HeBepHO: BO3MOKHOCTh YCTAaHOBJIEHHUS aBTOpa HHPOpPMALIUK

HeBepHO: BO3MOKHOCTB J0Ka3aTh, YTO aBTOPOM SBJIACTCA MMEHHO 3asBJICHHBIH YCJIOBEK, U HE
HUKTO JAPYTroit

Bomnpoc Ne 6.

Bompoc: npouecc pacrno3HaBaHus JIEMEHTa CHCTEMBI, OOBIYHO C IOMOIIBIO 3apaHee OnpeaccH-
HOTo UJIeHTU(UKATOPA WIH APYTrOoil YHUKAJIBHON MH(MOpMaLUK — 3TO HiH

Bepno: unentuduxanus

Bompoc Ne 7.

Bonpoc: 3amura undopmanuu (I'OCT 350922-96) - ato

HesepHo: unpopmanmontas 6e30MacHOCTb

BepHo: nesTenbHOCTh, HallpaBIeHHas Ha MPEeI0TBpallleHHe YTeYKH 3alliIaeMoil HHPpOopMaLuu,
HECAHKIIMOHUPOBAHHBIX U HETIpeIHaMEePEHHBIX BO3ACHCTBHUI Ha 3aIMIIIaeMyH0 HHOPMALIHIO
HeBepHo: BO3MOKHOCTL YCTAaHOBJIEHUS aBTOpa MH(pOpMaIuu
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HeBepHo: 3anMIeHHOCTh HH(MOPMAIUK U MOAIEPKUBAIOIIEH ee HHPPACTPYKTYpPhI OT CIydaii-
HBIX WU TTPEJHAMEPEHHBIX BO3ICHCTBHH €CTECTBEHHOTO MIIM HCKYCCTBEHHOTO XapakTepa, KOTO-
pble MOTYT HAHECTH yiiepO BIaae/blaM MK [MOJIb30BaTeIsIM HHHOpMAIIHK

HesepHo: cocrosiHUe 3alUIICHHOCTH HH(POPMAIMOHHOW Cpebl 001ecTBa, odeceynBaroiee ee
(hopmMupoBaHHE, HCTIONB30BAaHME U PAa3BUTHE B MHTEPECAX IPaX1aH, OpraHu3aluii, rocy1apcTaa

Bomnpoc Ne 8.

Bomnpoc: Kanan yreuku nuadopMaiuu — 3To

HesepHo: BeJileHHEe TPOTUBOCTOAIEH CTOPOHOM TEXHUYECKON U areHTYPHOMI pa3BeIKu

BepHO: COBOKYITHOCTh HCTOYHHKA HH(POPMALIUH, MATEPHATILHOTO HOCUTEIISA WIH CPEIbl pacipo-
CTPAHEHMS HECYLIETO YKa3aHHYK UH(OPMALMIO CUTHAJIA U CPEICTBA BhIACICHUS HH(POpMAIIUU
W3 CUT'HAJIA WJIA HOCHUTES

HesepHo: HecoOmoieHHe IepcoHanoM HOpM, TpeboBaHMiA, paBuIl SKcIuTyatamu AC
HeBepHo: oieHka peanbHOi 9 PEeKTUBHOCTH MPUMEHAEMBIX Ha TPEANPHUATHH MEp 3aILUTHI
uH(pOpMaIIUU U MPEIJIOKEHUS 110 UX COBEPIICHCTBOBAHUIO

HeBepHo: nesTebHOCTb, HalpaBJieHHas Ha NPEA0TBPALCHHE YTEUKH 3aluiaeMoil nadopma-
1IMH, HECAHKIIMOHUPOBAHHBIX U HETpeIHaMEPEHHbBIX BO3ACHCTBHI Ha 3allIMIaeMyto HH(pOpMa-
U0

Bomnpoc Ne 9.

Bonpoc: [TapameTpuyeckuii kaHan yTeuku HHPOpPMaLIUU

HesepHo: nmpeacTaBiser BCIIOMOTATEIbHBIC CPEICTBA, BHIXOIAIINE 3a MPEAC/IbI KOHTPOIUPY-
€MOi 30HbI

Bepno: dopmupyercst myrem "BeicokodacToTHoro oonydenus” TCOMH, npu B3aumoJeHCTBHU
3JIEKTPOMAarHUTHOTO MoJs KoToporo ¢ 3nemeHTamMu TCOM mpoMcXOauMT mepeusiyuyeHHe 3IeK-
TPOMArHUTHOTO MOJIs, MPOMOAYIHPOBAHHOTO HH(POPMALIMOHHBIM CHTHAIIOM

HesepHo: BK/II0YaeT ONMUCAHUE TEXHOJIOTUHU 00pa0OTKH TAHHBIX B 3ALIUIIAEMOMN MOJICUCTEME,
aHaJIM3 YIPo3 U OLEHKY PUCKA HAaHECeHHs yuiep0a, MpaBuiia dKCITyaTaluu CUCTEMBI, He00X0-
JAMMBIH HAOOp MHCTPYKIMH TOJKHOCTHBIM JTHILIAM

HeBepHo: onpeaensaeT 0011y0 CHCTEMY B3IVISI0B B OPraHHU3alMK Ha TPOOIeMy 3allUTh
undopmanuu B AC ¥ myTH pelieHus HTou mpodJeMbl ¢ YHETOM HAKOIIEHHOTO OMNbITa U
COBPEMEHHBIX TEH/IEHLIUI ee pa3BUTHS

HesepHo: onpeznenseT KOMIUIEKC KOHKPETHBIX OPTaHU3allMOHHO-TEXHUYECKUX Mep I10 3alIUTe
MH(OPMALINH, a TAKKE HE3aKOHHOTO BMEIIATEIBCTBA B MPOLECcC (HYHKIIMOHUPOBAHNUS KOHKPET-
Hoit AC

Hesepno: pa3suBaer KoHenmuio HanuoHaIbHO# O0e3onacHocTi Poccuiickoit denepaiyu npu-
MEHMTEIbHO K MH(OpMAIIMOHHOH cdepe

Bonpoc Ne 10.

Bomnpoc: cBeenus o unax, npeaMerax, pakrax, COObITUSX, ABJICHUAX U MPOIEccaX HE3aBUCUMO
oT (hOpMBI UX TIpeJICTaBICHUS HH#

Bepho: napopmanns

Bonpoc Ne 11.

Bonpoc: Koruenuus obecnevyenns nHGpopMamoHHoH 6e30macHOCTH

HeBepHo: onpeaenseT KOMIIEKC KOHKPETHBIX OpraHU3allMOHHO-TEXHHYECKUX MEp IO 3allUTe

uH(popmManuy, a TakkKe HE3aKOHHOI0 BMEIIATEILCTBA B POLecC (DYHKIIMOHUPOBAHUS KOHKPET-
Hoit AC

HesepHo: Takoro Hetr

Heepro: cnacaet BraaenbueB AC oT HEOOXOIUMOCTH MPUHATHSA KapAHHAIBHBIX MEp MO MOJ-

HOM 3aMEHE CPE/ICTB 3allUThl HA HOBbIE
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Bepno: onpenenseT o0IIyro cucTeMy B3IVISAI0B B OpraHU3alldy Ha mpodieMy 3aiuiTsl HHpopMa-
i B AC U yTH pemieHHs 3TOH mpoOIeMbl ¢ YyH4EeTOM HAaKOIUICHHOTO OMNBITa U COBPEMEHHBIX
TEHJICHIIUI €€ pa3BUTHUSI

HesepHo: onpenelnser npapuiia odpanieHus ¢ HHGopmalueld 1 0TBeTCTBEHHOCTh CyObEKTOB
HH(POPMALIMOHHBIX OTHOLICHHH 3a UX COOJII0IeHNE

HeBepHO: HH OHO U3 IEPEUUCICHHBIX

Bonpoc Ne 12.

Bonpoc: Hapymurens — 3to

HeBepHO: MHAYKIIMOHHBIN KaHall IepexBaTta, He TPEOYIONIMI KOHTAKTHOTO MOAKIIOYCHHS K
KaHaJlaM CBsI3U

HeBepHO: COBOKYIHOCTH HCTOYHMKA HH(POPMALMH, MATEPHATBHOTO HOCUTEIS I CPe/ibl pac-
NPOCTPAHEHHUS HECYIIEr0 YKa3aHHYI0 HH(OPMAIMIO CUTHAJIA U CPEJICTBA BBIJICNCHUS MH(DOpMa-
LIMH W3 CUTHAJa WX HOCUTENA

HeBepHo: KOMIUIEKCHI CHEHATIBLHOTO TEXHUYECKOI0 U IIPOrpaMMHOro obecrneueHus, peaHas3Ha-
YeHHbIE 15 IPeIOTBPALEeH s yTedkr 00padaTeiBaeMoil niu Xpausineiics nHdopmanuu

BepHo: 11110, NpeAnpUHABIIEE MONBITKY BBIOJHEHHUS 3alpelICHHBIX ONepanuii no omuodke, He-
3HAHHIO WJIH OCO3HAHHO CO 3JIBIM YMBICIOM MIM 0€3 TAKOBOTO M HCMOJIB3YIOIICE A dTOTO pas-
JUYHbIE BO3MOKHOCTH, METOJbI U CPEACTBA

Hesepno: nipetoctaBiieHue cyObeKTy IIpaB Ha JOCTYIl K 00BEKTY

HeBepHO: HU 0OJTHO U3 NIEPEUNCTICHHBIX

Bonpoc Ne 13.

Bomnpoc: DnekTpudeckuii KaHas nepexsara WHGOpMaI|u

HesepHo: He TpeOyeT KOHTAKTHOTO MOJAKIIOYEHUS K KaHalaM CBS3H

Bepro: npeanonaraeT KOHTAKTHOE MOJKJIIOYEHHE K JIMHUAM CBSI3H

Hesepno: ¢hopmupyercs nyrem "BoicokodyactoTHOro oduyuenus" TCOU, npu B3aumoaeincTBumn
AJIEKTPOMArHUTHOTO 10Jis1 KoToporo ¢ ementamu TCOU npoucxoaur nepeusiydeHue diek-
TPOMArHUTHOTO MOJIsA, TPOMOIYJIMPOBAHHOTO HH(DOPMAIIHOHHBIM CUTHAJIOM

HeBepHo: ucnone3yeT cpey pacpoCTpaHEHUs BO3YX

HeBepHo: HU 0JTHO U3 NEPEUUCITICHHBIX

Bomnpoc Ne 14.

Bompoc: ¥Yrposa — 310

Hesepho: nmpoBepka moJIMHHOCTH HASHTU(UKALIMY TT0JIB30BATE, IPOLIEcca, YCTPOUCTBA WU
JAPYroro KOMIIOHEHTa CHCTEMBI

BepHo: noTeHIManbHO BO3MOKHOE COOBITHE, ICHCTBHE, MMPOIECC WU SBICHUE, KOTOPOE MOXKET
NPUBECTH K HAHECEHMIO yliepba ubMM-1100 MHTEpecam

HeBepHo: cOBOKYNHOCTH UCTOYHUKA UH(OPMALIMY, MATEPUATILHOTO HOCUTEJISI WU CPElbI pac-
NPOCTPAHEHHUS HECYLIETr0 YKa3aHHYI0 HH(GOPMALMIO CUTHAJIA U CPEJICTBA BblJeNeHUs: MHDOpMa-
IIMH U3 CUTHAJIA WA HOCUTEIS

HeBepHo: BcrioMoOraTenpHBIE CPeICTBA, BEIXOIAIIME 3a MPEACTbl KOHTPOIUPYEMOH 30HBI, a TaK-
KE MMOCTOPOHHUE MIPOBOAA H Kaﬁeﬂﬂ, K HUM HE OTHOCHALIHECA

HesepHo: mpenonoKeHus 0 KaTeropusx JHiLl, K KOTOPLIM MOKET IMPHHAUIEKATh HAPYIIUTENb

Bonpoc Ne 15.

Bonpoc: buomerpus - ato

BepHo: pa3znen Hayku, 3aHUMAIOIIMICS KOJIMYECTBEHHBIMU OHOJIOrMYECKUMHU IKCIIEPUMEHTAMU C
NIPUBJICYCHUEM METOJIOB MaTEMaTHUECKOH CTATUCTUKH

HeBepHO: TakTUIOCKOMHSA

HesepHo: pacno3naBanus nuua

HesepHo: BeprdHKaius Mo IIicH



20

Hesepno: ndpoBoii koa

Bonpoc Ne 16.

Bonpoc: nuiio, npeanpuHsBuIee MONLITKY BBIMOJHEHHS 3alpelIeHHbIX ONepalui (1eiCTBHIi) 1Mo
omurOKe, HE3HAHUIO UIIH OCO3HAHHO CO 3JIbIM YMBICIIOM (M3 KOPBICTHBIX HHTEPECOB) MM Oe3 Ta-
KOBOTO (paau UTPbI WIN YJOBOJIBCTBUS, C LIEJIBI0 CAMOYTBEPKACHHUSA U T.I1.) #H##

Bepno: napyumurens

Bomnpoc Ne 17.

Bompoc: st coxpaneHus roJIoCOBOTO OTnedaTka Tpedyercs o0beM:
Hesepno: 8 our

Bepno: 30 kbaiit

Hesepno: 300 mOaiiT

Hesepro: 1 I'Gaiir

Hesepno: 1 Kbur

Bomnpoc Ne 18.

Bompoc: cratndeckue MeTo6 ONOMETPUIECKON HACHTH(PHKAINH -

HeBepHo: 0CHOBBIBAIOTCS HA MOBEAEHYECKOM XapaKTEPUCTUKE YEI0BEKa — OCOOEHHOCTAX, Xa-
PaKTEPHBIX Ui N10/ICO3HATENIbHBIX JBUKEHH B IPOLIECCE BOCIIPOU3BEACHHS KAaKOr0-1u00 aeii-
CTBUS

HerepHo: oGecriednBarOT MOCTOSTHHBIE XapaKTEePUCTHKH ONPeAeICHUs HIeHTH(HUKATOpa
HeBepHOZ HCH3MCHHBIC BEPOATHOCTH CTATHCTHYCCKOI0 METOOa

HeBepHo: HU 0JJHO U3 NEPEUUCTIEHHBIX

BepHo: ocHOBBIBAIOTCS Ha (PM3HOJIOTMYECKON XapaKTEPUCTHUKE YEJIOBEKa, TO €CTh YHUKAIbHOM
CBOHCTBE, JAaHHOM €MY OT POAKACHHUA U HECOThEMIIEMOM OT HETO

Bomnpoc Ne 19.

Bonpoc: IIporpaMmmHoe pazMaraMuuBaHue -

HeBepHo: yaaneHne nporpaMm ¢ MOMOIIBIO MarH|Ta

Hesepno: He cyuiectByer

HesepHo: cocrout u3 6osiee ueM Tpex uiin 0oliee JIOrHYecKux Jacreit

HeBepHO: HM 0JTHO W3 EPEUNCTICHHBIX

BepHo: yHHYTOXKEHHE JAHHBIX HA MAarHUTHOM HOCHTENIE MYTEM MHOTOKpPAaTHOM ONepaify 3amu-
CH pa3IMYHbIMH ﬂCGBﬂ,OCJ’[y‘-{aI‘:IHhIM[/I KogamMu

Bomnpoc Ne 20.

Bomnpoc: Cny:x6a KoMObIOTEpHON 0€30MacCHOCTH — 3TO

Hesepno: (hopmupoBanue TpedboBaHuii K CUCTEME 3aLUTHI B rpouecce co3nanus AC

BepHo: mtatHoe WM HEIITATHOE IM0JIpa3/ieieHue, Co31aBaeMoe IS OpraHu3alii KBaTu(HIu-
pOBaHHOH pa3pabOTKKM CUCTEMBI 3aLIUTHI HH(OPMAIMK U obecredeHus ee PyHKIMOHMPOBAHUSA
HerepHo: nononHuUTENBHEIE HEYA00CTBA, CBSI3aHHBIE ¢ OONBIIMM 00BEMOM PYTHHHOH (OopMalIb-
HOH IeATEILHOCTH

HesepHo: ciryx0a oxpaHbl, HCIIOIb3YOIIas B pad0Te KOMITbIOTEPHI ISl HAOIIOIEHUS U OXPAHBI
HeBepHo: 0XpaHa KOMIBIOTEPHOH TEXHUKH MPEANPHUATHSA CITy:k00i Oe30macHOCTH

HeBepHO: HH OIHO M3 IEPEUUCICHHOTO

Bonpoc Ne 21.

Bonpoc: AyreHTuduKamnms — 310

BepHo: nmpoBepka MoyTMHHOCTH HACHTH()HUKALIMH TTOJIB30BaTEIs, IPOLECcca, YCTPOHCTBA WIIN
ApYroro KOMIMOHCHTA CHCTCMbI

Hesepno: paGoTa 3a rpaHbio CHCTEMBI 3aIUTHI MPEANPUSTHS
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HesepHo: nepenaya npas Moib30BaHUSA HH(POPMAIHEN APYTOMY JTHILY
HegepHo: nepenava nHOOPMALINH 10 3aIIUAIIEHHOMY KaHATY CBS3M
Hesepho: nepenayua uHGOpMAIUK [0 HE3AMIUIICHHOMY KaHATY CBS3H

Bomnpoc Ne 22.

Bomnpoc: creranorpadus — 3o

Hesepno: ucnonbs3oBanue mu@poBaHus npu rnepeiade TaHHbIX

BepHo: Hayka 0 CKpbITO# nepenadye uHbopMalMy myTéM COXpaHeHus B TailHe camoro (akrta rne-
penaqu

HeBepHo: pa3aen HayKH O IPOTrPaMMHBIX CPEJICTBAX 3aKPBITHSA HHPOpMALTH

Hesepno: anmnapatHoe cpeacTBo 3auuThl HHGOpMaLIMU

HesepHo: nepemenmBanue 0JI0KOB TEKCTa JJI1 HEBO3MOKHOCTH ITPOYTEHHS

HesepHo: Hayka 00 ucuesnysiueit uHGopmaru

Bonpoc Ne 23.

Bonpoc: moaynsuus — 3to

HeBepHo: n3MeHeHHe cojepkKaHus HHPOPMALMOHHOTO KOHTEHHEepa Ha HOBOE HEUUTAEMOE
HesepHo: npouecc, o6paTHelii creraHorpadgun

Hesepho: BbieneHue rnojae3Hoi nHdopMalm U3 3aK0IMPOBAHHOTO COOOIIEHMS

Bepno: npouecc n3MeHeHus: 0JJHOr0 UM HECKOJIBKUX IMapaMeTPOB BLICOKOYaCTOTHOI'O MOJLYIIH-
pyemoro KonebaHus 1o 3aKoHy HH(POPMAIHOHHOTO HU3KOYAaCTOTHOTO COOOIIEHUS

HeBepHO: mpuMEHEHNE METOIOB MPOTPAMMHOI0 CTHPAHUSA HH(POPMALIUH

HesepHo: nepecedyenue HHGOPMALIMOHHBIX TOTOKOB C LEJIbIO COKPBITHS COJIEPKUMOI0 KasK0ro
U3 HUX

HeBepHo: pacripocTpaHeHHEe AaHHBIX yepe3 mudpyrolee ycTpoucTBO

Bonpoc Ne 24.

Bonpoc: Camblii BepXHHiIl ypOBEHb 3aILHThI —
HesepHo: TexHuyeckui

HesepHo: cMemaHHbIN

HesepHo: mporpamMmHblii

BepHo: 3akoHonaTenbHbIH

HesepHo: nHKeHEepHbIH

HeepHo: yIpaBisroIui

HeBepHo: oprann3aiioHHbIMI

Bomnpoc Ne 25.

Bonpoc: 310yMBIIIIEHHUK — 3TO

Heepno: nons3oBarens 9BM, He cobmoiatoniuii npaBusia nojb30BaHUs

HeBepHo: BHyTpEeHHUI HApYLIUTEh AaBTOMATU3UPOBAHHOI cHCTEMBbI 00paboTKu MHOpMaIH
HesepHo: nmH110, Henonp3yromiee MporpaMMBI sl CEKPETHOTO KOTTMPOBAHHS

BepHo: monp3oBaTens WM IMporpamMma, HENPaBOMOYHO MBITAOIIMECS MOJYYHUTh JOCTYI K OT-
NEJIHOMY KOMIIBIOTEPY WUJIH KOMITLIOTEPHOM CETH

Hesepno: HeneranbHbli nonb3oBare IBM

HeBepHo: OBIBIIHIA COTPYAHUK, UMEIOIINI MpaBa J0CTYIa K CHCTEME

Bonpoc Ne 26.

Bomnpoc: BUOpaioHHbIi KaHa yTeUKH HHPOPMALUU UMEET CPEIoi pacipoCTpaHeHUs
HesepHo: Bo31yX

BepHO: KOHCTPYKUIMH 30aHUH

HesepHo: neKkTpOMarHuTHLIE BOJIHBI

Hesepno: ontuyeckuit iy
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HeBepHOI HH OJHO H3 IICPEYHUCIICHHBIX

Bonpoc Ne 27.

Bonpoc: kocBeHHbIE KaHATbl TPOHUKHOBEHUS B CHCTEMY

HesepHo: TpeOytOT MPOHUKHOBEHHS B IOMEIICHUS, T/I€ PACTIONOKEHBI KOMITIOHEHThI CHCTEMBI
HeBepHO: HH OHO U3 IEPEUUCICHHBIX

Hesepno: TpeOyroT HaMuus napoJis Ui BXOJa B CUCTEMY

HeBepHo: nCnonb3yl0T COBMECTHOE HCIOIb30BaHKe pecypco AC

BepHo: He TpeOyIOT MPOHUKHOBEHM B TOMEIIEHUS, I/1€ PACTIONOKEHBI KOMIIOHEHThI CHCTEMbI
HeBepHO: HH OHO U3 IEPEUUCICHHBIX

Bomnpoc Ne 28.

Bomnpoc: LlenocTHOCTE HHPOPMAIIIH — 3TO

BepHo: ciocoOHOCTE cpeACTBa BHIYHCIUTEIBHON TEXHUKH WIIH aBTOMAaTU3HPOBAHHON CHCTEMBI
obecrneynBaTh HEU3MEHHOCTh MH(OPMALIMHU B YCIOBUIX CIYYAHHOIO U (WJIK) MPEIHAMEPEHHOTO
UCKaXKEHUS

HesepHo: crioco0 orpaHuyeHus 10CTyTa MOIb30BaTeNel K KOMIbIOTEPHOH cucTeMe Wi ee (aii-
JaM C MCIIOJIb30BAaHUEM METO/1a TTapOITUPOBAHHS

HesepHo: mpenoTBpalieHie Ui CyIecTBeHHOE 3aTPyAHEHUE HECAHKIIMOHUPOBAHHOTO AOCTYIIA
HeBepHo: yHUKaJIbHBIN NpU3HAK CYOBEKTA WIH 00BEKTa JOCTyIa

HeBepHo: cocTosiHHE 3aIUIIEHHOCTH HH(POPMAIIMOHHOMN cpebl 001ecTBa, o0ecrneunBaronee ee
(hopMHpOBaHHE U pa3BUTHE B MHTEPECAX TpakJiaH, OpraHu3alui U rocyaapcTBa

HeBepHo: pa3rpaHuueHue JocTyna Mexay MOUMEHOBAHHBIMU CYObEKTaMU U OUMEHOBAHHBIMU
00BbeKTaMH

Bompoc Ne 29.

Bonpoc: Mojens HapymuTess — 3To

HesepHo: onrcanue nporecca B310Ma KOMIBIOTEPHON CHCTEMBbI

HeBepHo: XapaKTEepUCTHKH B3aMMOACWUCTBUS HH(POPMAIMOHHBIX IPOIECCOB TPHU B3JIOME CH-
CTEMBI

HesepHo: onucanue 1eicTBUI M0 3a1UTE aBTOMATU3UPOBAHHON CUCTEMBI

Bepuro: abctpaktHoe (popmanr3oBaHHOE WK He(POPMaIH30BaHHOE) OMMCAHUE HAPYIUTEs
NIPaBHJI Pa3sTpaHUYEHUA JOCTYTIA

HeBepHo: ennnua HHPOPMAITHOHHOTO pecypca aBTOMAaTH3HPOBAHHON CHCTEMBI, TOCTYII K KOTO-
pO¥ periaMeHTUpyeTCs MpaBUIaMU pa3rpaHUYeHUs I0CTYIa

Bomnpoc Ne 30.

Bomnpoc: O6paboTtka napopmanum -

HeBepHo: nzyueHue XxapakTepucTUK MOJIb30BaTeNeil HHOOPMAIIMOHHON CUCTEMBI

HesepHo: komupoBanue u ndppoBanue HHGOPMAIMOHHBIX TOTOKOB

HeBepHo: kBaHTOBaHKE MPOIIECCOB BEIYMCIUTEIIBHON CHCTEMBI

HeBepHO: pa3aensioT BEIYHCIUTENBHOE BPEMsI IIIaBHOTO CepBepa

HesepHo: pa3zaenenue nocryna v nojJHOMOYMIA B aBTOMATU3UPOBAHHON CUCTEME

Bepno: cbop, xpaneHue, 00paboTka U BOCIIPOU3BEIEHUE TAHHBIX CPEICTBAMH BbIYHCIUTEIHHON
TEXHHUKH

Bonpoc Ne 31.

Bormpoc: [JlelicTBus, npeIlipuHUMaeMble KPpUNTOAHAIIUTHKOM C LIENIBIO PACKPBITUS CEKPETHOI0
KJTFOYa - 9TO ###

BepHo: aTaka

Bomnpoc Ne 32.
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Bonpoc: Kpunronorus cocTouT u3 AByX vacteit: 1) kpunrorpadus 2) ###
BepHo: kpuntoaHanus

Bomnpoc Ne 33.

Bompoc: IloacaymmBanue co CTOpoHbI IPOTUBHUKA Ha3bIBAETCS
HeBepHO: akTUBHBIM NIEPEXBATOM COOOIICHMIH

BepHo: naccuBHBIM NepexBaToOM COOOIIEHUM

HesepHo: nogcmaTpuBaHueM 3a cOOOLIEHUAMHU

HeBepHo: 3M0yMBIIIIEHHBIM NEPEXBATOM COOOIICHUI

HeBepHo: BrIeneHHEeM HHPOPMALIH U3 COOOIICHHUS

Bonpoc Ne 34.

Bomnpoc: nmpsamoe/o6paTHoe kpuntorpapuueckoe npeodpa3oBaHue, BBINOIHIAEMOE B X0/e MHUp-
POBaHHSA OTKPHITOrO TEKCTa U eI poBaHUA MH(PPOTEKCTA — ITO HH#H

Bepno: kpunroanropurm

Bomnpoc Ne 35.

Bompoc: IlepBeiii anroput™ amist 060011eHHOTO MIHPPOBaHUS ¢ OTKPBITHIM KIFOUOM —
Hesepno: xau1 GpyHKims

BepHo: anropurm proksaka

Hesepno: anroput™ 26 ["amains

Hesepno: anropur™m Jle byapasa

Hesepno: DES

Bomnpoc Ne 36.

Bompoc: npouecc pacrno3HaBaHus IEMEHTa CHCTEMBI, 0OBIYHO C MOMOIIBIO 3apaHee OnpeaccH-
HOTo UJIeHTU(UKATOPA WIH APYTOl YHUKAIBHOU HH(MOPMALIMK — ITO

Bepno: unentuduxanus

Hesepno: cucremoTexHuka

HesepHo: nuckpernsanus

Hesepno: peanuzanus

Hesepno: onudposka

Hesepno: oTneyaTok nansia

Bonpoc Ne 37.

Bomnpoc: mmdp, KoTopblii pu KaskaoM mudpoBaHUK MPEBPAILAET OJUH U TOT e OUT Win 0alT
OTKPBITOTO TEKCTA B Pa3Nu4Hble OMTHI WK OaiiThl mMdpoTeKcTa —

HesepHo: 6104HbIH

Bepno: noTokoBbIi

HesepHo: kosbleBOit

HesepHo: aHanorossiii

Hesepro: mudposoii

Bomnpoc Ne 38.

Bomnpoc: kpunrorpadus ¢ CeKpeTHBIMH KITIOYaMH UCTIONb3YeT
HeBepHO: acCUMMETPHYHBIC alrOPUTMBI IIH(POBAHHS

Bepno: cumMeTpuyHbie alropuTMsbl UG POBAHUS

HeBepHo: cBEpXCUMMETPHYHbIE aJITOPUTMbI IU(DPOBAHUS
HeBepHo: KonblieBbIe aIrOPUTMbI IIH(PPOBaHUS

HeBepHO: miockue anropuT™bl MH(ppoBaHHS

Bomnpoc Ne 39.
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Bomnpoc: nomydeHne 0TKpHITOro TEKCTa MO HabIr01aeMoMy IHUPPOTEKCTY —
HesepHo: kpuntonorus

Bepno: kpunroanaius

Hesepno: kpurnrorpadus

HesepHo: kpuntocucrema

HeBepHO: HECAHKIIMOHUPOBAHHBIM JOCTYII

Hesepho: kpuntoxioy

Bomnpoc Ne 40.

Bompoc: cBeieHus o aHuIax, npeamerax, Gpakrax, COOBITHAX, SBICHHUAX M NMPOIIECCax HE3aBUCHMO
oT (hOpMBI UX MpeACTaBICHUS HHH

Bepuo: undopmarus

Bompoc Ne 41.

Bonpoc: 3akimodaercs B 3ameHe Kaxa0il OyKBbI Ha CIAEAYIOLIYIO 32 Heil B andaBuTe Yepes He-
KOTOpOE 3a/laHHOe YUCJIO OYKB

Hesepno: mmdp Db 'amans

Heeepno: mmdp DES

Hesepno: mudp /e byaszapa

Bepno: mmmdp Leszaps

Hesepno: mmdp 3DES

HeBepHO: HH OHO U3 IEPEUUCICHHBIX

Bomnpoc Ne 42.

Bonpoc: Kpunrocroiikocts — 310

HeBepHO: BO3MOXKHOCTE OBICTPOTO BCKPHITHS HIH(pa

HeBepHo: BO3MOKHOCTB 10JIr0# paboThl 0€3 yTpaThl 10BEpHs

HeBepHo: cBOMCTBO KPUIITOCUCTEMbI 110 HAACKHOMY MIH(DPOBAHUIO

BepHo: cBOICTBO KpUNITOCHCTEMBI BBIZIEP/KUBAThH BCE Pa3HOBUHOCTHU aTaK

HeBepHO: CBOHCTBO KPUNTOCHCTEMBI BBIJICP;KUBATh BCE BU/IBI HHTEIIICKTYaJbHBIX aTaK
HeBepHo: HU 0JTHO U3 NEPEUUCITICHHBIX

Bomnpoc Ne 43.

Bomnpoc: 6panamayap —

HeBepHo: aHTHUBUPYCHOE NporpaMMHOe o0ecreueHue

Bepno: Gapbep, 3amMIIalONHi OT MONBITOK 3I0YMBIIIJIEHHUKOB BTOPTHYTHCS B CETh
HesepHo: monbITKa NPOHUKHOBEHHS B CHCTEMY Yepe3 KOMIBIOTEPHYIO CETh
HeBepHo: ucnone3yeT cpey pacpoCTpaHEHUs BO3YX

Hesepno: mporpamma /ist OpraHu3aluyd BUPTYAIbHOM «IIECOUHUIIBD)

Bomnpoc Ne 44.

Bonpoc: AHOHMMa3€Ep — 3TO

Hesepho: nmpoBepka moNIMHHOCTH HASHTU(UKALIMY TT0JIB30BATE, IPOLIEcca, YCTPOUCTBA WU
JAPYroro KOMIOHEHTa CUCTEMBI

Bepno: mnporpamma, mnosBosstonias 3aMacKMpoBaTh CBOW peaibHbIM [P-ampec, wucmonb3ys
AHOHUMHBIC TIPOKCH-CEPBEPBI

HeBepHo: cOBOKYNHOCTH UCTOYHUKA UH(OPMALIMY, MATEPUATILHOTO HOCUTEJISI WU CPElbI pac-
NPOCTPAHEHHUs] HECYILIEro YKa3aHHYI0 HH(MOpMAIIMIO CUTHAJIA U CPEJICTBA BbIIENeHHs HHpOopMa-
LIUH U3 CUTHAJa WIH HOCUTENS

HeBepHO: BcnoMOTaTeabHBIEC CPEACTBA, BBIXOAIINE 3a MPEACIbl KOHTPOIHPYEMOH 30HBI, a TaK-
KE MOCTOPOHHUE MIPOBOAA H K&GCJ’[H, K HUM HE OTHOCALIIUECS

HesepHo: nipeanonokeHus 0 KaTeropusx Jull, K KOTOPLIM MOKET IPUHAUIeKATh HAPYILIHUTENb
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Bompoc Ne 45.

Bonpoc: MuorodakropHas ayrentudukanus — 310

BepHro: criocob ayTeHTH(HKAIMKA C UCTIONH30BAHUEM HECKOJIBKHX CIIOCOO0B OJIHOBPEMEHHO
HeBepHo: TakKTHIOCKOIHS U OMOMETpHS

HeBepHo: pacno3HaBaHHUE JUIA H OTICUYATKOB MAJIBLICB

Hesepno: Bepudukaius noanucu Ha ocHoBe ainroputMa [llamans

Hesepno: uudposoii kog USB 6pelnka

Bompoc Ne 46.

Bonpoc: B cucreme UNIX umeer rpaBo Ha BBIIIOJIHEHUE BCeX 0€3 UCKITIOUEHHUS onepanuii: ###
Bepno: cyneprosib3oBartenb

Bepno: root

Bonpoc Ne 47.

Bonpoc: M3onupoBanHas nporpaMMHas cpeia

HeBepHo: 3anmimaer oT yredkd KOHGUACHIHaIbHOW HHPOpMaLIUU

BepHo: He 3auIIaeT OT yTeUkH KOH(PUICHIMATbHON HH(POpMAIIHH

HeBepHo: 00bIYHO NPUMEHSIETCA B COBOKYITHOCTU ¢ U30UPATENIbHBIM 1I0CTYIIOM

HesepHo: He Ha3HavaeTcsi cyObEKTaM, OT HMEHH KOTOPBIX BBIMOIHSIIOTCA CUCTEMHBIE MPOLIECCH
HeBepHo: nmeer rpud ceKpeTHOCTH 00BEKTa CTPOTO HUKE YPOBHS KOH(PHICHIIMATBHOCTH
npouecca

Bonpoc Ne 48.

Bonpoc: AyreHTudukanms -

HCBCpHO: HCKJIHOYACT IIPAMOC B3aHMOﬂCﬁCTBHC MCKAY aBTOPH30BAHHBIM KIIMCHTOM H BHCUIHHUM
XOCTOM

HesepHo: ocyuiecTBiisgercs Ha ocHoBe HHpopmarmu, coaepskanieiics B TCP- u [P- 3aromoskax
NaKeTOB

HeBepHo: sBisieTcss MapiIpyTH3aTOPOM HIIH KOMIIBIOTEPOM, Ha KOTOPOM padoTaeT mporpaMMHoe
obecnieueHue

HeBepHo: HU 0JIHO U3 NEPEUUCTIEHHBIX

BepHo: cpencTBo, nposepsitoliee, 4To MocaaBIInii COOOIIeHnEe UK 3anpoc 00beKT 00Ia1aeT He-
OﬁXOﬂ,HMBIMH AT OTOTO IIpaBaMH

Bomnpoc Ne 49.

Bomnpoc: 6panamMay3pbl SKCIIEPTHOTO YPOBHS

HeBepHO: HCONB3YIOT HACHTH(UKALHOHHYIO HH(OPMALIHIO, CO3aHHYIO IPHU BBEICHUU TapoJis
HesepHo: He cyiiecTByoT

Hesepho: cocrost u3 Gosiee yeM Tpex uiin 0oliee JIOrHYecKux JacTei

HeBepHo: KOMUPYIOT MakeThl B 000MX HAMpaBICHUAX, HE OCYIIECTBISA X QUIbTpanun

BepHo: OLIEHHBAIOT COACPKUMOE KaXA0T0 ITaKeTa B COOTBETCTBHH C MOJUTHKOI 0€30macHOCTH

Bonpoc Ne 50.

Bonpoc: IlepcoHanbHbie 1aHHBIE — 3TO

HeBepHo: crny:keOHbIE CBENCHHS, JOCTYN K KOTOPBIM OTPaHHYEH OpraHaMHM rOCYAapCTBEHHOM
BJIACTH B COOTBETCTBUU ¢ ['pasknanckum konekcom P® u denepaibHbIMU 3aKOHAMH

Bepno: cBeienus o hakrax, COOBITHAX U 00CTOATEILCTBAX YACTHOM JKU3HH I'PayKIaHHHA, MO3BO-
NIAOIINE HACHTH(PUIUPOBATE €r0 THYHOCTh

HeBepHo: nH(pOpMaIHs OpraHoB rOCYJapCTBEHHOM BIIaCTH, KOTOPYIO OHH NEPEIaloT B KOMMEp-
4YECKHUE CTPYKTYPbI

HesepHo: nHdopManius, He SBISIOMIAsCS FOCYIapCTBEHHBIMUA CEKPETaAMH
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HeBepHo: nepeyeHb cBeICHNI KOH(DUACHIIMAIBHOTO XapaKkTepa
HeBepHo: HH OJIHO M3 IEPEUNUCICHHOTO

Bomnpoc Ne 51.

Bomnpoc: npoBepka NoUIMHHOCTH MAEHTH(UKALIMH T10JIb30BaTENs, TpoLecca, YCTPOHCTBA W
APYTOro KOMITOHEHTA CHCTEMBI: #H##

Bepno: ayrentuduxanus

Bomnpoc Ne 52.

Bomnpoc: Konpuaenunanbras nHGopMarys — 31o

HeBepHo: oTienbHbe TOKYMEHTBI U OT/AEIbHbIE MACCUBBI JOKYMEHTOB, JIOKYMEHThI U MAaCCUBBI
JOKYMEHTOB B HH(OPMAIIMOHHBIX CHCTEMaX

Bepno: nokymeHTHpOBaHHas MH(OpPMAILH, T0CTYN K KOTOPOil OrpaHUYMBAETCS B COOTBETCTBUHU
¢ 3aKoHoaaTenbCTBOM Poccuiickon ®enepannn

Hesepno: cBeneHus o hakrax, COOBITUIX U OOCTOSATENBLCTBAX KU3HU I'PAKIaHUHA, TTO3BO-
JISIFONIME WACHTH(HIIUPOBATH €TI0 JTIMYHOCTh

HeBepHo: nokyMeHTHpOBaHHas HH(pOpMaIKs, HeTpaBOMEpHOE 00pallieHHe ¢ KOTOPOH MOKET
HAHECTH ymiepd ee COOCTBEHHUKY, BIIACIbILy, TOJIB30BATEII0 H HHOMY JIHILY

Heepno: 3adukcupoBaHHas Ha MaTepuaibHOM HOCUTENE MH(OpMALUS ¢ PEKBU3UTAMH, 1103BO-
JISIFOUIMMU €€ WACHTUPHIIMPOBATH

HeBepHo: nokyMeHTHpOBaHHas WH(MOpMaIHs TH000ro TuIa

Bonpoc Ne 53.

Bomnpoc: DnekrponHas 1u@posast MOAMUCH — 3TO

HeBepHo: TOKyMEHT, B KOTOpOM WH(OpMaLUs NpeAcTaBlIeHa B 3JIEKTPOHHO-IU(DPOBOii hopme
HeBepHo: nokyMeHT Ha OyMa)KHOM HOCHTENE, BBIIAHHBII B COOTBETCTBHH C TNpaBHJIAMH CH-
creMbl ceprudukanuu

HesepHo: TOKyMeHT Ha OyMaKHOM HOCHTENE WIH SJIEKTPOHHBIN JOKYMEHT € 3JIEKTPOHHOH Iu(-
POBO MOANKMCHIO YTIOJIHOMOYEHHOTO JUIA YA0CTOBEPSAIOIIEr0 HEHTPa

BepHO: peKBH3HT DNIEKTPOHHOTO AOKYMEHTA, MPEIHa3HAYCHHBIN U1 3alUThI JAHHOTO IICK-
TPOHHOT'O JOKYMEHTA OT MOIE/IKH

HesepHo: moanuch B Buje HupoBOro Koja Biajeibla

HeBepHo: y10cTOBEpPAOIIHI cepTU(UKAT

HeeepHo: pacnpocTpaHeHne JaHHBIX Yepe3 MH(PYIoIIee YCTPOHCTBO

Bomnpoc Ne 54.

Bonpoc: nemunutapuszoBantas 30Ha (DMZ) — sto

HeeepHo: BcioMOTraTenpHas 4acTb CETH

Hesepno: crioco0 mmdpoBanus nudopmaimu

HesepHo: crioco0 XxpaHeHHs CeKPETHOro KJio4ya

BepHo: TpeTHii cerMeHT, 3alMIIeHHbII H3BHE, HO U U30JIMPOBAaHHBIN OT OCTAIbHOW BHYTPEHHEH
ceTu

HeBepHo: nHKeHEpHbIH YPOBEHb 3aLIUThI

HesepHo: ynpasisiiomuyii MexaHu3M ayTeHTuGuKkanuu

HesepHo: opranu3aMOHHBIN KaHaJ 3a0IUThI

Bonpoc Ne 55.

Bomnpoc: Yreuka nadopManuu — 310

HeBepHo: HeCaHKIIMOHMPOBAHHOE W3MEHEHHE HH(POPMALIUHU, KOPPEKTHOE 10 (popMe, Comepka-
HUIO, HO OTJIMYHOE 110 CMBICITY

Bepno: o3HakomiIeHHE TOCTOPOHHETO JIUIIA C COJIEPIKAHUEM CEKPETHOI uH(DOopMaLn
HesepHo: noteps, XuuieHue, pa3pylieHUe WIK HENOJy4YeHUe NepeJaHHbIX JaHHBIX
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HeBepHOI MNEPEMECIICHHC JaHHBIX B KaHAJIC CBA3H
HeBepHo: H3TOTOBJICHHUC PaqHOKYYKOB

Bonpoc Ne 56.

Bormpoc: YpoBeHb ceKpeTHOCTH — 3TO

HeBepHo: BonHcKoe 3BaHKMe 00paboTunka HH(pOpMaLMK roCy1apCTBEHHOH TailHBI

Hesepno: crioco0 mmdpoBanus nndopmaimu

HesepHo: oTBeTcTBeHHOCTH 3a Moaudukanno u HCJ uadopmanum

BepHo: agMuHuCTpaTUBHASA UM 3aKOHOAATE/IbHAS MEPa, COOTBETCTBYIOLIAsA MEpPE OTBETCTBEH-

HOCTH JIMIIA 3a YTEUKY HJIH MTOTEPI0 KOHKPETHOH CEKPETHON MH(OpPMALIIH, periIaMeHTHPYEMOM

CIELHATILHBIM JJOKYMEHTOM, C Y4E€TOM I'OCYAapCTBEHHBIX, BOGHHO-CTPATErHUECKUX, KOMMepye-
CKHX, CJIY’K€OHBIX UJIH YaCTHBIX UHTEPECOB

HepepHo: uHXeHEpHBIN YPOBEHB 3aIUTHI

Bonpoc Ne 57.

Bonpoc: B yem 3akirodaercsi OCHOBHAs IpUYHHA 1MOTepb HHMOpMaLuu, cBszannoi ¢ [TK?
HesepHo: ¢ rnobanbHbIM XUIIEHHEM HH(pOpMaIMN

HeBepHO: ¢ mosSBICHHEM HHTEpHETA

HesepHo: ¢ noaKynom coTpyaHUKOB

Bepno: ¢ HeocTaTouHON 00pa30BaHHOCTEIO B 001aCTH O€30IIaCHOCTH

Hesepno: ¢ Hu3koi Hage:kHocThIO 1K

Bonpoc Ne 58.

Bonpoc: Uro Takoe HeCaHKIIMOHUPOBAHHbINA JOCTYM (HCH)

Hesephno: Co3naHue pe3epBHBIX KOMHi B OpraHnu3aiuu

Hesepno: IlpaBuna u monoxeHus, BeipadoTaHHbBIC B OpraHU3alnuy A1 00X0/1a MapoabHOH 3ain-
Thbl

Hesepno: Bxon B cucremy 6e3 coriiacoBanusi ¢ pyKOBOAUTENEM OpraHU3aLUU

HesepHo: Y anenue He Hy)KHOH HHpOpMaIu

Bepno: loctyn cy0bpekTa K 00BEKTY B HApYIICHHE YCTAaHOBICHHBIX B CHCTEME MIPaBHJI pasrpa-
HHYCHHUA O0CTYIIA

HesepHo: noctyn B 3anpenieHHOe oMenieHue

Bompoc Ne 59.

Bonpoc: Yrposza — asto

Hesepho: coObiTHE, NeiicTBUE, IPOLIECC WIH SBICHUE, KOTOPOE MPUBOIUT K YIIepOy YbHX-IH00
MHTEPECOB

HepepHo: Habop cnmoco6oB 00X0aa 3aMThI

HeBepHo: HECAaHKIIMOHMPOBAHHBIN AOCTYM K HH(OpMAIIUU

HesepHo: Y aanenue Hy»KHOH HHPOpMaALUH

BepHo: Bo3MokHOE cOOBITHE, JICHCTBHE, MPOLIECC WM ABJIEHHE, KOTOPOE MOKET IPUBECTH K
yuiepOy 4buX-1100 HHTEPECOB

HesepHo: 1ocTyn B 3aKpbIThIH CaiiT

Bomnpoc Ne 60.

Bomnpoc: COBOKYNHOCTH JOKYMEHTHPOBAHHBIX MPaBII, TPOLEAYP, MPAKTHUCCKUX MPHEMOB WIH
PYKOBOJSILUX NPUHLUIIOB B 001acTH Oe30macHoCTH UH(OPMALIMU, KOTOPLIMU PYKOBO/ICTBYETCS
OpraHH3alys B CBOEH AESITENbHOCTH HA3bIBAETCS

HeBepHo: monuTHKkoit nHpopmamu

Heepro: 3ammToii nHpOpMaLuu

Hesepno: opranu3arueit 0e30macHoCTH
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HesepHo: cuctemoii 6e30macHOCTH
BepHo: monuTHKoi 6€30macHOCTH
Hesepno: antuBupycom

Bonpoc Ne 61.

Bompoc: UTo Takoe KOMIBIOTEpHBIH BUPYC?

Hesepno: Bupyc B opranu3me KOMIBIOTEPHOTO CIIEIIMATMCTA

BepHo: PasHOBUAHOCTE ITpOrpaMM, KOTOpPbLIE CIIOCOOHBI K Pa3MHOKEHHIO

HesepHo: Pa3HOBHAHOCTE ITpOorpaMM, KOTOPEIE CAMOYHHUYTOKAKOTCS

HeBepro: PazHOBHAHOCTH MporpamMm, KOTOpPbIE HE paboTaroT

Hesepno: PaznoBUAHOCTH NpOrpaMm, KOTOPBIE IJI0X0 padoTaloT

Bomnpoc Ne 62.

Bonpoc: Kak nojapasienstorcs BUPYChl B 3aBUCHMOCTH OT JA€CTPYKTHBHBIX BO3MOKHOCTEH?
Hesepno: CeteBble, (paitnoBsie, 3arpy304Hble, KOMOMHHPOBAHHBIC

Bepno: be3Bpennbie, HeOnacHbIe, ONACHbIC, OYEHb OMACHbBIC

HesepHo: Pe3unenTHsle, Hepe3ueHTHbIE

Hesepno: ITonumopdHbIe, MaKpOBUPYCHI, BUPYCHI-HEBUIMMKH, "TlapazuTudeckue’, "cTyieHye-
ckue", "uepBu", KOMNaHbOH-BUPYCHI

Hesepno: OnHOBEH10pHBIE © MHOTOBEH1I0PHBIE

Bomnpoc Ne 63.

Bomnpoc: HagexHbIM CpeACTBOM OTBOJ1a HABEJACHHBIX CUTHAIIOB HA 3E€MITIO CITYKUT ##
Bepno: 3a3emnenue

BepHo: skpanupoBanue

Bompoc Ne 64.

Bonpoc: Kakoif u3 nepeqyuciieHHbIX alropuTMOB IIHU(POBAHUS pPa3pelieHO HUCIMOJb30BaTh B
opraHax rocyaapcTBeHHoM Biactu Pd:

Hesepno: DES

Bepno: 'OCT 28147-89

Hesepno: RSA

Hesepno: 'OCT P 34.10-2001

Hesepno: PC-5 283147-98

Bonpoc Ne 65.

Bonpoc: MudpopmarmonHas 06e30MacHOCTh aBTOMATU3MPOBAHHOHW CHCTEMbl — 3TO COCTOSIHUE
aBTOMAaTH3MPOBAHHOW CUCTEMBI, IIPU KOTOPOM OHa

HeBepHO: HE MOKET CaMONPOU3BOIBHO OTKIIOYHTHLCS MITH TIepecTaTh 0OpadaTsiBaTh HHpOpMA-
IO

BepHo: ¢ 0aHOli cTOPOHBI, CNIOCOOHA POTHBOCTOATH BO3/1€CTBHIO BHEIIHHX H BHYTPEHHHX
HH(OPMAIMOHHBIX YTPO3, a ¢ IPYroii — ee HATHYHE H (PYHKIIMOHHPOBAaHHE HE CO31aeT
HH(OPMALMOHHBIX YIPO3 /Il 3JIEMEHTOB CaMOi CHCTEMbI M BHEIIIHEeH cpe/ibl

HesepHo: ¢ 01HO# CTOPOHBI, CITIOCOOHA MPOTUBOCTOATH BO3ACHCTBUIO BHEIIHUX U BHYTPEHHHX
WH(OPMALIMOHHBIX YIPO3, a C IPYroil — 3aTpaThl Ha €€ (PYHKIHMOHUPOBAHKUE HHKE, YEM MPEIIO-
naraembiif yiiep0d oT yTeuku 3amuiaeMoid HHpopMauu

HeBepHo: cnocoOHa IpOTHBOCTOATH TONBKO HHOOPMALIMOHHBIM yTpo3aM, KaK BHEIIHUM TakK U
BHYTPEHHUM

HesepHo: criocoOHa MPOTUBOCTOATH TOJIBKO BHEIIHUM HH(DOPMAIMOHHBIM YIpo3am

Bompoc Ne 66.
Bonpoc: Cyts komnpomeTauuu MHGOpMaLIUK:
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HeBepHo: BHeceHHe U3MEHEHUI B 0a3y JaHHBIX, B pe3yJIbTaTe 4ero Mojb30BaTeNb JUIIAETCS 10-
cTymna K uHpopMaIuu

HeBepHo: HeCAaHKIIMOHUPOBAHHBIN AOCTYII K NIepeaBaeMoil MH(GOpMaIIMK 10 KaHalaM CBS3U U
YHHYTOXKEHUS COJIEPKaHus NIepejaBaeMbIX COOOIEHNI

BepHo: BHeceHHe HeCAHKIIHOHHPOBAHHBIX H3MEHEHHH B 0a3y JaHHBIX, B pe3yabTaTe Yero
noTpedHTENIb BLIHYAK/AEH JTH00 0TKA3aThCs OT Heé, IH0O0 MpeINPHHUMATD JONMOJTHUTE/Ib-
Hble YCHJINS ISl BbISIBJIEHUS H3MeHEeHHH U BOCCTAHOBJIEHHS] HCTHHHBIX CBeJeHHi
Hesepho: nepenaya uaGopMauu IpyromMy mosb30BaTelnio

Hesepho: nepemmdpopanne nHGOpMaIMOHHBIX 010KOB 0a3bl JaHHBIX

Bomnpoc Ne 67.

Bomnpoc: [IpuHunnuansHOe OTIHYHE MEKCETEBBIX 2KpaHOB (MD) oT cuctemM oOHApyKEHHS aTak
(COA)

Hesepro: Omiinyue 1o 3arpy304HbIM (GYHKIUSAM 3aIIUThI

Bepro: M3 0b1si pa3paboTaHbl 1J1s1 AKTHBHOH HJIH MaccHBHOM 3amuThl, a COA — a1 ak-
THBHOI'0 MJIH MACCHBHOI0 O0HAPY KEHHUS

Hesepno: M3 ObL1u pa3paboTaHbl 1151 aKTUBHOT'O MJIM MTACCUBHOTO 0OHapyskeuus, a COA — nis
AKTHUBHOM WJIM TACCUBHOM 3alllUThl

Hesepno: MD paboTaroT To/IbKO Ha ceTeBoM ypoBHe, a COA — emte 1 Ha PU3HUECKOM

Hesepro: [IpyHOMANIHAIBHBIX OTIUYUN HET

Bomnpoc Ne 68.

Bonpoc: Ilox yrpo3oii ynaneHHOro aiMUHUCTPUPOBAHHS B KOMITBIOTEPHOM CETH IIOHUMAETCs
yrposa

HesepHo: BHeipeHUs arpeCCUBHOTO MPOrPAMMHOT0 KO/1a B paMKaX aKTUBHBIX 00BEKTOB Be0-
CTpaHHIL

HesepHo: nepexsaTta Wi NOJMEHbI JaHHBIX HA MYTAX TPAHCIOPTUPOBKH

HeBepHO: BMEIIATEILCTBA B INYHYIO KH3HB

HeBepHo: mocTaBku HENMPUEMIIEMOT'O COAEPIKAHUS

BepHo: HeCaHKIIHOHHPOBAHHOIO YNPABJIEeHHS YAAJEHHBIM KOMILIOTEPOM

Bompoc Ne 69.

Bonpoc: Haubonee adhdexktuBHOE CpeACTBO )18 3alUTHI OT CETEBBIX aTaKk

HeBepHo: ucnons3oBanne aHTUBHPYCHBIX IPOTPAMM

HeBepHo: mocelieHne TONbKo «Haa&KHBIX» MHTEepHET-y3/10B

HeBepHo: Hcnonbp3oBaHue TOIBKO CEPTHHHUIMPOBAHHBIX TPOTrPaMM-OpOy3€pOB NPH JOCTYTIE K
cetu MHTepHeT

HesepHo: ucrnosib3oBanne 0OHOBJICHUI MPOrPaMMHOI0O oOecrieYeHust U IpaiiBepoB

BepHo: nenosib30BaHue ceTeBbIX IKPaHOB WM «firewall»

Bonpoc Ne 70.

Bomnpoc: Madopmanus, cocTapisionias rocyapCTBEHHYI0 TalHY HE MOKET UMETh rpud
HeepHo: «He BCKpBIBaTbh»

BepHo: «1J1s1 ci1y:KeOHOro noJib30BaHHsD»

Hesepho: «cexkpetHo»

HeBepHo: «cOBEpIIEHHO CEKPETHOY

HesepHo: «0co00ii BaXKHOCTH»

Bonpoc Ne 71.
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Bomnpoc: JlokyMeHT, onpeienuBIInil BasKHEHIIne cepBUCH O€30MaCHOCTH M MPEI0KUBIINHA Me-
TOJ] KNacCH(pHUKaLMK HHPOPMALIMOHHBIX CUCTEM MO TpeOOBaHMAM 0€30MacHOCTH

Heepno: pexomenaaruu X.800

Hesepno: KpacHas kuura

Hesepno: 3akon «O06 uHpopmaryu, HTHGOPMAIMOHHBIX TEXHOJIOTHAX U O 3alIUTe HH(QOPMAIHI»
BepHo: OpanikeBasi KHUTa

Hegepno: [Tonutuka 6e3onacHocTH

Bomnpoc Ne 72.

Bomnpoc: KoHuemnuus cucTeMbl 3alIMThl OT HHPOPMAITHOHHOTO OPYKHUSA HE JOJIKHA BKIIOYATh
Hesepno: pexomenaaruu [TSU

Hesepno: 3akon «O06 unpopmaryu, HHPOPMAIMOHHBIX TEXHOJIOTUSX U O 3alIUTe HHQOPMAIHI»
BepHo: cpeacTBa HaHeceHHs1 KOHTPATAKH € MIOMOIILI0 HHPOPMALMOHHOTO OPYKHSA
HeBepHO: MEXaHHU3MBI 3aIUTHI MOJIB30BATENCH OT PA3INYHBIX TUIIOB U YPOBHEH yTpo3 Juls Ha-
LUOHAJILHOM MH(MOPMALIMOHHOW UH(PACTPYKTYPBI

HeBepHo: mpu3HaKy, CUTHAIM3UPYIOUIHE O BO3MOKHOM HaraIeHUH

NPOIEYPhl OLIEHKH YPOBHS M OCOOEHHOCTEH aTaku MPOTHUB HAIIMOHATBbHONW MH(PACTPYKTYphI B
LIEJIOM M OTAENBHBIX MOJIb30BaTeNeH

Bomnpoc Ne 73.

Bomnpoc: CpenctBa 3amuTsl 00beKTOB (PaiiioBOil CHCTEMbI OCHOBaHbI Ha

HesepHo: 00bekTHOM Mox01€e

Hesepho: konuenuun uHdopManHoHHOH 0€30MaCHOCTH

Hesepno: 3akone «O0 unpopmanuu, HHGOPMATH3ALMH U 3aIUTe HHOOPMAIIHI»

BepHo: onpeaenennn npag nojb30BaTesisi HA oNepanuy ¢ paillaMu U KaTaJoraMmu
HesepHro: 3aganuu aTpuOyToB (haiIoB M KaTajloroB, HE3aBUCAIIMX OT MPaB MOJb30BaTEICH

Bonpoc Ne 74.

Bomnpoc: CnoxHocTh 06ecnieueHust HH(GOpMaIMOHHOI 0€30MacHOCTH SBIIACTCS CIEACTBHEM
HeBepHo: 371010 yMbIcaa pa3paboTUHKOB HHYOPMALIMOHHBIX CUCTEM

BepHo: 00beKTHBHBIX MPO0JIEM COBPEMEHHOM TEXHOJIOTHUH ITPOrPAMMUPOBAHMUS

HeBepHo: mpoKCKOB 3amafHbIX CIELCIY KO0, BCTpauBarommx "3akaajaky" B anmnaparypy
IPOrPaMMBI

HesepHo: Gosbimoro konmaecTBa HHGOpMALUH A1 00pabOTKH

HesepHo: onpeaeenusi npas moJib30Bare.isi Ha onepanuu ¢ gaiiiaMu 1 KATAJI0raMu

Bomnpoc Ne 75.

Bonpoc: Bua yrpossl aeicTBHs, HampaBICHHOTO HAa HECAHKLIMOHHUPOBAHHOE HCIIOIb30BAHUE
UH(OPMALUOHHBIX PECYPCOB, HE OKA3bIBAIOIIErO IPU HTOM BIMSHUS HA €€ ()YHKLIMOHUPOBAHUE
HesepHo: aktuBHas

HegpepHo: unBepcHas

HeBepHo: TeXHOMOrn4ecKkas

BepHo: naccuBnas

Hesepno: npsimast

4. METOJUYECKHUE MATEPHUAJIbI, OITPEAEJIAIOIIUE ITPOLIEYPBI OLUEHUBAHM A
3HAHUI, YMEHHWM, HABBIKOB U (MJIN) OITBITA JESATEJILHOCTH,
XAPAKTEPU3VYIOIINX DTAIIBI ®OPMUPOBAHNA KOMITETEHIH B ITPOIIECCE
OCBOEHUSI OBPA3OBATEJIbHOM ITPOI'PAMMEBI

1 OTAIl - 3HATb

KpHTepHH OIIeHKH YCTHBIX OTBETOB CTYACHTOB
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IIpaBujabHOCTH (OIMOOYHOCTH) BBINOJHEHHS 3aJaHUSA

Ouenka
II0JIHO U aprYMEHTHPOBaHO OTBEYAET 110 CONEPKAHUIO 3alaHH;
«OTJITHYHO» pry P Aep an ’
MOHUMaeT MaTepHal, 0OOCHOBBIBAET CBOU CYKICHHS,
IMpUMEHSAECT 3HAHWUS Ha NMPAKTHUKE, WILIFOCTPUPYET OTBET INpPHMeE-
paMu He TOJIBLKO IO MPEIOKEHHOM TUTepaType;
H3JaraeT MaTepHall HoCiIe10BaTeIbHO H IPaBUIILHO.
IIOJIHO U apryMEHTHPOBaHO OTBEYAET 110 COJCPKaHUIO 3alaHHT;,
«X0pouo» pry P Acp an ’

MOHUMAET MaTepHal, 0OOCHOBBIBAET CBOU CYKICHHS,
MPUMEHSET 3HAHUSI HA MPAKTUKE, WUIIOCTPUPYET OTBET MpUMeE-
paMu He TOJILKO I10 MPeJJI0KEHHO JTUuTepaType;

U3j1araeT MaTepua Moc/Ie0BaTe/IbHO M IPaBUIBHO, HO JIOITyC-
KaeT 1-2 ommbKu, KOTOpBIE HCTIPABIIACT CaM.

«YAOBJETBOPHTEIbHO»

3HACT ¥ MOHUMAET OCHOBHBIC TOJIOJKEHHS IO CO/ICPIKaHHIO 3a7a-
HUS

U3JiaraeT MaTepuall HeloJIHO, HO J0IYCKaeT HETOYHOCTH B OIpe-
JICJICHUU TTOHATHH WM POPMYJTMPOBKE MPaBHIT;

HE JOCTATOYHO IIyOOKO M JI0Ka3aTeabHO 00OCHOBATH CBOU CYXK-
JCHUS WUTIOCTPUPYET OTBET IIPUMEPAMHU TOJILKO 110 MPEI0KEH-
HOM JINTEpaType;

U3j1araeT MaTeprall HerocCaeI0BaTeIbHO U JonmycKaeT 3-4 ommo-
KH.

«HEYAOBJICTBOPHTC/IBHO»

JIOMYCKAaeT CYLIECTBEHHbIE OLIMOKHU B (hOPMYIIUPOBKE onpeene-
HUI U TIpaBUJI, UCKaKAIOUIUE UX CMBICIT,

U3JIaraeT Marepuall HErocjeA0BaTelIbHO, HEYBEPEHHO M HE IO
CYILECTBY 3a/1aHHS;

JIOMYCKAeT CYLIECTBEHHbIE OMIMOKU, HE MO3BOJISIONINE PACKPHIThH
CMBICJT 3aJlaHusl, SBISAIOLIUECS CEPBE3HBIM IIPEMATCTBHEM K
YCIEUTHOMY OBJIAJICHHUIO CJIEIYIOIIUM MaTepHaloM.

KpHTepHH OINCHHBAHHA JOKJIAAA C l'lpe3EHTalIHEﬁ

MuHHUMaIbHBINA M3noxeHHBIN, 3aKOHYEHHBIH, O0pasioBbIii,
OTBET PACKpBITBIA OTBET TIOJIHBIN OTBET TIPUMEPHBINH OTBET
[IpoGnema we pac- | [Ipobnema  pac- | [Ipobnema packpeita. | [IpoGaema pac-
Kpbita. OTCYTCTBY- | KpbiTa He mousiHo- | [TpoBenen aHAJI3 | KPbITa IOJHOCTHIO.
% g 0T BBIBOJIBI cTbto. BbiBOJIBI HE | TpobiemMbl  6e3 npu- | [IpoBeneH aHanmus3
28 C/lellaHbl  W/WIHM | BJICUEHHs  JOMOIHH- | TpoONeMbl C TMpH-
28 BBIBO/IbI HE | TEJIbHOW JIMTEPATYPBI. | BICYCHHEM JOMOJI-
£ g 000CHOBAaHBI He Bce BbIBOJIbI Clie- | HUTEJILHOM JIMTEPA-
JaHbl W/HIH O0O0OCHO- | TYPHI. BriBoIBI
BaHbI 000CHOBaHBI
[IpencraBnsemas [TpencraBnsemas | [IpeacraBngemas [TpencraBnsemas
° undopmanus jgoru- | uHGopmarus He | uHGOpMALIHA cu- | uadopmanms  cu-
= YeCKH HE CBs3aHa. | CHCTEMAaTH3MpO- | CTEMaTHU3UpOBaHA M | CTEMAaTU3UPOBAHA,
% He wcrmonp30BaHbl | BAHA W/WAM  HE | MOCIEI0BATEIbHA. TOCIIeA0BaTENIbHA H
= npodeccuoHanb- nocnenosarenb- | Mcnonb3oBano 6oliee | TOTHYECKH — CBsi3a-
% HbIE TEPMUHbI Ha. UCIMOJIb30BaHO | 2 npodeccroHanbubix | Ha. Mcrnonb3oBaHo
= 1-2 npodeccuo- | TEpMUHOB Oonee 5 mpodeccu-
HAJTBHBIX TEPMH- OHAJIbHBIX
Ha TEPMUHOB
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He wucnones3oBansl | Mcrnons3oBaHsl Hcnonb3oBanel  Tex- | [Ilupoko  wucrnosns-
g TexHonorun Power | TeXHOJOrMU nonoruu Power Point. | 30BaHBI TEXHO-
QE Point. bonbsme 4 | Power Point | He 6osiee 2 omubok B | 1oruu (Power
2 OIMOOK B IMpe/l- | YACTHUYHO. 3-4 | npexacraBiasieMoi Point u ap.). Ot-
£ CTaBIseMOM owMOKM B Tipel- | HHGOpMaLUU CYTCTBYIOT OLIHMO-
o nH(pOpMaLUH CTaBISCMOH KH B MpEaCTaBIA-
uHpopmaiuu eMOo# nH(opmMaluu
Her orBeroB Ha | Tonbko  orBersl | OTBeTHl Ha Bompockl | OTBETHl HAa BOMPO-
2 BOIIPOCHI Ha 3JIeMEHTapHBbIE | TOJHbIE W/MITH | CbI TIOJIHBIE C TPH-
2 BOIIPOCHI YaCTUYHO TIOJIHBIC BUJICHUEM TIpUME-
5 pOB M/UIIU TIOSICHE-
HUHU
‘% HEYJ0BIIETBOPU- YIOBIIETBOPU- X0poI110o OTJINYHO
9 TEJILHO TEJIBHO
®,

2 OTAIl - YMETH

Kpurepuu oueHuBanus pe3yabTaToB NPAKTHYECKOH padoThI
K pabote nomken ObITh NPHIIOKEH OTUYET, COACPIKAIIHI

1. TUTYNBHBIH JTUCT.
2. llens paboThl.

3. Onucanue 3TanoB MpOEKTUPOBAHUS

4. BeiBoibI 1O padore.

Ounenka

Kpurepuu

COTJITHYHO»

paboTa BbINOJHEHA MTOJHOCTbIO;

B JIOTUYECKHX pacCyKICHHUIX U 0O0CHOBAHUH PEIICHHS HET Mpo-
6e1oB 1 omMoOK;

B PELEHUH HeT OINOOK (BO3MOXKHA OJIHA HETOYHOCTb, OIUCKA,
He SBJIAIONIAsCA CIIEICTBHEM HE3HAHUS WJIM HEMIOHUMAaHUs yueo-
HOI0 MaTepHasa).

«Xopouio»

paboTa BBIMOJIHEHA MOJTHOCTHIO, HO OOOCHOBAHHWS IIArOB pellle-
HUS HEJOCTATOYHBL;
JIONYIIEHA OJIHA OLIMOKA MU JIBa-TPU HEJ0YETa B PEIICHUH.

«YAOBJIETBOPUTE/ILHO»

JOMyIIeHbI Oosiee 0HOM omMOKH 1iu Oosee ABYX-TpeX Heloue-
TOB B PCIICHUM 3aJa4i, HO YYAILMICS BJIAJCCT 00s13aTeIbHBIMH
YMEHUSIMH 110 IPOBEPSIEMOit TEME.

«HCYTOBJIETBOPHTEJIBHO»

JONYIIEHbI CYHICCTBCHHBIC OLI_IHGKH, [MoKasaBLIHE, YTO y'—[aLUHﬁ-
Csl He BlajieeT 00sA3aTeNIbHBIMU YMEHHUSMH 110 JaHHOH TeMe B
TIOJIHOW Mepe

Kputepuu oneHuBaHus pe3y/abTATOB JIa00PaTOPHOIi padoThI

Ouenka Kpurepun

COTIHIHO» paﬁoTa BBIMMOJTHCHA MMOTHOCTBH),
B JIOTHYCCKHX PACCYXKKIACHHAX H 000CHOBAHUH PEUICHUA HET
poOeioB H OMMOOK;
B pPeIlIeHHH HET OINOO0K (BO3MOXKHA OJIHA HETOYHOCTD, OTTHCKA,
HE SIBJISIONIASICS CJICJICTBHEM HE3HAHHS WM HEMOHHMaHUs
yueOHOro MaTepuaa).

«XOPOLIO» paboTa BBINOJIHEHA MOTHOCTHIO, HO 00OCHOBAHHUS ILIATOB peule-

HHS HEOOCTATOYHEI,
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JIOMYIIEHA 0/1HA OLIMOKA MJIM JIBa-TPU HEJ0YETA B PEIICHUH.
JIOTIYIIIEHBI Oosiee 01HOI oMbk MM Gosiee ABYX-TpexX HEIO-
4YEeTOB B PELICHUM 3a/1aud, HO ydalluiics BiazieeT 00si3aTelib-
HBIMU YMEHHUSIMHU 110 IPOBEPSEMO TeMe.

JOMYIIEHbI CYIIECTBEHHbIE OLIMOKM, IMOKa3aBIIMe, 4YTO Y4a-
muics He BiajaeeT 00A3aTeNbHBIMH YMEHUSAMH 110 JaHHON TeMe
B MTOJIHOM Mepe

«YIAOBJIETBOPHTEJIbHO»

«HEYAOBJIETBOPUTEJILHO

3 OTAII -BJAIETDH

Kpurepun oueHuBaHHs 3HAHUI BO BpeMsl IPOMEKYTOYHOI0 KOHTPOJIA H Ha 3a4eTe

Onenka «3AUTEHO»:

1. Xopouiee 3HaHHE MPOrPaMMHOTO MaTepHana.

2. XopoI1i1e HaBbIKU BbITIOJITHEHUS ITPAKTUUECKUX 3a/laHU

3. TouHocTh 1 000CHOBAHHOCTH BBIBOJIOB.

4. JlornuHOE M3JI0)KEHUE BOIIPOCA, COOTBETCTBHE M3JIOKCHHUS HAYYHOMY CTHIIIO.
5. IlpaBrIIbHBIC OTBETHI HA JIOTIOJTHUTENLHBIE BOIIPOCHI.

Onenka «HE 3AYTEHO»:

[ToBEepXHOCTHOE YCBOCHME MPOrPaMMHOI0 MaTepualia.
Heymenue yetko chopMynInpoBaTh BEIBOIBI.

OTCyTCTBUE HABBIKOB HAYUYHOI'O CTUIISL H3/I0KEHHSL.

HetoyHble OTBETHI HA JONOJHUTEIbHBIE BOIIPOCHI.

He3nanue 3HaYMTEIBHOM YaCTH IPOTPaMMHOIO MarepHaa.
Heymenne BbIICIUTD T1aBHOE, CACIAaTh BBIBO/IbI M 00001IEHMA.

A e o e

Kpurepuu oueHnBaHus Tecra:

[TonHast BepcHsl TECTOBBIX BOINPOCOB COJACPKHMTCA B 3IIEKTPOHHO-MH(DOPMAIIMOHHON
cucteme By3a. CTyaeHTBl MNPOXOAAT TECTHPOBAHWE B KOMIBIOTEpHOM Kiacce. OrleHka
YCHEHIHOCTA MPOXOKICHUs TecTa omnpeaensiercs cienytomeid cerkoit: ot 0% no 29% —
«HEeYAOBJIETBOPUTENBLHO», 0T 30% 10 59% — «ynosierBopuTenbHo»; 60% — 79 % — «xopoioy;
80% -100% — «OTINIHO».




