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1. IEPEYEHb KOMIIETEHLIMI C YKA3SAHUEM OTAIIOB UX POPMHNPOBAHI
B [NIPOLIECCE OCBOEHU A OBPA30OBATEJIbBHOU ITPOI'PAMMEBI

Hpouecc HU3YUCHUSA NUCHUIIIINHBI «I/IH(I)OpMaI_[I/IOHHaH 0C30ITaCHOCThY HaIlpaBJICH Ha

dhopMHUpOBaHHE CIEAYIOMINX KOMITCTCHITHNA:

Kox u sHaumenoBaume
KOMITETCHIINI BBITYyCKHUKA

KOI[ 1 HAMMCHOBAHUC I/IH,Z[I/IKaTOpa JOCTHUIKXCHUA
KOMIIETEHIINH

OIIK-3 Cnocoben pematb
CTaHJApPTHBIE 3aJa4d TpO-
(eccroHaIbHON AEATeNbHO-
CTH Ha OCHOBE MH(pOpMalU-
OHHOW u Oubnuorpaduye-
CKOW KYJBTYpHI C TIpUMEHE-
HUEM UH(POPMALIMOHHO-
KOMMYHHKAIIHOHHBIX TEXHO-
JIOTHHA U C yYETOM OCHOBHBIX
TpeOoBaHUIl MHPOPMAIOH-
HOM 6e30macHOCTH

OIIK-3.1. 3HaeT NpUHLKIIBI, METOJBl U CPEACTBA PEILCHUS
CTaHJApPTHBIX 3a/a4y MpPo(ecCHOHAIBHON NesATENIbHOCTH Ha
OCHOBE MH(OPMAIIMOHHON 1 OUOIHOrpaduuecKoi KyabTyphl
C IpUMEHEeHHEeM UHPOPMAIIMOHHO-KOMMYHUKALMOHHBIX TEX-
HOJIOTH U C y4€TOM OCHOBHBIX TpeOOoBaHMH HH(POpPMAIIMOH-
HOM 0€30I1aCHOCTH.

OIIK-3.2. YMeeT pemaTh CTaHAAPTHBIE 3aa4u Ipodeccuo-
HaJBHOM IESITEIbHOCTH HAa OCHOBE HH(OPMAIIMOHHON U ONO-
arorpapuuecKoil KyJIbTypbl C NMpPUMEHEHHEM HH(pOpMaLu-
OHHO-KOMMYHHUKAIIMOHHBIX TE€XHOJIOTUA U C YYETOM OCHOB-
HBIX TpeOoBaHU HH(POPMAITMOHHON 6E€30MaCHOCTH.
OIIK-3.3. Bnageer HaBBIKAaMU MOATOTOBKH O030pOB, aH-
HOTAIMi, cocTaBieHUs pedepaToB, HAYUHBIX JOKIAJIOB,
nyOnukanuii, u Oubnuorpaduu 1O HAYYHO-UCCIENO-
BaTeNIbCKOM paboTe ¢ yderoMm TpeOoBaHMH HH(OpPMAIMOH-
HOM 0€30I1aCHOCTH

OIIK-4 Cnocoben yd4acTBo-
BaTh B pa3zpaboTke
CTaHIapTOB, HOPM U IIPaBUI,

OIIK-4.1. 3naeT ocHOBHbIE CTaHIAPTHI OPOPMIICHUS TEXHH-
4eCKOH JOKYMEHTAllMM Ha Pa3JIUYHbIX CTaJUAX )KU3HEHHOIO
IIUKJIa UHPOPMALIMOHHOM CUCTEMBI.

a TaKkKe texuudeckon | OIIK-4.2. YMeer nmpuMeHsATh CTaHAAPTHI 0QOPMIICHHS TEX-
JOKYMEHTAIIUH, CBSA3aHHON C | HUYECKOW JOKYMEHTAIMH HAa PA3UYHBIX CTaJUAX >KU3HCH-
npodeccuoHanTbHON Jiesi- | HOTO IIMKJIa HH()OPMAITMOHHOW CHCTEMBI.
TEJIbHOCTHIO OIIK-4.3. Braneer HaBbIKAMU COCTAaBJICHHUS TEXHUYECKOU
JIOKYMEHTAllM Ha DPA3JIMYHBIX STanax >KU3HEHHOTO ITHKJIa
MH(POPMALIMOHHOM CUCTEMBI
Ne Kon HaunmenoBanue "
Otanbl GOPMHUPOBAHUS KOMIIETEHITUN
/Tl | KOMITeTEHITUHN KOMITETCHIINH
1. OIIK-3 Crocoben  pewars | [ Oman - 3namo:
cranaaptable 3afaun | OIIK-3.1. IlpuHnunel, METoabl U CpeaCcTBa pellie-
npoecCHOHANBPHOM | HUSI CTAaHJAPTHBIX 3a7a4 NpodeCcCUOHATBHON /1es-
JeSITeNIbHOCTH Ha | TeJIBPHOCTH HA OCHOBE WH(MOPMAIMOHHON M OnO-

OCcHOBe HMH(popMaru-
OHHOM U  0Ouo-
nuorpaduueckoin

KyJIBTYpPBl C TIpUMe-
HeHueM  uHpopma-
[IMOHHO-KOMMYHHKa-
IIMOHHBIX TEXHO-
JOTUA M C Y4YeTOM
OCHOBHBIX TpeOoBa-

auorpauuecKkod  KyJIbTYpbl C INPUMEHEHHUEM
UH(POPMAIMOHHO-KOMMYHHUKAITHOHHBIX TEXHO-
JOTMH W C Y4YeTOM OCHOBHBIX TpeOOBaHMI
MH(POPMALMOHHON OE€30MTaCHOCTH

2 Oman - Ymemy:

OIIK-3.2. Pewmarb crangapTHbIe 3aj1auu npodec-
CHOHAQJIBHOW JIEATEIbHOCTH Ha OCHOBE MH(OpMa-
LMOHHOM U 6uOnuorpaduyeckon KyJabTypbl ¢ IpU-
MEHEHHEM HH(OPMaIMOHHO-KOMMYHHKAIIMOHHBIX
TEXHOJIOTUA C YYETOM OCHOBHBIX TpeOOBaHUM
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HU MH(pOpMAIMOH-
HOI1 0e30I1acHOCTH

nHGMOPMAITMOHHON 0€30MacHOCTH

3 Dman - Brademy:

OIIK-3.3. HaBblkaMu TOATOTOBKHM 0030pOB, aH-
HOTAIMid, CcocCTaBJIeHUs pedeparoB, HayYHBIX
JOKJIAJIOB, IMyOIuKanuid, u oubnuorpaduu mo Ha-
YYHO-UCCIICIOBATEIILCKOM  paboTe ¢ ydeToM
TpeOOBaHUi HHGOPMAIIMOHHON 0€30I1aCHOCTH

2. OIIK-4

CriocobeH ydacTBO-
BaTb B pa3paboOTKe
CTaHJIapTOB, HOPM M
mpaBujI, a Takxke
TEXHHUYCCKOU
JIOKYMEHTaIlUU, CBS-
3aHHOU ¢ mpodeccu-
OHAJBbHOM JIeATEIIb-
HOCTBIO

1 Oman - 3namo:

OIIK-4.1. OcHoOBHBIE CTaHAAPTH O(GOPMIICHUS
TEXHUYECKON NOKYMEHTallMM Ha pa3jIM4HbIX CTa-
IUSIX JKU3HEHHOTO LUKJIa MHPOPMALMOHHOW CH-
CTEMBbI

2 Oman - Ymemy:

OIIK-4.2. IlpumeHsATh CTaHAApThl OGOPMIICHUS
TEXHUYECKON OKYMEHTallul Ha pa3jM4YHBbIX CTa-
JUSIX JKU3HEHHOTO LUKJIa MHPOPMALMOHHOM CH-
CTEMBI

3 Oman - Bradems:

OIIK-4.3. HaBpikaMH COCTaBJIEHHSI TEXHHUYECKOM
JOKYMEHTAllMd Ha Pa3jIu4HbIX 3Tanax MXU3HEH-
HOTO ITUKJIa HHOOPMAITMOHHOU CUCTEMBI

2. TIOKA3ATEJI U KPUTEPUU OLIEHUBAHMS KOMIIETEHIIMIM HA PA3JIMYHBIX
OTAITAX UX ®OPMUPOBAHN A, OIIMCAHUE IIKAJI OHEHUBAHUA

=
=
= Kpurepun oneHrnBanus
Ne X o | HaumeHoBaHue . [Ixana
g5 KOMIIETEHIIMM Ha Pa3InYHBIX
n/n 2 KOMIIETEHIINH OLICHUBAHHUS
S sTanax GopMupoBaHUs
Qo
N
1. | OIIK-3 | CnocoGen 1 Oman - 3namo: «3AYTEHO»:
perarhb OIIK-3.1. IlpuHnmmnsl, metons! | 1. Xopomee 3HaHUE
CTaH/IapTHbIE U CpEJCTBA PELICHMs CTaHIApT- | IPOrPaMMHOTO
3aJaud  Mpo- | HBIX 3ajad NpodeccHOHANbHOHN | MaTepuaa.
beccronanb- JESATEIBHOCTH Ha  OCHOBe | 2. Xopoue HaBbIKU
HOM  JesiTenb- | UHPOPMAIMOHHONM ¥ OHO- | BBIMOJIHEHUS
HOCTHU Ha | TUorpauueckoil KyJabTypbl C | IPAaKTHYECKUX 3aJaHUN
OCHOBE [IPUMEHEHUEM nnpopmanu- | 3. TouHoCTh 51
UH(POPMALIMOH- | OHHO-KOMMYHHKAIIMOHHBIX T€X- | 000CHOBAHHOCTH BHIBOJIOB.
HOM U  OuO- | HOJOTUH U ¢ yuyeToM OCHOBHBIX | 4. JlornuHoe WH3JI0KEHHE
auorpaduye- TpeboBaHUil WH(POPMALMOHHOM | BOpOCca,  COOTBETCTBHE
CKOW KYJIBTYpPHI | 0€30MMacHOCTH
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c IpUMEHe-
HUEM
uHpOpMaLu-
OHHO-KOMMY-
HUKAIMOHHBIX
TEXHOJIOTHI U C
y4€TOM OCHOB-
HBIX TpeboBa-
HUl uH(pOpMa-
IIMOHHON  0e3-

2 Oman - Ymemn:

OIIK-3.2. Pemarp cTaHgapTHbIE
3a1auM npodeccnoHaIbHOM esi-
TEJTHLHOCTH Ha OCHOBE MH(pOpMa-
MOHHOW ©  Oumbnmnorpaduue-
CKOHM KYJIBTYpPBI C IPUMEHEHUEM
UH(POPMAITMOHHO-KOMMYHHUKA-
IIMOHHBIX TEXHOJOTHH C y4EeTOM
OCHOBHBIX TpeOoBaHuit
nH(OpMaIIMOHHONW  Oe30IacHO-

OMacHOCTH CTH
3 Oman - Bnaoemw:
OIIK-3.3. HaBblkamu MOATOTOB-
KU 0030poB, aHHOTaLUH,
cocTtaBiieHUsl pedeparoB, Hayy-
HBIX JOKJIAJOB, MyOJUKaLUN, U
oubmmorpaduu TO  HAY4YHO-
UCCJIEIOBATENLCKOM pabore ¢
yueToM TpeboBaHuili mH(pOpMa-
IIMOHHOM 0€301acHOCTH
2. | OIIK-4 | Cnocoben 1 Oman - 3namy:
yuyactBoBaTh B | OIIK-4.1. OcCHOBHBIE
pa3paboTke CTaHJapTHl 0POPMIICHUS TEXHU-
CTaH/IapTOB, YECKOW JOKYMEHTAIlMl Ha pa3-
HOpPM U TIpa- | JUYHBIX CTAIUSAX IHKHU3HCHHOTO
BUJ, a Takxke | HIMKJIa HH()OPMAIMOHHOW CH-
TEXHUYECKON CTEMBI
JIOKyMEHTa- 2 Oman - Ymemn:
muM,  cBsa3aH- | OIIK-4.2. [Ipumenars
HOHU ¢ mpodec- | cTaHaapThl OPOPMIICHUS] TEXHH-
CHOHAJILHOU YECKOW JOKYMEHTAIlMH Ha pa3-
JesITeNbHO- JUYHBIX CTAagusX >KHU3HEHHOTO
CTBIO nUKiIa WHQOPMALMOHHONW CH-

CTCMBbI

3 Oman - Braoemw.:
OIIK-4.3. HaBelkaMu cocTaBlie-
HUS TEXHUYCCKOW JIOKyMCHTa-
UM HAa Ppa3MYHBIX dTamax
JKU3HEHHOTO IMKJIa HH(pOpMa-
LIUOHHOW CHCTEMBI

W3JI0KEHUS
CTUIIIO.

5. IlpaBunbpHbBIE OTBETHI HA
JOTIOJTHUTEIIbHBIE
BOIIPOCHI.

Hay4YHOMY

«HE 3AUTEHO»:
1. IToBepxHOCTHOE
YCBOEHUE MPOrPaMMHOTO
MaTtepuana.
2. Heymenue YETKO
c(hOopMyJIUPOBATH BHIBOJIBI.

3. OTcyTCcTBHE  HABBIKOB
Hay4YHOTO CTHIIS
H3JI0KCHUS.

4. Hetounble OTBETHI Ha
JIOIIOJIHUTEILHBIC
BOITPOCHI.

5. He3nanue
3HAYUTEIHLHOMN JacTu
MIPOTrPaMMHOTI0
Marepuala.

6. Heymenne  BbIICIHUTH

[JIABHOE, CHENATh BBIBOJBI
1 0000111eHYS.

3. TUIIOBbLIE KOHTPOJIbHBIE 3ATAHWA NJIM MHBIE MATEPHUAJIBI,
HEOBXO/IUMBIE JIJIS OLIEHKUM 3HAHMIM, YMEHUI, HABBIKOB U (MJIN) OITBITA
JEATEJIBHOCTU, XAPAKTEPU3VYIOIIMX OTAIIbI @OPMHNPOBAHUA
KOMIIETEHLIMM B I[TPOLIECCE OCBOEHMSI OBPA3OBATEJIBHOU I[TPOI'PAMMBI

1 3TAIl - 3BHATH

YCcTHBIN ONIPOC MO0 TeMaM:

TEMA 1.1. OcHOBHBIE TTOJIOKEHUS TEOPUH HH(DOPMAITIH
1. Buapl uaopMaIyy, TUIIbI KAHAJIOB CBSI3H.
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2. OCOOEHHOCTH M TEXHHUYECKHE XapaKTePHCTUKU COBPEMEHHBIX KaHAJIOB Iepeaadyu
nH(bOpMallK, UCTIONB3YIOMIMUX PAa3INYHble (QU3HUECKUE MPUHIMIIBI (3JIEKTPUUYECKUE, aKyCTHYe-
CKHUE, ONTUYECKHE, PaIHOYaCTOTHBIE) C TOUKH 3pEHUs 0€30MaCHOCTH.

3. Buapl curHaios.

4. mpeumyIiecTBa MUGPPOBBIX KAaHAJIOB IMEpe] aHAJOTOBBIMU C TOYKH 3PEHUS 3aIIUIIEH-
HOCTHU TNepesaBaeMoil HH(OpMaLIUU.

TEMA 1.2. IlpaBoBoe perynrupoBaHue HH(GOPMAIIMOHHBIX POIIECCOB B 00IIECTBE

1. Knaccudpukanuss wuHPoOpMamuu 1O CTENEHW OrPaHMYEHHOCTH JOCTyNna K Hel
(oTKpbITasA, KOH(PUICHINATbHAS, CEKPETHAs).

2. llonstue TaiiHbl (rocynapcTBeHHasl, MPOMBIIIJICHHAs, KOMMepuecKas, (puHaHcoBaf,
JacTHas TaiiHa).

3. I'ocynapcTBO Kak rapaHt IpaBa rpakJaH Ha 3allUTy JUYHONH MH(POpPMAIUU U UHTEN-
JIEKTYaJIbHOW COOCTBEHHOCTH.

4. 3akonbl Poccuiickoit Deaepanuul 0 3aUTe TAWHBI ¥ WHTEIUICKTYaIbHONH COOCTBEHHO-

CTH.

TEMA 1.3. MeTtoabl NOXUILIEHUS, HCKAXKEHUSI, TOJIMEHBI, YHUUTOKEHUS HHPOpMaAIIUU

1. Buzapl nuHbOpMAIIMOHHBIX HaMaIeHHH (TI0 MECTY BO3CHCTBUS).

2. Bunel nHQOpMAIMOHHBIX HamaJeHUH (1o crocoOy BO3JEHCTBUS ):IACCUBHbBIE, aKTUB-
HBIE.

3. TpaaunuoHHBIE METO/IbI C UCIIOJIb30BAHUEM MOJPYUYHBIX TEXHUUECKHUX CPEJICTB.

TEMA 1.4. YcrpoiicTBa JBOMHOIO IPUMEHEHUS.

1. Ucnonp30BaHnEe BO3MOXKHOCTEH COBPEMEHHOW TEXHHUKH ISl MOJIyYEHUs CTAaOUIILHOTO
pe3yJibTara.

2. Wcnonp3oBaHue CBOMCTB 0OpaTUMOCTH ITpeoOpazoBaTeneil nH(OpMalnu.

3. PagnosneKkTpoHHbIE CPEACTBA. DIIEKTPOHHBIE YCTPONCTBA ABOMHOTO PUMEHEHUS.

4. VMcnonb30BaHHUE CPENICTB CIIEHTEXHUKH.

TEMA 2.1. UuadopmarmorHas 6€301MacHOCTh U COBpEMEHHbIE MH(OPMAITMOHHBIE TEXHO-
JIOTHUH.

1. Konnenmus wHbopmarnmonHon O6e3onacHocTH Poccuiickoit denepannu B OCHOBHBIX
cdepax: MOJTUTHYECKON, IKOHOMUYECKOH, BOCHHOM, B chepe TyXOBHOM KU3HU.

2. Knaccudukanys HCTOYHUKOB YIpo3 HH(OPMALIMOHHON O€301MaCHOCTH.

3. OcHoBHBIE 00BEKTHI HHPOPMALIMOHHOM 0€30MMacCHOCTH U crienr(uKa yrpo3 A HUX.

4. Kommekc meponpusituil mo odecredeHno HHPOPMAMOHHON 0€30MacHOCTH 00BbeK-
TOB 3JIEKTPOHHO-BBIYMCINTENBHON TEXHUKH.

TEMA 2.2. O0mue TpUHIUIIEI CHCTEMHOTO TMOJX0Ja K obOecrnedeHnio 0e30macHOCTH
UHpOpMALIUU

1. OpranuzanvoHHbIE MEPHI JUIsl BBISBICHUS M MPEIOTBpPALICHUS yTrpo3 MHPOPMAIUOH-
HOM 6€30IacHOCTH.

2. Ilonstue o ceprudukany HHGOPMAITMOHHBIX YCTPOMCTB.

3. 3akpbITHE KaHAIOB Nepeaadn (1mudpoBaHue).

4. Buns! ycTpoicTB mudpoBaHus (KaHaIbHbIE, a0OHEHTCKUE).

TEMA 2.3. be3onacHOCTb KOMIIBIOTEPHBIX CUCTEM.

1. KomnbroTepHble BUPYCHI.

2. CrannapTHble CpeCTBa 3aIIUTHI (amnmnapaTHble U MPOrPaMMHBIE).

3. OpranuzanmoHHbIE MEpHI 110 3amuTe nHpopMauu Ha DBM.

4. Cranpaptsl mUQppoBaHus. DIIEKTpOHHAs HU(PPOBasi MOAMNUCH - TEXHOJIOTUS TIPUMEHE-
HUS U 3aIIUTA.

TEMA 2.4. IIpoTHBOIIpaBHOE UCIIOJIb30BAaHNE KOMIIBIOTEPOB

1. CymHOCTh KOMIIBIOTEPHBIX MPECTYIUICHUH.

2. Knaccugukanusi KOMIObIOTEPHBIX NMPECTYTICHHUH.

3. OCHOBHBIE BH/IbI KOMIIBIOTEPHBIX MPECTYTUICHUMN.
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"DNeKTpOHHBIE ACHbIU" M 0E€30MaCHOCTh TIATEXHBIX CUCTEM C UCTIOJIh30BAHUEM ILIA-

CTUKOBEBIX KapT.

IHouck, anaau3 u 0000mIeHNe HH(POPMALMH, H ee NIPeACTABJICHHE B BH/Ie IIPe3eHTa-
HMOHHOI0 A0KJIA/Ja 10 CJeAYIOIHNM TeMaM:

1.

A A Al

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.

HcTopus kpunrorpaduun
CouunanbHas UHXKEHEpUs
Hcropust xakepoB
DaiinoBbie CUCTEMBI C MU(DPOBAHHEM
Y4eTHbIC 3aMUCH B OTIEPAIIMOHHBIX CHCTEMAaxX
3alMileHHbIE Cpeibl Iepeiaun
buomMerpudeckue TeXHOIOTHH
MHorosiiepHble aHTUBHPYCHI
OrneparinoHHbIE CUCTEMBI MapHIpyTH3aTopoB Cisco
Bnusinue 3neKkTpoMarHuTHOM COBMECTUMOCTH
Brustaue xkammpoBaHus TaHHBIX Ha 0€3011aCHOCTh
bezonacnocts B OC FOHuUKC
bezonacunocts B OC Windows
[IporpaMMHEBIe 3aKIaaKH
Komuduxarop NHTEpmONa M0 KOMIBIOTEPHBIM MPECTYILIICHUSIM
ATtrecTanus pabo4nx MECT
0630p @3 152
Pytkuter B OC
be3omacHocTs onmHOUYHON OBM
MexceTeBble SKpaHbl.

2J0TAIl - YMETH

KommuiekT npakTtuyeckux pador A5 GopMUpPOBAHMA YMeHMIt

IIpakTnyeckas padoraNe 1. MexayHapoaHble CTaHIapThl HHYOPMAIIMOHHOTO OOMEHa.
ITonsiTHE yrpo3bl

Henpb pabotsr: Tlonmyuyenue 3HaHUN O BHJAX yrpo3, MyTell M KaHAJIOB yTeUKH MH(OpMa-
LMY, OT KOTO OHM MCXOAAT U K YeMy NMPUBOJAT. M3yueHue BUI0B aTak U METOJOB B3JIOMa UHTpPA-
ceTel 3JI0yMBIIUICHHUKAMH.

W3y4uB TemMy, CTYAEHT AOKEH:

L]

3HATh 3aKOHOMEPHOCTH BOSHUKHOBEHHS yIPpOo3 HHPOPMALMOHHOM O€3011aCHOCTH;
3HATh KJIACCU(PUKALNIO YTPO3 HHPOPMALMOHHON 6€3011aCHOCTH;

3HATh MyTH U KaHAJIbl yTEUKU HH(pOpMaIumy;

3HATh BU/Ibl yJIAJICHHBIX aTaK HA HHTPACETh;

3HATh KJIACCUYECKHE U COBPEMEHHBIE METO/IbI B3JIOMa HHTPAceTEN.

N3yuas TeMy, HEOOXOIMMO aKLIEHTUPOBATh BHUMAHUE Ha CIEAYIOIINX MOHATHAX:

yrpo3a uH()OpMaIIMOHHON 0€30MacHOCTH, yTeuka MH(POPMALUU, HApyIIEHHE IIeTO0CTHO-
cty uHpopManuu, MoauduKaKsa HHPOopMaIUK, UCKaKeHne nHGOpMaIuy, rmojjaenka napopma-
UM, YHUUTOXKEHHE MH(popMarmu, OJ0KHpoBaHHE MHPOPMALUHU, TOOOYHOE HIEKTPOMArHUTHOE
U3JIy4YeHUe, HIEKTPOMAarHuTHas HABOJAKA, CIELUAIBHOE SJIEKTPOHHOE 3aKJIaJHOE YCTPOMICTBO,
BHEIITHEE BO3/IeiicTBIE HAa HH(POPMAIIMOHHBIN pecypc.

Coneprxanue pabOTHI:
Bunbl camocTosaTensHOM pabOThI CTYACHTOB:
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- usydeHue yueOHoro nmocobus «MupopmanronHas 6€30MacHOCThY;

- TIOJrOTOBKA K Y4acTHIO B (hopyme 1o TeMe «BUIbl aTak ¥ METO/BI B3JIOMa UHTpa-
ceTeiy;

- W3y4YCHHUE JIONOJHUTEIHHON JINTEPATYPHI,

- BBINOJIHEHHE TECTOBLIX 3aJaHHUI 110 TEME.

Bomnpoce! TeMbl

1. OcHOBHBIE 3aKOHOMEPHOCTH BO3HUKHOBEHUS U KJIacCUPUKAIU YTpo3 HHPOpMa-
IMMOHHOM 0€30MacHOCTH.

2. IlyTtu v kaHaIBl yTeYKU UHGOPMAITUH.

3. YnaneHHble aTaki HA UHTPACETH.

4. Krnaccuueckue MEeTO/bl B3JI0Ma HHTPACETEMH.

5. CoBpeMEHHBIE METO/IBI B3JIOMa HHTPACETEH.

KoHTponbsHBIE BOIIPOCHI 1O TEME
1. Yewm oOycCIiiOBIEHBI YTPO3bl O€30MACHOCTH HHPOPMAITHH?
2. Tlepeuncnure MyTH peanu3alnuy yrpo3 HHHOPMAIIMOHHONW OE30TaCHOCTH.
3. Kak knmaccudumupyrorcst yrpo3sl 6€301macHOCTH HHGOpMAITUH 110 0a30BBIM MTPU3HA-
Kam?
B 4eMm 3akimroyaeTcs macCUBHOE U aKTUBHOE ITPOHUKHOBCHUC B CI/ICT@MY?
Kak kmaccudunupyrorcest KaHalbl yTeUKH KOH(DUIEeHITHAIBHON nHpopMarmm?
Kak knaccudunupyrorces yaaneHHble aTaku Ha MHTpaceTu?
Kakue Buma ceTeBbIX YCTPOUCTB ABISAIOTCS 00bEKTaMH YAAICHHBIX aTaK Ha UTpace-

N n ke

T™H?

8. Kakue MeTopl B3110Ma UHTPACETEH OTHOCATCS K KJIIACCMUECKUM U KaK OHH OCY-
IIECTBIISIIOTCS?

9. TlepeuncnuTe COBpeMEHHBIE METOIBI B3JIOMa UTpaceTel 1 00BSICHUTE Ha YeM OHH OCHO-
BaHbI?

®dopmMa npeAcTaBICHUsS OTUETA!
CTYJIGHT JTOJIPKECH HpO}IeMOHCTpI/IPOBaTI) 3HAHUC BO3MOXHBIX yrp03, a TaKXeE y513-
BHUMBIX MECT 3aIl[UThl, KOTOPBIE 3TH YIPO3bl OOBIYHO JKCILTyaTHPYIOT, HEOOXOIUMOE TSl TOTO,
yTOoOBI BBHIOMpaTh HanboJiee YKOHOMHYHBIE CpeicTBa oOecmedeHus OezomacHocTu. Ilpemocra-
BUTh OTYET B MUCHMEHHOM BHJIE.

IpakTnyeckas padoraNe 2. MHpopmannonHas 6e30MacHOCTb B YCIOBUAX (PYHKIIMOHHU-
poBanus B Poccum rioGanbHbIX ceTeil.

Lens pabotsl: [lomydeHne CTaTUCTUYECKUX 3HAHHMI 00 aTakax, KOTOPBIM MOABEPraroTCs
KOMITBIOTEPHBIE CUCTEMBI U MOTepsX OaHKOB. M3ydeHHe OCHOBHBIX TOHSATHHA W ONpEACICHUH,
UCTIONIb3yEMBIX MPU U3YYCHUH AUCIUILTHHBL.

N3yuuB TeMy, CTYyI€HT JOJKEH:

*  YMeTb OOBSCHUTH HEOOXOIMMOCTh U3YUEeHHUsI HHPOPMALIMOHHONW 6€3011aCHOCTH;

* 3HATh CTATHCTHUKY MPOSBICHUS KOMIBIOTEPHBIX MPECTYIUICHHI U HAHOCUMBIit
UMH yuiepo;

* 3HaTh KIacCH(UKAIMIO TIOIH30BATENCH M 3I0YMBIIINICHHUKOB B Internet;

* 3HATh IPUYMHBI ys3BUMOCTH Internet;

* 3HATh OCHOBHBIC TIOHATHUS U ONPENEICHHS, NCTIOIb3yeMbIE IPH N3YYCHUN HH(POpMa-
[IUOHHOI 0€30ITaCHOCTH.

W3yuas TeMy, HEOOX0IMMO aKIEHTHPOBATh BHUMAHUE Ha CIICAYIOIINX IMOHITHSX:

6e30macHOCTh MH(pOpMAIMU, yrpo3a 0e30nacHOCTH MH(POPMALUU, HECAaHKIMOHUPOBAaH-
HBIH JIOCTYIN, HAPYIINUTEIb, 37I0yMBIIUICHHUK, 3aIIMTa HH)OPMAIIHH, IIEIOCTHOCTh MH(POpMaIUH,
ayTeHTU(UKaus, Bepupukanus, uieHTuGuKanus.



Coneprxanue pabOTHI:

Bunbl camocTositennbHON paboOThI CTY/ICHTOB:

- u3yuyeHue yuebHoro nocobus «MupopmaroHHas 6e30MacHOCTbY;

- TOATOTOBKA K y4acTuIO B popyMe 1o TeMe « KoMIbroTepHbIe NPeCTyIIICHUS»;
- U3y4YeHHE JOMOJHHUTEIBHOMN JTUTEpaTyphl;

- BBIIIOJHEHUE TECTOBBIX 3aJlaHUM T10 TEME.

Bomnpocsl Tembl

UYro Takoe nHpopmarmoHHas 6€30macHOCTh?

AKTyanmpHOCTB MPOOIJIEMBbI HHPOPMALIMOHHON 0€30MacHOCTH.
[Tpumepsl B3710MOB ceTeli 1 BeO-y3710B uepes Internet.
ITonb30BaTenn U 3110yMBILUICHHUKH B Internet.

[Tpruune! ysi3BumocTu cetu Internet.

[TousiTus 1 onpeneneHus B MH(GpOpMaMOHHON 6€30MaCHOCTH.

S el S

KoOHTposibHBIE BONIPOCHI IO TEME

Yro Takoe nHpOpMaMOHHAsE 6€30MaCHOCTh?

B ueMm 3axmmrouaeTcst yreuka nHGOpMAaIim?

KaxoBa e co3ganusi CUCTEMbI KOMIIBIOTEPHOM Oe30macHocTU?
Ha3oBuTte BBl KOMIIBIOTEPHBIX aTaK.

OTtkypa ciaenyeT 0XKuaTh KOMIbIOTEPHOM aTaku?

[TpuBenuTe mpuMepsl B3JIIOMOB ceTell U BeO-y3110B yepes Internet.
[lepeuncnure u OXapakTepu3yruTe OCHOBHBIX IOJIb30BaTenel Internet.
Kak xknaccudunupyrorces 310yMbIlieHHUKH B Internet?

. Kaxue dakrops! ys3sumocTu Internet?

10 JaiiTe onpeneneHus CleIyONINM MOHATUAM: 6€30acHOCTh HH(OPMAIIMH, yTpo3a
0e30MmacHOCTH HH(POpPMaLINH, HECAHKLIIMOHUPOBAHHBIHN 10CTYH, HAPYILIUTENb, 37I0YMBIIUICH -
HUK, 3al11UTa HHPOPMaIIUU, IEJTOCTHOCTh HH(MOPMAIINH, ayTeHTUUKaIus, Bepudukams,
UICHTU(DUKAIHSL.

00N U AW~

dopma npeIcTaBICHUS OTYETA:
CTyAeHT JOKEeH U3YYHTh MOHITH: 0€30MMacHOCTh HHPOPMAIUH, YTpo3a Oe30macHo-
CTH MH(POpPMAIIUHU, HECAHKITMOHUPOBAHHBIN JOCTYII, HAPYIIUTEINb, 3I0YMBIIICHHUK, 31T
nH(OpMAIUH, EJTOCTHOCTh HHPOPMAINH, ayTeHTU(DUKAIIHS, BepUPUKAIUS, HICHTH PUKAITHSL.
[IpenocTaBuTh OTYET B MUCHEMEHHOM BHJIE.

IIpakTHyeckasn padoraNe 3. Buabl NpOTUBHUKOB MM «HapylunTene». [lonsatue o Bu-
Jlax BUpyca.

Llens pabotsl: [TomyyeHne 3HaHUIN O CYIIECTBYIOIIMX «KOMIBIOTEPHBIX BHpYycax» U 00
aJITOPUTMAax UX pabOTHI.

Copnepxanue pabOThI:

N3y4nB TemMy, CTYAECHT JOJKEH:

* 3HaTh, KAKHE NMPOTPAMMBI Ha3bIBAOTCS «KOMIIBIOTEPHBIMU BUPYCAMM», U YEM OHH OT-
JMYAI0TCA OT IPYIMX BPENHBIX IIPOrPaMM;

* 3HaTh KJIACCU(UKALINIO «KOMITBIOTEPHBIX BUPYCOBY», U KaKylO YrpO3y OHU MpPEACTaB-
JSIOT 11 6€3011aCHOCTH MH(pOPMAaLny;

* 3HATh AITOPUTMBI paOOTHl «KOMITBIOTEPHBIX BUPYCOB» M IIYTH WX BHEAPEHHUS B CH-
CTEMY;

* yMETh 10 UHAUBHIyaJIbHBIM IIPU3HAKAM PAa3IudaTh «KOMIIBIOTEPHBIE BUPYCHD pa3-
JIMYHBIX KJIACCOB;

N3yuas temy, HE00X0AMMO aKIEHTUPOBATh BHUMAHHUE Ha CJIEIYIOIINX MOHATHUAX:
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«KOMIIBIOTEPHBIE BUPYChD», CBOMCTBA «KOMIBIOTEPHBIX BUPYCOBY», BPEIHbIE TPOTPaAMMBI,
PE3UIEHTHOCTh, caMolIppoBaHue, MOTUMOPPUUIHOCTD, OVErwriting-BUpycChl, parasitig-Bupy-
CBl, companion-BUpychl, link-Bupychl, (aijoBble YepBH, MaKpPOBUPYCHI, CETEBBIE BHPYCHI,
(TPOSTHCKHE KOHW», TIOTUYECKHE OOMOBI.

[Topsaok n3yyeHus: TeMbI

Bunbr camocTosiTennbHON pabOThI CTY/ICHTOB:

- usydeHue yueOHoro nmocobus «MubopmanroHHas 6€30MacHOCThY;

- TOATOTOBKA K y4acTHio B popyme 1o TeMe « KoMIbroTepHbIe BUPYCHDY;

- M3y4Y€HHUE JOIMOJIHUTEIBHON TUTEPATYPHL;

- BBIIOJHEHHE TECTOBBIX 33JaHU MO TEME.

Bomnpocsl Tembl
Knaccudukanus «KOMIbIOTEPHBIX BUPYCOBY.

DaisIOBbIE BUPYCHI.
3arpy304HbI€ BUPYCHI.
MakpoBHpYCHI.
CeTteBble BUPYCHI.
Bpennsie mporpamMmsl.

S

KoHTponbHbIE BONIPOCHI 110 TEME

Kakumu OCHOBHBIMU CBOMCTBaMH 00JIaTAI0T «KOMITBIOTEPHBIE BUPYCHD»?
[To xakuM KJaccam pa3fensioTcs «KOMIbIOTEPHbBIE BUPYCHD»?

Kak xmaccuunupyroress «kKOMIbIOTEPHBIE BUPYCHD)?

Kakune «xoMIblOTepHBIE BUPYCHD» OTHOCATCS K (haitIoBBIM?

Kak paznensttores (aitiioBble «KKOMIBIOTEPHBIE BUPYCHI» IO CIIOCO0Y Pa3sMHOKEHUS?
OO0BsICHUTE aNTOPUTM pabOTHI (HaliJIOBOTO BUpYCa.

Kakne «koMIBbIOTEpPHBIE BUPYCHD» OTHOCSTCS K 3arpy304HBIM?
OOBSICHUTE aAITOPUTM pabOTHI 3arPy304HOTO BHpYCa.

. Kakne «koMIbIOTEpHBIE BUPYCHD» OTHOCATCS K MaKpOBUpycam?

10 OOBICHUTE AITOPUTM pabOTHl MAaKpOBUPYCA.

11.Kakune «KoMIBbIOTEPHBIE BUPYChD» OTHOCSTCS K CETEBBIM?

12.Kakue nporpamMmsl SIBJISIOTCS BPEAHBIMU U TTOYEMY ?

00NN L AW~

®dopMa npeACcTaBICHUS OTUETa:
CTyJeHT JOJKCH W3yYWTh IMOHSATHE CepBHCa 0O€30IacHOCTH, BOMPOCHI apXHUTEKTYPHOMH
0e30MmacHOCTH, KIaCCU(PHUKAIUIO CEPBUCOB. [Ipe1ocTaBUTh OTUET B MUCHMEHHOM BUJIC.

IpakTnyeckas padoraNe 4. Tpu Buia BO3MOXKHBIX HapylIeHUH MH(OPMAIIMOHHON CH-
CTEMBI. 3alunTa.

Henp paboter: Ilonmydenue 3HaHUI O MpaBUIaX 3aIIUTHI OT «KOMITBIOTEPHBIX BHUPYCOBY.
3HaTh OCHOBHBIE HOPMAaTUBHBIE PYKOBOIAIINE JOKYMEHTBI, KACAIOIINECS FOCYAAPCTBEHHON Tali-
Hbl, HOPMaTUBHO-CIIPABOYHBIE JOKYMEHTBI

Coneprxanue paboOTHI:

M3y4uB TeMy, CTYICHT JOJKCH:

* 3HATh, OTKY/Ja IPOHUKAIOT B KOMIIBIOTEPHYIO CUCTEMY «KOMIIBIOTEPHBIC BUPYCHI»;

* 3HaTh NPaBUJIA 3aIIUTHI OT KKOMIBIOTEPHBIX BUPYCOBY;

* YMETb BHIOpaTh AHTUBUPYCHYIO [IPOIPaMMY;

* yMeTb NPAaBUILHO UCIIOJIB30BATh AHTHBUPYCHYIO IPOrPaMMY;

¢ 3HaTb OCHOBHBLIC HOPMATHUBHBIC PYKOBOAAIINC JOKYMCHTHI, KaCAOUINECA IroCyaap-
CTBEHHOM TaifHbI, HOPMAaTHBHO-CIIPABOYHBIC JOKYMEHTHI.

I/I3yqa;1 TEMY, HCO6XOZ[I/IMO AKINCHTHUPOBATh BHUMAHHUEC HA CIICAYIOIINX MMOHATUAX:
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KOMILJICKCHBIN 1MOAX0/] K MH()OpMAIIMOHHON 6€301acCHOCTH, 3aKOHOAATEIIbHBIA YPOBEHB,
rocynapcTBeHHasl TallHa, KOMMepYecKas TaifHa, JIMLIEH3HsI, IeKTpOHHas IU(poBasi MOIIHUCH,
HOPMATHUBHBIE TOKYMEHTBI.

HOpSIJIOK HN3YUYCHUA TEMBI
BI/I,Z[BI CaMOCTOSTEIIbHOM pa6OTLI CTYACHTOB!

n3ydeHue yueoHoro nocodus «MubopmarmonHas 6€30macHOCTHY;
MOJIFOTOBKA K y4acTuio B hopyme no Teme « OCHOBHBIE HOPMATHUBHBIC PYKOBOJISIIINE

JOKYMCHTEI, KaCarOIIueCsa FOCY}IapCTBeHHOﬁ TaﬁHBI, HOPMATUBHO-CITPABOYHBIC TOKYMCHTBD),

HN3YUCHUC HOHOHHHTGHBHOP'I JINTCPATYPHI;
BBITTIOJTHCHUE TECTOBBIX SajlaHI/Iﬁ 10 TEMC.

Bomnpocsl Tembl

L.
2.
3.
4.

3aKOHO/IaTEeNbHBIN ypoBEeHb HH(POPMALIMOHHON 0€30MaCHOCTH.

0O030p poCCUIHCKOT0O 3aKOHOAATENbCTBA.

3akoH «O0 nHpopmarmu, THPOpMATU3ALMU U 3aIIUTE HHPOPMALIUNY.
O TekyIeM COCTOSIHUU POCCUIICKOT0 3aKOHOIaTEIbCTBA.

KOHTpO.]'H)HI)Ie BOITPOCHI 11O TEME

NNk WD

Yro Takoe 3aKOHOAATENbHBIN ypoBeHb 11B?

I IpaBoBBbIe akThI OOITIETO HA3HAYECHHMS, 3aTPArMBAFOIIHE BOMPOCHI MH(OPMAITMOHHOM OS30aCHOCTH.
OcHoBHbIe MOHATH 3aK0oHa «O0 HH(opMaLH, HHPOPMATH3ALIH U 3aIIUTe MHHOPMALIALD.
Jlpyruie 3aK0HBI M HOPMATUBHBIC aKThL.

O030p 3apyOeKHOTO 3aKOHOZATEHLCTBA B 00nmacTy V.

TekyIriee COCTOSHHE POCCHICKOTO 3aKOHOIATEITHCTRA.

Crannapte! B o0nacTe MH()OPMAITMOHHON 0e30IaCHOCTH.

d)opMa IpeaAcCTaBJICHUA OTUYCTA:
CTy,I[eHT AOJDKCH M3YYUTH IIOHATUC CCPBUCA 6630HaCHOCTI/I, 3HAaTb OCHOBHBIC HOPMAaTUB-
HBIC PYKOBOJAAIINEC JOKYMCHTBI. Hpe,I[OCTaBI/ITB OTYCT B IMCBMCHHOM BU/C.

IIpakTnyeckas padoraNe 5. OCHOBHbIE HOPMATUBHBIE PYKOBOJSIINE JOKYMEHTBI, Ka-
CarolIMecs roCyAapCTBEHHOM TaliHbl, HOPMaTUBHO-CIIPABOYHBIE JOKYMEHTBI

Henb paboter: Ilomyuenue 3HaHUI O MpaBUIax 3alIUTHl OT «KOMIIBIOTEPHBIX BUPYCOBY.
3HaTh OCHOBHbIE HOPMaTUBHbBIE PYKOBOJSAIME JOKYMEHTBI, KACAIOLIMECs FOCYIapCTBEHHOH Taii-
Hbl, HOPMaTUBHO-CIIPABOYHBIE JOKYMEHTBI

ConepxaHnue pabOThI:
N3y4uB TEMy, CTYJCHT JOJDKEH:

3HaTh, OTKY/Ia IPOHUKAIOT B KOMIIBIOTEPHYIO CUCTEMY «KOMIIbIOTEPHBIE BUPYCHI»;
3HATh IIPABUJIA 3aLIUTHI OT KKOMIIBIOTEPHBIX BUPYCOBY;

YMETb BbIOpATh aHTUBUPYCHYIO POTPaMMYy;

YMETH NPaBUIIBHO UCIIOIb30BaTh AHTUBUPYCHYIO ITPOrPAMMY;

3HATh OCHOBHBIE HOPMATHBHBIE PYKOBOISIINE JOKYMEHTBI, KaCarOLIUECs rocyaap-

CTBEHHOM TaﬁHH, HOPMATUBHO-CIIPABOYHBIC TOKYMCHTEI.

Nzyudast TeMy, He0OXOIMMO aKIIEHTUPOBATh BHUMAHUE Ha CIAEAYIOIIUX MOHATHIX:

KOMILJICKCHBIN 1MOAX0/] K MH()OpMAIIMOHHON 6€30aCHOCTH, 3aKOHOAATENIbHBIA YPOBEHB,
rocy/apcTBeHHasl TallHa, KOMMepYecKas TailHa, JIMLIEH3UsI, IEKTPOHHAas IU(poBasi MOJIHCH,
HOPMATHUBHBIC TOKYMEHTBI.

HOpHI{OK HN3YUCHUA TEMbI
BI/I,Z[BI CaMOCTOSTEIIbHOM pa6OTLI CTYACHTOB!

n3ydeHue yueoHoro nocobdus «MupopmanronHas 0€30macHOCTbY;
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- IIOAT'OTOBKA K Y4AaCTHUIO B (bopyMe mo Teme « OCHOBHEIC HOPMAaTUBHBIC PYKOBOJAIIHNC
JOKYMCHTEI, KaCaroIIuecCsa FOCYJIapCTBeHHOﬁ TaﬁHBI, HOPMATUBHO-CITPABOYHBIC TOKYMCHTBD),

- MH3YYCHHC HOHOHHHTGHBHOP'I JINTCPATYPHI;

- BBIIIOJIHEHHUEC TCCTOBBIX SaﬂaHI/Iﬁ 10 TEMC.

Bomnpocs! Temsl

1. 3akoHOnaTeNbHBIN ypoBeHb HHPOPMALIMOHHON 0€30MaCHOCTH.

2. O0630p POCCHIICKOTO 3aKOHOIATENILCTRA.

3. 3akon «O0 unbopmanmu, nHGOPMATH3AIINN U 3aITUTE HHPOPMAITAN.
4. O TeKylIleM COCTOSIHUN POCCUHCKOT0 3aKOHO/1aTeNIbCTBA.

KoHTposbpHBIE BONPOCHI 110 TeMe

Yro Takoe 3aKOHOAATENbHBIN ypoBeHb 11B?

I IpaBoBBbIe akThI OOITIETO HA3HAYECHHMS, 3ATPArMBAFOIIHE BOMPOCHI MH(OPMAITMOHHOM OS30aCHOCTH.
OcHoBHbIe MOHATHS 3aK0oHa «O0 HHopMaLH, HHPOPMATH3AIIH U 3aIIUTe MHHOPMALIALD.
Jlpyruie 3aK0HbI M HOPMATUBHBIC aKThI.

O0630p 3apyOeKHOTO 3aKOHOATETHCTBA B 00nmacTy V.

TekyIriee COCTOSHHE POCCHICKOTO 3aKOHOIATEITHCTRA.

CrannapTe! B o0nacTe MH()OPMAITMOHHON 0e30IaCHOCTH.

NNk WD

d)opMa IpeaACTaBJICHUA OTUYCTA:
CTy,I[eHT AOJDKCH M3YYUTH IIOHATUC CCPBUCA 6630HaCHOCTI/I, 3HAaTb OCHOBHBIC HOPMATUB-
HBIC PYKOBOJAIINEC JOKYMCHTBI. Hpe,I[OCTaBI/ITB OTYCT B IMCBMCHHOM BU/JC.

IIpakTuyeckas padoraNe 6. Hasnauenue u 3agauu B chepe obecrneueHuss nHhopmaiu-
OHHOM 0€30I1aCHOCTH Ha YPOBHE rOCYAapCTBa

Llenb pabotsl: [lomyueHne 3HaHUN MO KPUTEPUSM, C MOMOIIBIO KOTOPHIX OIICHUBAETCS
3aIUIIEHHOCTh BBIYUCIUTENBHBIX cucTeM. O3nakomiienne co crannaptom CIIA «OpamxeBas
KHUTay. M3ydyenue pyKkoBoIAIIMX TOKYMEHTOB [ 'ocTexkomuccuu Poccuiickon denepannu.

Conepxanue pabOThI:
N3y4uB TEMy, CTYJCHT JOJDKEH:

® 3HATh pyKOBOJsIIME NJOKyMEHTHI ['octexxkomuccuun Poccuniickon denepannu;
e 3Hath cTa”aapT CHIA «OpanxeBasi KHUTa»;

® yMeTh KJIaCCU(PUIIUPOBATH AaBTOMATHU3UPOBAHHBIE CHCTEMBI COTJIACHO PYKOBOISIIINX
IoKkyMeHTOB I'ocTexxomuccuun Poccuiickoit denepanmu.

I/I3yqa;1 TEMY, H€06XOI[I/IMO AKICHTUPOBATb BHUMAHUEC HA CIICAYIOIINX IMOHATHUAX:
cTparerus, Noag0T4CTHOCTD, TrapaHTHU, MUHUMAJIbHAA 3allluTa, MHAWNBUAYyaJIbHasd 341y -
Ta, MaHJaTHas 3al1uTa, BCpI/I(bI/II_[I/IpOBaHHaH 3aliuTa, I/II[eHTI/I(bI/IKaI_II/IH, HII/I(prBaHI/IC.

[lopsinok usyueHus Temsl

Bunsl camoctosiTenbHOM paboThl CTYIEHTOB:

- u3y4yeHue yueOHoro nmocoous «MHpopmannonHas 0€30mMacHOCTHY;

- TOArOTOBKA K y4acTHIO B popyme 1o teme «PykoBoasdiue 10KyMeHThl ['ocTex -
komuccun Poccuiickon ®enepanumny;

- H3y4YEHHUE JONOJIHUTEIbHOMU JINTEPATYPHI,

- BBINOJHEHUE TECTOBBIX 33JaHUM TI0 TEME.

Bormpock! Tembl
1. Kputepuu 6€30macHOCTH KOMITBIOTEPHBIX cucTeM «OpaHKeBasi KHUTay.
2. PyxkoBonsamue nokymeHTsl ['ocrexkomuccun Poccuniickoit denepanumn.

KontposbHbIe BOIIPOCH! IO TEME
1. Jaiite nonnoe HaumeHoBaHue crangapra CIIA «OpanxeBas KHUTa».
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2. Ha kakue rpynmsl paszieneHsl pyHIaMeHTaIbHbIe TPEOOBAHUS, KOTOPBIM JIOJKHBI
YIIOBJIETBOPSTH BHIYUCIUTEIBHBIC CUCTEMBI, PeHA3HAYCHHBIC TSI 00pa0OTKN KOH(MUICHITHATH-
HoU nHpopmarmu?

3. Ha kakwue rpynmsl JeisTCs aBTOMAaTH3UPOBAHHBIE CUCTEMBI, IPUBEIUTE UX KPATKYIO
XapaKTEpUCTUKY?

4. Tlepeuucnure pykoBoadiIre J0KyMeHThI ['octrexkomuccun Poccuiickoit denepanun?

5. HazoBute nojicucreMsl, Ha KOTOPBIE pa3AesIOTCs MEXAHU3MBbI 3aLUTHI.

[Tpu n3y4eHnn TeMbl HEOOXOIUMO:

* YUTAaTh JIUTEPATYPY:

1. T'ocrexxomuccust Poccuu. PykoBoasimmii TOKyMEHT. «3amuTa OT HECAaHKIIMOHUPO -
BaHHOT'OJIOCTYNA K HH()OPMAIIUU, TEPMHUHBI U OTIPEACTICHUS.

2. T'ocrexxomuccusi Poccuu. PykoBosiuii 1okymeHT. « KoHenius 3anuThl CpeacTB
BBIYUCIIUTEIILHOW TEXHUKUA U aBTOMATU3UPOBAHHBIX CUCTEM OT HECAHKIIMOHUPOBAHHOTO JI0-
cTyna KuH(OpMaITim.

3. I'ocrexkomuccus Poccun. PykoBogsmumii JokyMeHT. «CpeacTBa BIYMCIUTEIBHON
TEXHUKH.3aluTa OT HECAHKIIMOHUPOBAHHOTO J0CTyMa K nHpopmaruu. [Tokazarenu 3ammiieH -
HOCTHOT HECAHKIIMOHUPOBAHHOTO JIOCTYIA K MHPOPMAIIHI.

4. T'ocrexkomuccusa Poccun. PykoBoasinii JOKyMeHT. « ABTOMAaTU3HUPOBAHHbBIC CH-
CTEMBI. 3aIlKTa OT HECAHKITMOHUPOBAHHOTO JA0CTyMa K nHpopmanuu. Knaccudukarms aBToma-
TU3UPOBAHHBIX CUCTEM U TPEOOBAHUS IO 3aIUTE HHPOPMAITUN).

5. T'ocrexxkomuccust Poccun. PykoBosmuii JOKyMeHT. « BpeMEeHHOe IOJI0KEHUE 110
OpraHu3aIuy pa3padoTKH, U3TOTOBJICHHUS M IKCILTyaTallMy MIPOTPAMMHBIX H TEXHUUYECKUX
CPEACTB3AIIUTHI CEKPETHOM MH(OPMAILIUU OT HECAHKITMOHUPOBAHHOTO JOCTYIIA B AaBTOMATH3UPO-
BAHHBIX CUCTEMAaX M CPEJICTBAX BHIYMCIUTEILHON TEXHUKI.

* IIOCETHUTH caiiThl: www.sbcinfo/index.htm.

dopma npeaCcTaBICHUs OTYETA:
CryneHT n0JDKeH U3yUdTh PYKOBOIALIME TOKyMEHTHI ['ocTexkomuccuu Poccuiickoit ®e-
nepauuu. [IpenoctaBuTh 0TYET B MMCBbMEHHOM BUJIE.

IpakTnuyeckas padora Ne 7. Mozgenu 6€30MacHOCTH U UX IPUMEHEHHE.

Lens pabotsr: [lomydyenne 3nanuii 0 MeToax 3amuThl nHGopMaruu. [loydenue 3HaHUN
¥ HaBBIKOB 10 00ecreueHn o HH(POPMAIIMOHHON 6€30MacCHOCTH OpraHU3alMy Py €€ MOJKIIoue-
HuM K Internet.

Coneprxanue pabOTHI:
N3y4uB TeMy, CTYJEHT JOJDKEH:

* 3HATh U YMETh IPUMEHATh METO/IbI 3aIIUTHI HH(POPMALIUH;

* 3HAaTh, KaK OPraHU30BaTh MH(YOPMAMOHHYIO 0€30ITaCHOCTh B OpPraHN3aIH;

*  YMeTh MOAKIIOUUTH OpraHu3amuio K Internet ¢ codbmoaenneM TpeboBanuit HHGpoOpma-
IIMOHHOM 0€30IaCcHOCTH;

Nzydas Temy, He0OOXOAUMO aKIIEHTHPOBATh BHUMAHKE HA CIIEAYIONINX TOHATHIX:
OTpaHMYEHHUE JOCTYIA, pa3rpaHUyYeHHe TOCTYIIa, pa3AelieHue JOCTYIa, KPHUII-
Torpaduueckoe npeodpa3oBaHre HHPOPMALIUU, KOHTPOJIb U YUET J0CTyIa, 3aKOHOAaTeIbHbIE

MEpBHI.

ITopsnok u3y4eHus: TEMBI

Bunbl camocTosaTensHOM pabOThI CTYACHTOB:

- u3yuyeHue yuebHnoro nocobus «MupopmaroHHas 6e30macHOCTbY;

- TOATOTOBKA K y4acTHIO B popyMe 1o TeMe «MeTopl 3aIlnuThl HHPOPMALUN»;
- H3Y4YEHHUE JIONOJIHUTEIbHOM! JINTEPATYPHI;

- BBIINOJHEHHE TECTOBBIX 3aJaHUN I10 TEME.
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Bompoce! Temsl

OrpaHnuenue 10CcTyna.

Kontposns goctyna k anmaparype.

Pasrpannuenue u KOHTPOIIb JOCTyIA K MH()OpMaIUH.

Paspnenenue npusBuieruii Ha J0CTYII.

WNnentuduxaius u yCTaHOBIICHHUE MTOJJIMHHOCTH 00BbeKTa (CYObeKTa).
Kpunrorpaduueckoe npeodpazoBanue nHpopmanuu.

S el e

KoHTponbHbIE BONIPOCHI 110 TEME

B uem 3akirouaeTcst orpaHu4YEeHNE JOCTYNA K KOMIIBIOTEPHBIM cUcTEMam?

Kak xknmaccuunupyrorcst CHCTEMBbI TPEBOKHOW CUTHATH3AIAN?

B yem 3akirogaercs KOHTPOIIb JOCTyNa K anmnaparype?

OT Kakux IeUCTBUM 3alIMIIAET KOHTPOJIb JOCTYyNa K anmnaparype?

B 4eM 3akirodaeTcst KOHTPOJIb 10CTyNa K nHpopMaun?

B dem 3akntouaercs pazjeneHue NpUBUIICTUN HA JOCTYN?

B 4em 3akitouaercst HCHTU(UKAIIUSA U yCTAaHOBIICHUE TIOUIMHHOCTH 00BbeKTa (CyODh-

NN hA RN

eKxTa)?
8. UTo MOXKeT OBITh OOBEKTOM UACHTH(PUKAIIUN?

®dopma npeCTaBICHUs OTYETA!
CTYI[eHT AOJDKCH U3YYUTH MOACIIN 6630HaCHOCTI/I " UX MPUMCHCHHUC. HpeI[OCTaBI/ITB OT-
4eT B MMCbMEHHOM BHJIE.

KoMiuieKT THIIOBBIX TeM J1a00OpPaTOPHBIX padoT

Ilopsaook evinonnenusn 1adopamopuvix padom

1) M3yYuTh TEOPETUUYECKHUI MaTepral 10 TeMe JaOopaTOpPHOH pabOTHI,

2) cocTaBUTh MPOrpaMMy Ha OJHOM U3 AJITOPUTMHUYECKHUX S3BIKOB NPOTrPAMMMPOBAHMS
JUTS 33JJTAHHOTO BapHaHTa 3a/IaHus;

3) BBINOJHUTD OTIAAKY COCTABJIEHHOM NMPOTrpaMMBbl U I10Ka3aTh MIPENOJaBaTelo;

4) COCTaBHUThH M 3AIIUTHTH OTYET MO JabopaTOpHOI pabdoTe.

Jlabopamopuwvie padomot

1. biouynoe cuMMeTpuYHOE MUPPOBAHUE

2. Uzyuenne IIIIII cucrem kpuntorpadudeckoi 3amuThl WHGOPMAITUHU, KIaCcCHYECKas
KpunTorpadus u pacrpeaeneHue KIroden

3. AcummMmeTpuuHOe mudpoBaHue

4. Dnekrponnas nudposas moamnuck (JLIT)

5. IIpakTrueckoe nmpuMeHeHne Kpuntorpaduu ¢ OTKpeITEIM KirouoM. [Taker PGP

6. Kpunrocucrema omnepaunonnoit cucrembl Windows. CryptoAPIl: mmdpoBanue u
nermdpoBanue B CryptoAPI, DI B mpoekTtax Ha CryptoAPI

Konumponwsuwvie eonpocwt Kk 1adopamopusvim padbomam

1. OxapakrepusyiiTe HH(POPMAIIHMIO U €€ OCHOBHBIE MIOKA3aTEIH.

2. OcHOBHBIE TOJNOXKEHHS 3aKOHAa 00 MH(pOpMaIH, HHHOPMALMOHHBIX TEXHOJOTHIX U
3ammTe HHpOpMaIum.

3. OCHOBHBIE MOJI0KEHUS 3aKOHA O TOCY/IApCTBEHHOM TaiiHE.

4. OCHOBHBIE MMOJOKEHHUS 3aKOHA O 3alIUTE MEePCOHANBHBIX JAHHBIX.

5. OCHOBHBIE TIOJIOKEHHS 3aKOHA 00 JIEKTPOHHOU MU(PPOBON TTOAMHCH.

6. UTo Takoe «IMOJINTUKA OE30TTaCHOCTI ?

7. UeMm oTiHMyaeTCs MOHSATHE «MOJIETN 0€30MacHOCTH» OT MOHSITHS «IOJUTHKHU Oe3omac-
HOCTH»?

8. B kakux cirydasx MpUMEHSIIOTCS MOJIEIH 0€3011acHOCTH ?
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9. OCHOBHBIEC MOJIEIY OJUTUK OE30aCHOCTH?

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
27.
28.
29.
30.
31.

[TpyHLIUIIBI, KCTIOJIb3YEMBbIE ISl TTOBBIIIEHUS! CTOUKOCTH mndpa?
[IpuBenute cxemy u 0OBSICHUTE MPUHLUN pabOTHI OJI0YHOTO HIKPpa.
Maitte xapakrepuctuky mudpa DES.

Haiite xapakrepuctuky mudpa 'OCT 28147-89.

Ilepeuncinre ocHoBHBIE paznnuus Mexay DES u 'OCT 28147-89.
Uro Takoe — pexkUM IMpUMEeHeHus 6J104HOro mudpa’?

Yem oTamvaeTcsi IOTOYHOE U 0JI0UHOE MudpoBaHHE.

Haiite xapakrepuctuky mudpa RC4.

OcHoBHbIE CBOMCTBA KpUNITOTPAPUUECKUX XEHI-(PYHKIIHUH.
[Tpuniuns! paboTh! Xem-(hyHKIHH.

OcobenHocTu nmocTpoeHue xen-QyHkuu Ha 6a3e 6ouHoro mudpa.
Onummre onepanuio IpUBEIECHUS 10 MOIYJIIO.

Kakumu cBoiicTBaMu 001a1aeT onepanus NpuBeACHUS 110 MOIYJIIIO?
[IpuBeaute onpeneneHne NpocTOro Yuca.

Kakwue nBa yncna Ha3pIBatOTCS B3aUMHO NMPOCTHIMU?

Omnpeznenute NOHATHE 0OPATHOTO 3HAYCHUS IO MOJTYJIIO.
Chopmymnupyiite manyro Teopemy dDepma.

Haiite onpenenenue GpyHKIMU Jiepa.

Chopmynupyiite TeopeMy Jitepa.

[lepeuncaure cBOMCTBA MPOCTHIX YUCEIL.

Yem oTnmyaeTcs KpunTorpadusi ¢ OTKPHITHIM KIIFOUYOM OT CUMMETPUUYHBIX MIH(YPOB?
Onwumure anroput™ Auddu-Xemnmana. Yem o0GyciioBieHa ero 6€30macHOCTh?

32. Onmmmmre anroput™ lamupa.

33.
34.
36.
37.

Onummre anroput™ Jnb-I"amanns.

Onumute anroput™m RSA. 35. Onumute anroputM mudpoBoii moamnucu RSA.
Onwuiure anroput™ HUPpoBoi noanucu ib-1"amas.

Onummure anroput™ nudposoit noanucu DSA (DSS).

3OTAIl - BJAJAETH

l.
KW 3pEHUS

2.

XN bW

10.
11.
12.
13.

l.
2.

3agaHusi A1 MPOMEKYTOUYHOT0 KOHTPOJIS
KakoBbI orneparioHHbIe CUCTEMBI UCToNb3yeT BY3? OnucaTh MX BO3MOKHOCTH C TOU-
UBb.
[TpuBecTH puMep CUCTEMBI Pe3ePBHOTO KOTIMPOBAHUS CEPBEPOB B KOMITAHUH.
DopMUpPOBaHKE 3aIUIICHHON BUPTYaJIbHOM CPEbI.
Crioco6s1 onienku 3anumeHHocTa OC.
AsTtoMaTtusanuu oonosiaeHus OC.
AnmunuctpupoBanue 6e3onaciocty OC Windows.
Anmunuctpupoanue 6e3onacHoctu OC Jlunyke
CpenctBa MpoBepKH U BOCCTAHOBJICHHUS (DaiiIOBOM CUCTEMBI.
CucreMbl IUGPOBAHUS C OTKPHITHIM KITFOYOM.
Hcnonk3oBaHue CpeaCcTB KJIOHUPOBAHUS B 3aa4ax aaMuaucTpupoBanus OC.
Co3nanue akpocTuxa.
beszomnacHocTh cucTeM ¢ 0€3IMCKOBBIMH CTAHIUSIMHU.
Bupael yuetnsix 3anuceit B OC.

Bomnpocsl k 3auery

WNudopmarnius u e€ xapakKTepUCTUKU. BaXXHOCTh ¥ IEGHHOCTHh HH(OPMAIIHH.
Bunper undopmanuu, noanexamme 3amure. Kmaccudukamus nadopmaluy mo crerne-

HU OIPAaHUYEHHOCTHU J0CTYyNa K Hell [lonsATHe TailHBbI.
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3. MHdopmanmonHbie pecypchbl Kak 00BbeKThl cOOCTBEHHOCTH. [IpaBa rpaxkiaH Ha 3alu-
Ty JTUYHON MHPOPMAIMHN U UHTEIJIEKTYyallbHOM COOCTBEHHOCTH.

4. 3axonsl Poccuiickoit @enepaliuy o 3amuTe TaWHBl U MHTEIJIEKTYaIbHOM COOCTBEHHO-
CTH.

5. Kpurepuu B BbIOOpE CpeACTB 3aIUThI. [IOHATHE KOMIUIEKCHOM 3aUTHI.

6. WMcTounnku KoHpuACHINAIbHOW HHOpMaIlMU B THPOPMAIIMOHHBIX CUCTEMAX.

7. TexHuyeckue cpeacTBa WH(POPMAIMOHHBIX CUCTEM M UX XapaKTEPUCTUKU C TOUYKU
3peHust ”HPOPMAIIMOHHON 0€30TTaCHOCTH.

8. [eiicTBus, mpuBOsAIIME K He3akOHHOMY oBiageHuio KW (pasrnamienue, yTeuka,
HC).

9. Cnoco6st HC/I x K. O606mmennas moaens criocoboB HCJI k ucrounnkam KU.

10. Kananer yreukn wHpopmammu TC MC. OO6mas kapTthHa oO0pa30BaHUS OMACHBIX
CUTHAJIOB.

11. IlpuumHBI U yCIOBUS BO3SHUKHOBEHHS KAHAJIOB YTEUKH MH(POPMAIIHH.

12. Cnoco6st HCJl x KU uepe3 TC UC. AKTHBHBIE U TACCUBHBIE CIIOCOOBI.

13. TexHHMKa IPOMBIIUIEHHOTO IIITHOHAXA.

14. ¥Yrposst UC. Buas! yrpos. Bujiel noTeps 1 MX IPUUUHBL.

15. Mopens Hapymurens B C.

16. Ouenka 6e3onacHoctu MC. TpeboBanus k 6e3onmacHoctu MC. Ilokazatenu 3amu-
menaoctr CBT. Knaccel 3amumnesHOCT .

17. 3amura onuHouHo# [I9BM. Kanains! yreuku nH(opMaim, METOAbI 3allUThI.

18. Bnusinue apxutexktypel OBM Ha Oe3omacHocTh oOpabarbiBaeMoil HHGOpMAaIUU.
[lonsiTue "3amumiénHas apxurekrypa'.

19. OmnepanuoHHbIE CUCTEMBI, OPUEHTUPOBAHHBIE HA 6E€30MaCHOCTh HH(OPMALINH.

20. be3onmacHOCTh KOMIBIOTEPHBIX CETEH - KOPHOPATUBHBIX U TII0OAJIBHBIX (00IIHMe
MIPUHILIUIIBI).

21. BpenonocHsle nmporpaMMsbl. [IpuHIUIBI 3aLIUTHI OT UX BO3JIEHCTBUS.

22. OpraHu3aMOHHbIE MEPHI 10 3a1uTe HHpopMmauu Ha DBM.

23. CranaapTHbIe CpPEJCTBA 3aLIUTHI (ANapaTHbIC U POTPAMMHBIE).

24. Wcnonw3oBaHue KpUNITOTpahUISCKUX METOIOB JIJIS 3AIIUTHI JIEKTPOHHOW JOKYMEH-
Taluu.

25. IIpoTtuBONpaBHOE HMCHOJB30BaHUE KOMIBIOTEPOB. CyIIHOCTH KOMITBIOTEPHBIX IIpe-
CTYIUIEHUH.

26. Knaccuduxarusi KOMIbIOTEpHBIX MpecTyiuieHnd. 3akoHbl PO o mpectymieHusx B
cdepe KOMIBbIOTEPHOM HH(pOpMAIIHH.

TecrupoBanue

Bompoc Ne 1.

Bomnpoc: uapopmarus - 3o

HeBepHo: akTyambHOCTh 3aIIUTHI

HeBepHo: nepcoHanbHbIE TaHHBIE

HeBepHo: naHHbIe MEX/ly Ha4ajIoM M KOHIIOM CETEBOTO MakKeTa

HeBepHo: nHTEpBa)I BpEMEHU MEX Y MOCHUIKON MMAKETOB B CETh

BepHo: cBeneHus 0 IUIAX, MpeaMeTax, (hakTax, COOBITHIX, SIBICHUIX U MPOLECCaX HE3aBUCUMO
OT OPMBI X MIPEACTABICHUS

Bompoc Ne 2.

Bompoc: 11151 yaoBIieTBOpEHHs 3aKOHHBIX ITPAaB M HHTEPECOB CYOBEKTOB JJIsl 00SCTIeYeHUS UX
MH(OPMAIIMOHHOI 0€30IMacCHOCTH HEOOXO MO TIOCTOSIHHO MOJICP)KUBATH OJTHO M3 CIICTYIOIINX
CBOMCTB MH(OPMAIIUHU U CUCTEM ee 00pabOTKHU:

HesepHo: 00beM
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Bepno: nenoctHocts

HeBepHO: KOHTPOJIBHYIO CYMMY

HesepHo: MaTpuily 10CTyIa IpH MAKETHOM Nepenayue
HeBepHo: 0CMBICTIEHHOCTH

Bompoc Ne 3.

Bomnpoc: Unpopmannonnas 6€300acHOCTb — 3TO

HesepHo: mperpaxkeHre MoTOKOB HEHY>KHOM BpeHOI nH(popManuu B nepcoHaibHoi OBM ¢
MIOMOUIBIO 3aLIUTHBIX TPOrpaMM

BepHo: cocTosiHHE 3alMIIEHHOCTH HH()OPMAITMOHHOM Cpebl 00IIIecTBa, 00SCIIEYHBAIOIIEEe €€
¢dbopmMHpOBaHUE, UCIIOIB30BAHNE U Pa3BUTHE B MHTEpECaX Ipax/iaH, OpraHu3alui, rocy1apcTaa
HeBepHo: mudpoBanue 1aHHBIX IPU MIepeiade 1Mo BCEM BUAaM KaHAJIOB CBSI3U

HeBepHo: 6e30macHOCTh cpeicTB 00pabOTKH, KOMUPOBaHUS, CUNTHIBAHUS UH(OPMAIIMH B aBTO-
MaTU3UPOBAHHBIX CUCTEMAX

HeBepHo: mpuMeHeHHe BCceX BUAOB M YPOBHEH 0XpaHbl HH(POPMAIUK B aBTOMATU3UPOBAHHBIX U
HEaBTOMATHU3HPOBAHHBIX cUCTeMax 00paboTKU MH(pOpMaLuu

Bomnpoc Ne 4.

Bomnpoc: lokrpuna undopmanmonHoii 6e3omacHoct Poccuiickoit denepanuu - 310

HesepHo: nocTynHOCTh HHPOPMAIH TOJIBKO ONPEIeIEHHOMY KPYTY JIUI], FapaHTHUs CYIECTBO-
BaHUs UH(OPMAIMK B UCXOTHOM BHUJI€, BO3MOXHOCTb MOJyYeHHU HHPOPMAILIUU aBTOPU30BaH-
HBIM I10JIb30BaTENIEM B HYXKHOE JIJIS1 HErO BpeMs.

HeBepHo: opranuzanusi COBOKYIHOCTH HH()OPMAIIMOHHBIX ITPOLIECCOB B AaBTOMATU3UPOBAHHON
CHUCTEME JUIS €€ 3aIUThI

HeBepHo: neATeNnbHOCTh, HANpaBICHHAs Ha MPEJOTBpAllleHHE YTEUKH 3alluiiaeMoil nHpopma-
[IMY, HECAaHKI[MOHWPOBAHHBIX M HETpeIHAMEPEHHBIX BO3CHCTBHUI Ha 3amiuiiaeMyro uHpopMma-
LU0

BepHo: coBOKYNHOCTh O(ULIMaNbHBIX B3IJIS0B Ha LENH, 3aJa4l, IPUHLUIIBI U OCHOBHBIE
HarnpasieHus obecrieueHus: HHpopmarmonHoi 6e3onacHoctu Poccuiickoit deneparuu

Bompoc Ne 5.

Bonpoc: koHpuAeHIIHaIbHOCTD — 3TO

HeBepHo: rapanTus cyuiecTBOBaHHUs HH(POPMAIUK B HICXOTHOM BHUJIE

Bepno: noctynHocTh HHGOpPMAIIUU TOIBKO ONPEIEIEHHOMY KPYTY JIUIL

HeBepHo: BO3MOXXHOCTB IMOJyuyeHHE WH(GOpPMAIUK aBTOPU30BAHHBIM I0JIb30BATEIEM B HYXKHOE
JUTSL HETO BpeMst

HeBepHo: BO3MOKHOCTh YCTaHOBJICHHUS aBTOpa HHPOPMALIUU

HeBepHo: BO3MOXHOCTh JJOKa3aTh, YTO aBTOPOM SIBJISIETCSI IMEHHO 3asIBIICHHBIM U€JIOBEK, U HE
HUKTO JPYrou

Bompoc Ne 6.

Bomnpoc: nporecc pacrio3HaBaHuUs 3J€MEHTa CUCTEMBI, OOBIUHO C IIOMOUIBIO 3apaHee ONpPEIEIeH-
HOT'O UIGHTU(HUKATOPA WK IPYTOi YHUKAIBHON HHpOpMaLuu — 3T0 #H#

Bepno: unentudukanus

Bompoc Ne 7.

Bomnpoc: 3anura undopmammu (F'OCT 350922-96) - ato

HesepHno: nndopmarmonHast 6€30macHOCTh

BepHo: nesTensHOCTh, HallPpaBICHHAS Ha MPEIOTBPAIlCHHE YTEUKH 3alUIaeMoi HHPOPMaIInH,
HECAHKIIMOHUPOBAHHBIX U HEMPEIHAMEPEHHBIX BO3CHCTBHUI Ha 3aIUIIIAEMYI0 HH()OPMALIHIO
HeBepHO: BO3MOKHOCTh YCTAaHOBJICHHUS aBTOpa HHPOPMALIUU
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HesepHo: 3amumieHHOCTh HH(pOpMAINK U TIOACPKUBAIOIICH ee HH(PPACTPYKTYPHI OT CIydaii-
HBIX UJIK MMTPEAHAMCEPECHHBIX BOSJIefICTBHf/’I €CTCCTBECHHOT'O MJIM UCKYCCTBCHHOT'O XapaKTepa, KOTO-
pbIe MOTYT HaHECTH yIIepO BIIaeNbliaM WIH MOJIb30BATEISIM HHPOPMAITUT

HeBepHo: cocTosiHHE 3aIUIIIEHHOCTH HH()OPMAITMOHHOM Cpe/ibl 00IIeCTBa, 00SCIIEYNBAIOIIEE €€
dbopMupOBaHUe, UCTIOIH30BAHUE U PA3BUTHE B HHTEPECAX TPaXkKIaH, OPraHU3aIINiA, TOCYIapCTBa

Bompoc Ne 8.

Bonpoc: Kanan yreuku nuadopmanuu — 3to

HesepHo: BeileHHE TPOTUBOCTOSAIIEH CTOPOHOM TEXHUYECKON U areHTYPHOU pa3BeaKU

BepHo: COBOKYNMTHOCTh HCTOYHHMKA UH(POPMALMK, MaTEPUaTILHOTO HOCUTENS HIIN CPEJIbl pacipo-
CTpaHEHMs HECYIIEro YKa3aHHYI0 HH(OpMaIUIO CUTHaJa U CPEJCTBA BhIJICIEHUS MH(OpMaIiu
U3 CUTHAJIA WJIK HOCUTENS

HeBepHo: HecoOut0ieHre IepCOHANIOM HOpM, TpeOoBaHMM, mpaBuil Kkcrutyatanuu AC
HesepHo: onenka peanbHON 3(GEKTUBHOCTH MPUMEHSIEMBIX HA MPEANPUSATHH MEpP 3aIUThI
MH(POPMALIUHU U MIPEUIOKEHUS 110 UX COBEPLICHCTBOBAHUIO

HeBepHo: nesTenbHOCTh, HaNIpaBlIEHHAs Ha MPEAOTBpallleHrue YTeUKH 3aliuiaeMoi nadopma-
IIUH, HECAHKIIMOHUPOBAHHBIX U HETIpeIHaMEePEHHbBIX BO3ACHCTBUI Ha 3aIuIaeMyro nHpopma-
LU0

Bompoc Ne 9.

Bomnpoc: Ilapamerprueckuii kKaHaa yTeukd HHQOpMAIK

HeBepHo: mpeacTaBisieT BCHOMOTaTeIbHBIE CPEJICTBA, BHIXOSIIINE 3a TIPEACIIbI KOHTPOIUPY-
€MOI 30HBI

Bepno: ¢opmupyercs myrem "BbicokouacToTHOro obmydenus" TCOW, mpu B3auMoAeiCTBUU
ANIEKTPOMATHUTHOTO TOJisi KoToporo ¢ snemeHTamMmu TCOU mpoucxoaut nepensayuyeHue 3JieK-
TPOMArHUTHOTO TOJISI, POMOIYJIUPOBAHHOTO HH(POPMAIIMOHHBIM CUTHAJIOM

HeBepHo: BKIIIOUAET OMMCAHUE TEXHOJIOTUU 00PaOOTKH TaHHBIX B 3al[UIAEMON MOCHCTEME,
aHaJIM3 yTpo3 M OLIEHKY pHUCKa HAaHECEHUs yIepoa, MpaBuiia HKCILTyaTalliid CUCTEMBI, HE00X0-
JTUMBINA HA0OP MHCTPYKIHA JOIKHOCTHBIM JIHIIaM

HesepHo: onpenensieT oOIyr0 CUCTEMY B3TJISA0B B OpraHU3allMK Ha IPOOIEMY 3aIUThI
uHpopMmainu B AC u yTH penieHus 3Toi npoOIeMbl C y4eTOM HAKOTIEHHOTO OIbITa U
COBPEMEHHBIX TEHJICHITUHN €€ Pa3BUTHUS

HesepHo: onpenenseT KOMIIEKC KOHKPETHBIX OPraHU3allMOHHO-TEXHUYECKUX MEp MO 3alluTe
nH(popMaInH, a TaKKe HE3aKOHHOTO BMEMIATENIbCTBA B TIpoIiecC (QYyHKIIMOHUPOBAHUS KOHKPET-
Hoit AC

Hesepno: pa3zBuBaeT Konneniuto HanponansHoM 6e30onacHocT Poccuiickoit deneparum npu-
MEHUTENIbHO K HHPOPMAIIMOHHOH cepe

Bonpoc Ne 10.

Bomnpoc: cBeaenus o nuuax, npeaMerax, pakrax, COObITHSIX, IBICHUSIX U Ipoleccax He3aBUCUMO
0T (hOpMBI UX TPEICTABICHUS #H

Bepno: undopmanus

Bompoc Ne 11.

Bomnpoc: Konuenius obecneuenust HHGOpMamoHHONH 6€30M1aCHOCTH

HeBepHOZ onpeacIsACT KOMIIJIEKC KOHKPETHBIX OPTraHU3allMOHHO-TEXHUYCCKHUX MCP I10 3alIUTEC

UH(pOPMaIINK, a TAK)Ke HE3aKOHHOTO BMENIATENbCTBA B MPOLIECC (PYHKIIMOHUPOBAHHS KOHKPET-
Hoit AC

HesepHo: Takoro Het

Hesepno: cnacaet BrnagenbieB AC 0T HEOOXOIUMOCTH MPUHSITHS KapIUHAIBHBIX MEp I10 MOJ-

HOM 3aMEHE CPENICTB 3aLUThI HA HOBBIE



19

Bepno: ompenenseT o0y cucTeMy B3IJISIOB B OpraHU3alliy Ha POOJIeMy 3alIuThl HH(OpMa-
1y B AC U IyTH penieHust 3Toi mpoOsieMbl C y4eTOM HAKOIJICHHOTO OMBbITa U COBPEMEHHBIX
TEeHJICHUUN €€ Pa3BUTH

HesepHo: onpenensieT nmpaBuia oopamenust ¢ ”HPopMaInue 1 OTBETCTBEHHOCTh CYObEKTOB
WH(GOPMAIIMOHHBIX OTHOIICHHH 32 UX COONIO/ICHUE

HeBepHOZ HHU OAHO U3 NCPECUNCICHHBIX

Bompoc Ne 12.

Bompoc: Hapymurens — 310

HeBepHo: MHAYKIIMOHHBIN KaHAJ MepexBaTa, He TPeOYIOIUN KOHTAKTHOTO MOIKIIIOUEHUS K
KaHajaM CBSI3U

HeBepHo: COBOKYITHOCTh HCTOUHUKA HH(OPMALIMK, MAaTEPUAIBHOIO HOCUTEISI UITU CPelbl pac-
MPOCTPAHEHHUs HECYILETO YKa3aHHYI0 HH(OPMAIIMIO CUTHAJIA U CPE/ICTBA BBIACICHHUS HHPOpMa-
IIMU U3 CUTHAJa UM HOCUTEIIS

HeBepHo: KOMIUIEKCHI CHEIMAIBHOTO TEXHUYECKOT'0 ¥ IPOrpaMMHOr0 o0ecredeHus, peiHa3Ha-
YEHHbIE JJIs1 IPEJOTBPAICHHs yTeUKH 00pabaThiBaeMoil UiIu XpaHsiencs nHpopMauu

BepHo: nu11o, npenpuHsBIIEe MONBITKY BBHIIOIHEHUS 3alPELICHHBIX Olepaluii o omuoKe, He-
3HAHUIO WK OCO3HAHHO CO 3JIBIM YMBICIOM MM 0€3 TaKOBOT'O M MCHOJIb3YIOIIEe AJISl 3TOT0 pas-
JIMYHBIE BO3MOXHOCTH, METOBI U CPEACTBA

HesepHo: mpenocTaBienre CyObeKTy MpaB Ha JOCTYI K O0BEKTY

HeBepHO: HM 0JJHO U3 NIEPEUNCIIEHHBIX

Bonpoc Ne 13.

Bonpoc: Dnektpuueckuil kaHai nepexsara nHGopMaluu

HeBepHo: He TpeOyeT KOHTAaKTHOTO MOJKIIOUEHUS K KaHaJaM CBS3H

Bepho: npenmnonaraeT KOHTaKTHOE MOAKIIOUYEHNE K TUHUSIM CBSI3U

Hesepno: dhopmupyercs mytem "BoicokouacToTHoro ooayuyenus" TCOU, npu B3anMoaeiicTBUH
AIIEKTPOMArHUTHOTO 10Jig KoToporo ¢ aneMentaMu TCOU npoucxoaut nepensnydeHue dJiek-
TPOMAarHUTHOTO T0JIs, IPOMO/YJIMPOBAHHOTO HH(POPMAITMOHHBIM CUTHAJIOM

HesepHo: ucnosne3yeT cpefy pacnpocTpaHeHHs BO3AyX

HeBepHO: HM 0JJHO U3 NIEPEUNCIIEHHBIX

Bormpoc Ne 14.

Bormpoc: Yrposa —aro

HeBepHo: mpoBepka Mo UTMHHOCTU HJICHTH(HUKALIMK TT0JIb30BaTeNs, IpoLiecca, yCTPOHCTBA WK
APYyroro KOMIOHEHTAa CUCTEMBI

BepHo: noTeHIIManbHO BO3MOXKHOE COOBITHE, AEUCTBHUE, MPOLIECC UM SBICHUE, KOTOPOE MOKET
MIPUBECTH K HAHECEHUIO yiepOa YbUM-I1100 UHTEpecam

HeBepHo: COBOKYIHOCTh HCTOYHHMKA WH(POPMAIIUU, MATEPUATBHOTO HOCUTEIS WIIN CPeibl pac-
IIPOCTPAHEHNUs HECYIIETO YKa3aHHYI0 HH(OPMAIIMIO CUTHAJIA U CPEJCTBA BbIJENIEHUs HHPOpMa-
LIUY U3 CUTHAJA U HOCUTEIIS

HeBepHoz BCIIOMOTI'aTCJIBHBIC CPCACTBA, BRIXOAAIINC 3a IMTPEACIIbL KOHT‘pOHI/IpyeMOﬁ 30HBI, a TaK-
e IMOCTOPOHHHUE MPOBOJA U KabeaH, K HUM HE OTHOCSIINECS

HeBepHoz MPECAIIOJIOXKCHHUA O KAaTCropuAaX JIML, K KOTOPBIM MOXET MPUHAAJICKATE HAPYHIUTEIIb

Bompoc Ne 15.

Bonpoc: buomerpus - ato

Bepno: paznen Hayku, 3aHUMAIONIMICS KOJTUYECTBEHHBIMHU OMOJIOTMYECKUMU SKCIIEPUMEHTAMHU C
IIPUBJICYEHHEM METO/I0B MaTEMATUYECKON CTaTUCTUKU

Hesepno: naktunockonus

HesepHo: pacnio3HaBaHus auna

Hesepno: Bepudukaius noamnucu
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Hesepno: udpoBoii kox

Bonpoc Ne 16.

Bomnpoc: nuio, npeanpuHsBIIee MONBITKY BHIMOIHEHUS 3alpEICHHBIX onepauil (1eHCTBHil) 1Mo
omnoOKe, He3HAHUIO WIIM OCO3HAHHO CO 3JIBIM YMBICIIOM (M3 KOPBICTHBIX HHTEPECOB) MIIH 0e3 Ta-
KOBOTO (paJill UTPbI MU YOBOJIBCTBUS, C LIEIbI0 CAMOYTBEPKACHUS U T.11.) ##H#

BepHo: HapymuTens

Bonpoc Ne 17.

Bompoc: 11t coxpaHeHHs TOJIOCOBOTO OTIIeYaTka TpedyeTrcs: o0beM:
Hesepno: 8 6ut

Bepno: 30 k0aiit

Hesepno: 300 mOaiiT

Hesepno: 1 I'Gaiit

Hesepno: 1 Kour

Bonpoc Ne 18.

Bomnpoc: cratnueckne MeTo 1l OMOMETPUUECKON UIeHTU(UKALINY -

HeBepHo: OCHOBBIBAIOTCS HA MTOBEJICHUECKOM XapaKTepUCTUKE YeJIOBEKa — OCOOEHHOCTSIX, Xa-
paKTEpHBIX JUIS [T0/ICO3HATENbHBIX JBUKEHHH B Mpoliecce BOCIIPOU3BEACHUS KAaKOTr0-Tu00 Aeii-
CTBUS

HesepHo: o0ecrieunBarOT MOCTOSIHHBIE XapaKTEPUCTUKU ONpeiesieHus: uaAeHTuUKaropa
HeBepHo: HEM3MEHHBIE BEPOSITHOCTH CTaTUCTUYECKOIO METOA

HeBepHo: HU 0JTHO U3 MEPEUNCICHHBIX

BepHo: 0CHOBBIBAIOTCS Ha (PU3HOIOTMYECKON XapaKTEPUCTUKE YelOBEeKa, TO €CTh YHUKAJIbHOM
CBOIICTBE, TAHHOM €My OT POKJIEHHUS U HEOThEMJIEMOM OT HETO

Bompoc Ne 19.

Bomnpoc: IIporpaMMHoe pa3MarHu4MBaHUE -

HeBepHo: ynaneHne mporpaMm ¢ MOMOIIBI0 MarHuTa

HeBepHo: He cymiecTByeT

HesepHo: cocTout u3 Oosee ueM Tpex Wiu 0oJiee JIOTHIECKUX YacTen

HeBepHoO: HU OJTHO U3 MEPEUNCICHHBIX

BepHo: YHUYTOXKCHUEC JaHHBIX HA MAarHUTHOM HOCHUTCIIC ITYTEM MHOFOKpaTHOfI OIrcpanuru 3aru-
CH pa3IMYHBIMU TICEBAOCTYYaHBIMU KOJIaMU

Bonpoc Ne 20.

Bompoc: Cinyx06a KOMIIBIOTEPHON O€30MTaCHOCTH — ATO

Hesepho: popmupoBanue TpeOOBaHUI K cuCTeMe 3aIlUThI B Tiporiecce co3aanus AC

BepHo: mTaTHOe WM HEIITaTHOE IMOJpa3/elIeHne, CO3/1aBaeMoe ISl OpraHu3aluy KBaluuIu-
POBaHHOM pa3pabOTKH CUCTEMBI 3aIUTHl HH(POpMaIK U odecriedeHus ee PyHKIIMOHUPOBAHHS
HesepHo: nononHuTenbHBIE HEY00CTBA, CBSI3aHHBIE € OOIBIINM 00BEMOM PYTUHHOM (popmab-
HOU J1eATEIbHOCTH

HesepHo: ciy»6a oxpaHbl, UCIIOJIB3YIOMIAs B pad0Te KOMITBIOTEPHI sl HAOTIOICHUS U OXPaHbI
HeBepHo: oxpaHa KOMIIbIOTEPHOM TEXHUKU MPEANPHUATHS CITyK00i 6e30macHOCTH

HeBepHo: HU 0JTHO U3 NTEPEUUCTICHHOTO

Bompoc Ne 21.

Bomnpoc: AyrenTuduxanus — 310

BepHo: npoBepka MoATMHHOCTH HIEHTU(UKALIUY TOJIb30BaTENsI, IIPoLiecca, YCTPOICTBa UITU
JpYyroro KOMIOHEHTa CUCTEMBbI

HesepHo: paboTa 3a rpaHbiO0 CUCTEMBI 3aITUTHI IPEATPUITHS
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HeBepHo: nepenaya npas 1MoJib30BaHUs HH(pOpMAIHEN APYroMy JIHILY
HesepHo: nepenaua nHGopMauy o 3aiiieHHOMY KaHally CBS3H
Hesepho: nepenaua nHGoOpMaIiy 1Mo He3alUIICHHOMY KaHally CBS3U

Bonpoc Ne 22.

Bomnpoc: creranorpadus — 310

HeBepHo: ncnosb3oBanue mudppoBaHus MU Nepeaaye JaHHbIX

BepHo: Hayka o ckpbITO# Iepenaue nHpopManuu myTéM COXpaHEeHHsI B TallHEe camoro ¢akTta 1me-
penauun

HesepHo: pa3aen HayK 0 IpOrpaMMHBIX CPEACTBaX 3aKpbITHs HHDOpMaUu

HeBepHo: anmapaTHOE cpeICTBO 3alUThl HH(POpMALUN

HesepHo: nepemermmBanye 0JIOKOB TEKCTa /I HEBO3MOXKHOCTH TIPOUTEHUS

HeBepHo: Hayka 00 ucuesnysieit nHpopMaru

Bonpoc Ne 23.

Bonpoc: monynsiuust — 3To

HesepHo: u3sMeHeHue coaepkanusi HHPOPMAITMOHHOTO KOHTEWHEpa Ha HOBOE HEYUTAEMOE
HesepHo: nporiecc, 00paTHbIil cTeranorpadumn

HesepHo: BbIienIeHHE MTOIE3HON WHGOPMAITUU U3 3aKOJUPOBAHHOTO COOOIICHUS

BepHo: nportiecc u3mMeHeHus OAHOTO WM HECKOJIBKHUX MapaMeTPOB BRICOKOYACTOTHOTO MOTYJIH-
pyeMoro KoyiebaHus 1Mo 3aKOHy UH()OPMAIIMOHHOTO HU3KOYACTOTHOTO COOOIICHHMS

HeBepHo: mprMeHeHrEe METOJ0B MPOTPAMMHOI0 CTUpaHusi HHGOpMaIuu

HesepHo: nepecedenrne nHGOPMAIIMOHHBIX MOTOKOB C IEJIBIO COKPBITHSI COJIEPKUMOTO KasKOTO
13 HUX

HesepHo: pacnipocTpaHeHre JaHHBIX yepe3 mudpyroliee ycTpoicTBO

Bormpoc Ne 24.

Bompoc: CamMblil BEpXHHI YPOBEHB 3aIUTHI —
HesepHo: TexHUYECKUI

HesepHo: cMemanHusbIit

HesepHo: mporpaMMHBIii

Bepno: 3akoHOAaTENBHBIN

HeBepHo: nHXEHEPHBIN

Heepno: ynpasisrommit

HesepHo: opranu3aiuoHHBIN

Bonpoc Ne 25.

Bormpoc: 310yMBINIUIEHHUK — 3TO

Hesepho: monps3oBatens DBM, He coOroAat0Hii MpaBuia MoJb30BaHUS

HeBepHo: BHyTpeHHUI HApYIITUTEh ABTOMATH3NPOBAHHOW CHCTEMBI 00pabOTKH HH(MOpMAIUN
HesepHo: 11110, HCTIONB3YIOIIEE IPOrPAMMBI ISl CEKPETHOTO KOITMPOBAHUS

BepHo: nosip30BaTens WM IporpaMma, HEPAaBOMOYHO IBITAKONIUECS MOJYyYHUTh JOCTYII K OT-
JIEIIBHOMY KOMITBIOTEPY MJIM KOMIIBIOTEPHOU CETH

Hesepno: HeneranbHbIi nosib3oBaTess OBM

HeBepHo: ObIBIIMIA COTPYAHHK, UMEIOIIUH IpaBa JOCTYyIa K CUCTEME

Bonpoc Ne 26.

Bonpoc: BubpaiimoHHbIil KaHa!l yTeuKd HH(OPMaLIMK UMEET CPeioi paclipOCTpaHEHUs
Hesepno: Bo3ayx

BepHo: KOHCTpYKIIMY 3/1aHAN

HeBepHO: 251eKTpOMarHuTHbIE BOJIHBI

HesepHo: ontrueckuit 1y4



22

HeBepHo: HU OAHO U3 NCPCUYNUCICHHBIX

Bonpoc Ne 27.

BOHpOCI KOCBCHHBIC KaHaJIbl IPOHUKHOBCHUSA B CUCTCMY

HesepHo: TpeOyrOT MPOHUKHOBEHHS B MIOMEIICHUS, T/I€ PACIIOI0KEHBI KOMIIOHEHTHI CHCTEMBI
HeBepHOZ HHU OAHO U3 NCPECUNCICHHBIX

HesepHo: TpeOyrOT HaMU4Hs Mapos AJs BXOJa B CUCTEMY

HeBepHo: ucnonap3yroT COBMECTHOE UCIIOIb30BaHue pecypcoB AC

BepHo: He TpeOyIOT MPOHUKHOBEHUS B MTOMEIIIEHUS, TJI€ PACTIONOKEHBI KOMIIOHEHTHI CHCTEMBbI
HeBepHOZ HHU OAHO U3 NCPECUNCICHHBIX

Bompoc Ne 28.

Bomnpoc: LlenocTHOCT HHPOPMALIUT — 3TO

BepHo: criocoGHOCT CpeICTBA BRIYUCIUTEIHHON TEXHUKH WM aBTOMAaTHU3UPOBAHHOM CHCTEMBI
o0ecrnieuynBaTh HEU3MEHHOCTh HH(POPMAIIUHU B YCIOBHUAX CIIy4aitHOTO U (WJIK) IpeTHaMEPEHHOT O
UCKaXEHUS

HeBepHo: croco0 orpaHudeHus 10CTymna NoIb30BaTeNell K KOMIIbIOTEPHOM cucteMe miu ee (aii-
JIaM C HCI0JIb30BaHUEM METO/Ia MapOJIMPOBAHUS

HesepHo: mpe1oTBpallieHNe UiIN CYLIECTBEHHOE 3aTPyAHEHUE HECAaHKIIMOHMPOBAHHOIO JOCTYTa
HeBepHo: yHHKaNbHBIN NPU3HAK CyObEKTa WM 00bEKTa JOCTyNa

HeBepHo: cocTosiHME 3aIIMIIEHHOCTH MH(POPMAITMOHHON Cpeibl 00IecTBa, o0eceunBarolee ee
(dbopMUpOBaHUE U pa3BUTHE B HHTEPECAX Ipak/iaH, OpraHu3aluil ¥ rocyjapcTaa

HeBepHo: pa3rpaHndeHue JOCTyIa MeX/y MOMMEHOBAHHBIMU CYOBEKTaMH U MOMMEHOBAHHBIMU
o0BeKTaMu

Bompoc Ne 29.

Bomnpoc: Mojens Hapymmres — 3To

HeBepHo: onmcanue mporiecca B3JIoMa KOMIBIOTEPHONW CHCTEMBI

HeBepHo: XapaKkTEepUCTHKH B3aUMOACUCTBUS MH()OPMAIIMOHHBIX IPOLECCOB MPU B3JIOME CH-
CTEMBI

HeBepHo: onucanue neicTBUM MO 3aIIUTE aBTOMATU3UPOBAHHON CHCTEMBI

Bepno: abcTpakTHOe (hopmanuzoBaHHOE WIH HE(POPMATIM30BaHHOE) OMMCAHNE HAPYIIUTENS
NpaBUJ pa3rpaHUYCHHs JOCTYIIa

HerepHo: equauIa HHOOPMAIIMOHHOTO pecypca aBTOMaTH3NPOBAHHON CHCTEMBI, TOCTYII K KOTO-
PO periaMeHTupyeTcs MpaBuiIaMy pa3rpaHUueHus 10CTyna

Bonpoc Ne 30.

Bormpoc: O6paboTka nndopmaruu -

HeBepHo: n3ydeHne XxapakTepUCTHK MOJIb30BaTeNel HHPOPMAITMOHHON CHUCTEMBI

HesepHo: koaupoBanue u mmdpoBaHue HHPOPMAIIMOHHBIX TOTOKOB

HeBepHo: kBaHTOBaHHE MPOIIECCOB BHIYUCIUTEILHON CHCTEMBI

HeBepHo: pa3iessifoT BEIYMCIUTENFHOE BPeMs TJIaBHOTO CepBepa

HesepHo: pa3aenenue 10CTyma U MOJTHOMOYUN B aBTOMATU3UPOBAHHON CUCTEME

BepHo: c6op, xpanenue, o0paboTka U BOCTIPOM3BEICHHUE JAHHBIX CPEICTBAMH BBIYHCIUTEIHLHOMN
TEXHUKHU

Bonpoc Ne 31.

Bompoc: JlelicTBus, npeITpUHUMAEMbIE KPUIITOAHAIIUTHKOM C LIEJIBIO PACKPBITUS CEKPETHOTO
KJIIOYa - ITO ###

BepHo: aTaka

Bompoc Ne 32.
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Bomnpoc: Kpunronorust cocTout u3 AByx yacteid: 1) kpunrorpadus 2) ###
BepHo: kpunroananus

Bompoc Ne 33.

Bomnpoc: IloncnymmBanue co CTOpPOHBI IPOTUBHUKA HAa3bIBAETCS
HeBepHo: akTHBHBIM NepexBaTOM COOOIIEHUI

BepHo: maccuBHBIM MepexBaTOM COOOIICHUI

HeepHo: mojcMmaTpuBaHueM 3a COOOIIEHUSMH

HeBepHo: 310yMBIIIIICHHBIM NTEPEXBATOM COOOIICHU

HesepHo: BeIicIeHrEM HHPOPMAIIMH U3 COOOIIICHUS

Bompoc Ne 34.

Bomnpoc: npsmoe/o6paTHOe kpunTorpapuieckoe mpeodpazoBaHue, BHIIOIHIEMOE B X0€ MH(-
POBaHMSI OTKPBITOTO TEKCTA U AU POBAHUS HIUPPOTEKCTA — ITO #H#

BepHo: kpuntoanroputm

Bonpoc Ne 35.

Bomnpoc: Ilepsblit anroputm 117151 0000111€HHOTO MHU(POBAHUS C OTKPBITHIM KIIFOUOM —
HesepHo: xa11 GpyHKIUSA

BepHo: anroputm prok3aka

Hesepno: anroputm Db ["amans

Hesepno: anroputm [le byapaza

Hesepno: DES

Bonpoc Ne 36.

Bormpoc: nporiecc pacno3HaBaHUs dJIEMEHTA CUCTEMBI, OOBIYHO C IIOMOIIIBIO 3apaHee ONpeIeIIeH-
HOTO UJICHTU(UKATOPA WIN APYTON YHUKATBHOU WH(OPMAIIUU — 3TO

BepHo: naentudukamnus

HeBepHo: cucteMoTeXxHHKA

Hesepno: auckperuzanus

HesepHo: peannsanus

HesepHo: omudposka

HesepHo: oTmeuaTok manbiia

Bonpoc Ne 37.

Bompoc: mmdp, KoTopsiii pu Kaxa0M Mu(poOBaHUN TIPEBpAIAeT OJUH U TOT Ke OUT Ui OalT
OTKPBITOTO TEKCTa B PA3IMYHBIC OUTHI I OAUTHI MU(POTEKCTA —

HesepHo: 65109HBIIM

BepHo: noTOKOBBIN

HesepHo: konbp1ieBo

HeepHo: ananorossiii

Hesepno: mudposoit

Bompoc Ne 38.

Bomnpoc: kpunrorpadus ¢ cCeKpeTHbIMH KJIFOYaMU UCTIONIb3YEeT
HeBepHo: acumMeTprUYHbIE aITOPUTMBI IUPPOBAHUS

BepHo: cuMMeTpuYHbIE alTOPUTMbI HTH(PPOBAHUS

HesepHo: cBepXCHMMETpUYHBIE aITOPUTMBI NG POBAHUS
HeBepHo: KOblIeBbIE aITOPUTMbI HTH(PPOBAHUS

HesepHo: miockue anropuTMsl HMppoBaHus

Bompoc Ne 39.
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Bomnpoc: nony4yeHne oTKpBITOrO TEKCTa O HabIr01aeMoMy IHUPPOTEKCTY —
HesepHo: xpunronorus

BepHo: kpunroananus

Hesepno: kpunrorpadus

HesepHo: kpunrocucrema

HeBepHo: HeCaHKIIMOHUPOBAHHBIN JTOCTYII

HesepHo: kpunToxitou

Bonpoc Ne 40.

Bomnpoc: cBeaenus o nuuax, npeaMerax, pakrax, COObITHSIX, IBICHUSIX U Ipoleccax He3aBUCUMO
0T (hOpMBI UX TPEICTABICHUS #H

Bepno: undopmanus

Bomnpoc Ne 41.

Bomnpoc: 3akitouaercs B 3aMeHe Kax/10i OyYKBBI Ha CIIEIYIOLIYIO 32 Hell B andaBute uepes He-
KOTOPOE 33JIaHHOE YHCIIO OYKB

Hesepno: mmdp Onp [N'amans

Hesepno: mmgp DES

Hesepno: mmdp /e byaszapa

Bepno: mmudp Lezaps

Hesepno: mmdp 3DES

HeBepHo: HU 0JTHO U3 MEPEUNCICHHBIX

Bomnpoc Ne 42.

Bonpoc: KpunrocTtolkocTs — 310

HeBepHo: BO3MOXXHOCTB OBICTPOT0 BCKPBITHS IIK(dpa

HeBepHo: BO3MOXKHOCTB 10JITOM paboThl 0e3 yTpaThl JOBEPHs

HeBepHo: cBOIICTBO KPUNITOCUCTEMBI 110 HAJIEKHOMY MIHU(POBAHUIO

BepHo: cBONCTBO KPUIITOCUCTEMBI BBIIEPKUBATD BCE Pa3HOBUIHOCTHU aTaK

HeBepHo: cBOICTBO KpUNITOCUCTEMBI BBIACPKUBATH BCE BU/IbI MHTEJUIEKTYaIbHbBIX aTaK
HeBepHO: HM 0JJHO U3 NIEPEUNCIIEHHBIX

Bonpoc Ne 43.

Bormpoc: 6panamayap —

HeBepHo: aHTHBHPYCHOE IPOTpaMMHOE oOecrieueHue

Bepno: 6apbep, 3alIUIIAIONINI OT MONBITOK 3JI0YMBIIIJIEHHUKOB BTOPTHYTHCS B CETh
HeBepHo: momnbITKa MPOHUKHOBEHUS B CUCTEMY Y€pe3 KOMIBIOTEPHYIO CETh
HeBepHo: ncnomb3yeT cpey pacpoCTpaHEHUS BO3IYX

HesepHo: mporpaMma Asisi OpraHu3aliii BUPTYaTbHON «TIECOYHUIIBI)

Bormpoc Ne 44.

Bomnpoc: Anonumaiizep — 3to

HesepHo: mpoBepka MOTMHHOCTH HICHTU(GUKALIMN TTOTB30BaTEINS, TIPOIlecca, YCTPOCTBa TN
JIPyTOro KOMIIOHEHTa CUCTEMBbI

BepHo: mporpamma, mno3Bossrolias 3aMacKMpoBaTh CBOW peanbHbl [P-ampec, wucnonb3ys
AHOHVWMHbBIE MPOKCHU-CEPBEPHI

HeBepHO: COBOKYITHOCTh HCTOYHHKA HH(DOPMALIUY, MATEPUATBHOTO HOCUTEISI UITU CPeIbl pac-
MIPOCTPAHEHHUS HECYIIETO YKa3aHHYI0 HH(GOPMAIIHIO CUTHAIA U CPEACTBA BhIACICHUS HHPOpMa-
IIUM U3 CUTHAJIa UJIM HOCHUTEIIS

HeBepHo: BcmomorareibHbI€ Cpe/ICTBA, BEIXOISIINE 32 MPEIETbl KOHTPOJIUPYEMOM 30HBI, a TaK-
K€ TIOCTOPOHHHE MTPOBOA U KaOeH, K HUM HEe OTHOCSIIUECS

HeBepHo: mpeanonokeHus: 0 KaTeropusix JIMI, K KOTOPbIM MOXET MPUHAIIEKATh HAPYIIUTEIb
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Bompoc Ne 45.

Bomnpoc: MHuorogakropHas ayTeHTH()UKALNSA — 3TO

BepHo: crioco0 ayTeHTH(hUKAIINT C HCTIOIB30BAaHIUEM HECKOIBKUX CIIOCOOOB OJTHOBPEMEHHO
HeBepHo: nakTHiIocKOnus 1 OMOMETpHs

HeBepHo: pacrio3HaBaHue JIAIA B OTIIEYATKOB TTAJBIICB

HesepHo: Bepudukaiys noanucu Ha ocHoBe anroputMma [lamans

Hesepno: nudposoit kog USB Openka

Bormpoc Ne 46.

Bomnpoc: B cucreme UNIX nmMeeT npaBo Ha BHITIOJTHEHUE BeeX 0€3 UCKIIIOUCHUS onepanuii: ###
Bepno: cynepnosib3oBareinb

Bepno: root

Bonpoc Ne 47.

Bonpoc: M3onupoBanHas mporpaMMHasi cpea

HeBepHo: 3amumaer oT yTeuky KoH(UACHIHAIbHOW HHPOPMALIUU

Bepno: He 3amuinaer ot yreuyku KoHGUACHIMAIbHOU nH(OpMalun

HeBepHo: 00bIYHO IPUMEHSETCS B COBOKYITHOCTH C U30MPATENbHBIM JOCTYIIOM

HeBepHo: He Ha3HavaeTcsi CyObEKTaM, OT IMEHH KOTOPBIX BBIMOIHIIOTCS CUCTEMHBIE IPOLIECCHI
HeBepHo: nmeet rpug cekpeTHOCTH 00BbeKTa CTPOTroO HUXKE YPOBHS KOH(PHUICHIINATLHOCTH
mporecca

Bormpoc Ne 48.

Bomnpoc: Ayrentuduxanus -

HeBepHo: UCKITIOYaeT MPsAMOE B3aMMOJICHCTBUE MEK/Y aBTOPU30BAHHBIM KJIMEHTOM W BHEIITHIM
XOCTOM

HesepHo: ocymecTBisieTcs Ha ocHOBe MHGopmariuu, coaepskamerics B TCP- u [P- 3aronoBkax
MaKeTOB

HeBepHo: siBNsieTcs MapIIpyTH3aTOPOM HIIM KOMITBIOTEPOM, Ha KOTOPOM pabOTaeT MporpaMMHOE
o0ecrieueHue

HeBepHO: HU OZJHO U3 IEPEUUCIICHHBIX

Bepno: cpeactBo, mpoBepsoliee, YTo MOCIABIINNA COOOIICHNE WK 3apoc 00BEKT 00Ia1aeT He-
00XOTMMBIMH JISI TOTO ITpaBaMu

Bompoc Ne 49.

Bomnpoc: 6panaMayaspbl 3KCIIEPTHOTO YPOBHS

HeBepHo: ncnonps3yioT uaeHTH(GUKAIIMOHHYIO HHPOPMAIIHIO, CO3JaHHYIO NPU BBEACHUH MapOIst
HeBepHo: He CyIIeCTBYIOT

HesepHo: coctosat u3 6osee ueM Tpex Win 0oJiee JOTHISCKUX YacTel

HeBepHo: KOmupyIOT MakeThl B 000MX HAIMIPABJICHUSAX, HE OCYIIECTBIISAS UX (PUIbTPAIIMU

BepHO: OIIEeHHBAIOT COEPKUMOE KaKIOTO TTaKeTa B COOTBETCTBHH C TIOJIUTUKOW O€30MTaCHOCTH

Bompoc Ne 50.

Bomnpoc: IlepconanbHble TaHHBIE — 3TO

HeBepHo: ciyxeOHble CBeleHHUS, AOCTYN K KOTOPHIM OrpaHWYeH OpraHaMu TOCyJapCTBEHHOM
BJIACTH B COOTBETCTBUH C ['paxkiaHckuM kojiekcoM PD u penepanbHbIMU 3aKOHAMHU

BepHo: cBenenust o ¢pakTax, COOBITUAX U OOCTOSITENIbCTBAX YaCTHOM KU3HM TPaXKTaHUHA, TT03BO-
JSFOIIME UICHTU(DUITUPOBATD €ro JIMYHOCTh

Hesepno: nnpopmalius opraHoB rocy1apcTBEHHON BJIacTH, KOTOPYIO OHU MepeaatoT B KOMMep-
YECKUE CTPYKTYPBI

Hesepno: nundopmarius, He SBISIOMASACS TOCYIapPCTBEHHBIMU CEKpPETaMu
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HesepHo: nepeueHs cBeieHn KOHGUACHIIMATHLHOTO XapaKTepa
HeBepHo: HU 0JTHO U3 NTEPEUUCTICHHOTO

Bompoc Ne 51.

Bomnpoc: npoBepka Mo UIMHHOCTH UACHTU(UKALIUH [T0JIb30BATENs, IIpoLecca, YCTPOcTBa TN
JIPYTOTO KOMITOHEHTA CUCTEMBI: H#H#

Bepno: ayrentuduxarms

Bonpoc Ne 52.

Bonpoc: KonpuaennunanbHas uHGopMamus — 3To

HesepHo: oTnenbHbIE TOKYMEHTBl U OTAEIBHBIE MACCUBBI JOKYMEHTOB, IOKYMEHTBI 1 MaCCUBBI
JIOKYMEHTOB B MH(OPMAIIMOHHBIX CUCTEMAaX

BepHo: nokymeHTHpOBaHHAs MH(OpMAIHs, TOCTYN K KOTOPOH OrpaHUYMBACTCSI B COOTBETCTBUU
¢ 3akoHOHaTenbCcTBOM Poccuiickoi denepannn

HeBepHo: cBefieHus o (hakTax, COOBITHIX U 00CTOATENbCTBAX KU3HH I'PaXkIaHUHA, TT03BO-
JSIOUINE UASHTU(PHUIIMPOBATH €r0 JTUYHOCTh

HeBepHo: nokyMeHTHpOBaHHas HH(pOpMaIKs, HETIpaBOMEpHOe 00paleHre ¢ KOTOPOH MOXKET
HAHECTH yIIepoO ee COOCTBEHHUKY, BJIAJIEIIbILY, [10JIb30BATEI0 U HHOMY JIUILY

HeepHo: 3adukcupoBaHHast Ha MaTepUaIbHOM HOCHTENEe HHPOPMALIUS C PpeKBU3UTAMHU, TI03BO-
JSIOUMMU €€ UACHTU(DUIIUPOBATD

HeBepHo: nokyMeHTHpOBaHHas HH(pOpMaIMs J1r000ro Tuna

Bonpoc Ne 53.

Bonpoc: DnextponHas nudposas HoIMUCh — 3TO

HeBepHo: TOKyMEHT, B KOTOpOM MH(OpMaIKs IpeACcTaBiIeHa B 3JIeKTPOHHO-LU(POBOi hopme
HeBepHo: noxkymeHT Ha OyMa)KHOM HOCHTEJIC, BBIJJAHHBIH B COOTBETCTBHHM C IpPaBHJIAMHU CHU-
CTeMbI cepTU(UKAUU

HeBepHo: 10KyMeHT Ha OyMa)KHOM HOCHUTEJIE WIH JIEKTPOHHBIN JOKYMEHT C AJIEKTPOHHOU IUd-
POBO IOJITUCHIO YIIOJTHOMOUYEHHOTO JIMIA YJOCTOBEPSIOIIETO IEHTPA

BepHo: peKBU3UT 31EKTPOHHOTO JOKYMEHTA, peAHa3HAYEeHHBIH JIsI 3aIUThl JAHHOTO AJIEK-
TPOHHOTO IOKyMEHTA OT MOAJIEIKU

HesepHo: nmoanuce B Buje HuppoBoro Koaa BiajenbLa

HeBepHo: ynoctoBepsitouuii cepTudukaT

HeBepHo: pacripocTpaHeHHEe AaHHBIX yepe3 MU (pyrolee yCTPpOUCTBO

Bompoc Ne 54.

Bomnpoc: nemunutapusoBannas 30Ha (DMZ) — 3to

HeBepHo: BcmomoraresnbHas 4acTh CETH

Hesepho: cnioco6 mudpoBanus nHGopMauu

HeBepHo: crtoco0 XpaHEeHHsI CEKPETHOTO KTr04a

BepHo: TpeTuil cerMeHT, 3alMIIEHHBINA U3BHE, HO U U30JIMPOBAHHBIN OT OCTAJIBHOW BHYTPEHHEN
ceTH

HeBepHo: nHX)eHEepHBI YPOBEHb 3aLTUTHI

HeBepHo: ynpaBisronimii MexaHu3M ayTeHTH(UKATIT

HeBepHo: oprann3aiiioOHHbIN KaHAJ 3a1AThI

Bonpoc Ne 55.

Bormpoc: Yteuka uadopmarium — 31o

HeBepHo: HeCaHKIIMOHMPOBAHHOE N3MEHEHHE UHPOPMALIUU, KOPPEKTHOE 1O opMe, coepxa-
HUIO, HO OTJIMYHOE 110 CMBICITY

BepHo: o3HakoMIIeHHE TOCTOPOHHETO JIUIA C COAECP)KaHUEM CEKPETHOM nHpopManuu
HeBepHOZ MMOoTePA, XUIICHUE, PAa3PYHICHUC UIIN HEIIOJIYUCHUEC IIEPCAAHHBIX JaHHBIX
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HesepHo: nepeMenieHue TaHHBIX B KAHAJIE CBA3U
HeBepHo: M3roToBiieHne paguoKydKkoB

Bompoc Ne 56.

Bormpoc: YpoBeHb CEKPETHOCTH — 3TO

HesepHo: BouHCcKoe 3BaHuE 00paboTunka HHGOpPMAIIMU ITOCYJapCTBEHHOMN TaliHbI

Hesepho: cnioco6 mudpoBanus nHGopMauu

HesepHo: otBeTcTBeHHOCTH 3a Moaudukanuto u HC/] uapopmarnumn

BepHo: agMuHUCTpaTUBHAS WM 3aKOHOJATENbHASI MEpPA, COOTBETCTBYIONIASI MEPE OTBETCTBEH-

HOCTH JIMIIA 32 YTEUKY WJIH MTOTEPI0 KOHKPETHON CEKPETHON MH(POPMAINH, peraMeHTHPYEeMO

CHEHAJIBHBIM IOKYMEHTOM, C YY€TOM rOCyJapCTBEHHBIX, BOCHHO-CTPATETHYECKUX, KOMMEpPUE-
CKHUX, CITy>K€OHBIX MJIU YaCTHBIX HHTEPECOB

HeBepHO: MHXXEHEPHBIN yPOBEHB 3AILUTHI

Bonpoc Ne 57.

Bonpoc: B yem 3akitodaercs ocCHOBHasi IpUYMHa NOTEpb HHopManuu, cBsizanHoi ¢ [1K?
HeBepHo: ¢ r7100ampHBIM XUIIEHUEM HH(pOpMAIUU

HesepHo: ¢ nosiBjIeHMEM UHTEPHETA

HeBepHo: ¢ OAKYIIOM COTPYJHUKOB

BepHo: ¢ HegocTaTouHOM 00pa30BaHHOCTHIO B 00J1aCTH OE30MACHOCTH

HesepHo: ¢ Hu3koit HanexHocThio [TK

Bonpoc Ne 58.

Bonpoc: Uto Takoe HeCaHKIIMOHUPOBAHHBIN 1OCTYH (HCH)

Hesepno: Co3ianue pe3epBHBIX KONIUI B OpraHu3aluu

Hesepno: [IpaBuiia u nosjoxeHusi, BbIpabOTaHHbIE B OPTaHU3ALMU U1 00X0/1a TApOJIbHOM 3aIiu-
THI

HesepHno: Bxon B cuctemy 0e3 coryacoBaHusi ¢ pyKOBOJUTENIEM OpraHU3aluu

HeBepHo: Y aanenue He Hy>KHOW HHPOPMALIUU

Bepno: [loctyn cyObekTa kK 00bEKTY B HapyIlI€HHE YCTaHOBJICHHBIX B CUCTEME MPaBUII pa3rpa-
HUYEHHUS JOCTyNa

HesepHo: nocTyn B 3anpelieHHOe NOMEIIEHNE

Bompoc Ne 59.

Bormpoc: Yrposa —aro

HesepHo: coOpiTHE, NEMCTBUE, MPOIECC WM SIBJICHUE, KOTOPOE MPUBOJIUT K yIIepOy YbUX-THO0
HUHTEPECOB

HesepHo: Habop crmoco0oB 00X0/1a 3aIUTHI

HeBepHo: HeCaHKIIMOHUPOBAHHBINA AOCTYH K HH(OpMaIK

Hesepno: Y nanenue HyxHON nHGOpMauu

BepHo: Bo3MokHOE cOOBITHE, ICiCTBHE, TPOLIECC WIH SABJICHHUE, KOTOPOE MOXKET IMIPUBECTH K
yiiepOy YbUX-TH00 HHTEPECOB

HesepHo: nocTyIm B 3aKpBITHIN CalT

Bonpoc Ne 60.

Bonpoc: CoBOKYNHOCTh JJOKYMEHTHPOBAHHBIX MPaBUJI, IPOLEAYP, MPAKTUUECKUX MPUEMOB UITU
PYKOBOJIAIIMX MPUHIMIIOB B 007acTH 6€30MaCHOCTH UH(OPMAIMH, KOTOPHIMH PYKOBOJACTBYETCS
opraHu3anus B cBOEH JACATCIBbHOCTHU HA3bIBACTCS

HeBepHo: monutukoit nHGopmarmu

HesepHno: 3amuToii nnpopmanuu

HeBepHo: opranuzanueii 6e30macHOCTH
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HesepHo: cuctemoii 6€30mMacHOCTH
BepHo: monutukoit 6€301macHOCTH
HesepHo: anTuBHpycom

Bonpoc Ne 61.

Bormpoc: Uto Takoe KOMIIBIOTEPHBIN BUPYC?

HesepHo: Bupyc B oprann3Me KOMIBbIOTEPHOTO CIIELMATIUCTA

Bepno: Pa3HOBHIHOCTH ITpOrpaMM, KOTOPbIE CIOCOOHBI K PA3MHOKEHHUIO

HesepHo: Pa3HOBHIHOCTE IPOrpaMM, KOTOPBIE CAMOYHHUTOXKAIOTCS

Heepno: PasHoBHAHOCTH MpoTrpaMM, KOTOpHIE HE paboTaroT

HeBephno: Pa3HOBHIHOCTH POrpaMM, KOTOpBIE TUI0OXO paboTaroT

Bompoc Ne 62.

Bonpoc: Kak noapazaensrorcst BApyChl B 3aBUCUMOCTH OT 1€CTPYKTUBHBIX BO3MOKHOCTEMN?
Hesepno: CeteBble, (aiinoBsie, 3arpy304Hble, KOMOMHUPOBAaHHbBIE

Bepno: be3BpenHblie, HeonacHbIE, ONIaCHbIE, OUYEHb OITACHBIE

Hesepno: Pe3unenTtHble, Hepe3uIeHTHbIE

Hesepno: [Tomumopdubie, MaKpOBUPYCHI, BUPYChI-HEBUAUMKH, "Mlapazutudeckue", "cTyeHue-
ckue", "uepBr", KOMIIAHBOH-BUPYCHI

HesepHo: OHOBEHIOpHBIE U MHOTOBEHIOPHbIE

Bonpoc Ne 63.

Bonpoc: HasexxHbpIM cpeicTBOM OTBO/Ia HABEJCHHBIX CUTHAJIOB Ha 3€MITIO CITYKUT ###
Bepno: 3a3emineHue

BepHo: sxpanupoBanue

Bompoc Ne 64.

Bonpoc: Kakoif u3 mepedrciIeHHbIX aJIrOPUTMOB INM(GPOBAHHUS pa3pelIeHO HCMOJIb30BaTh B
opraHax rocyaapcTBeHHoM Biactu PD:

Hesepno: DES

Bepno: 'OCT 28147-89

Hesepno: RSA

Hesepno: 'OCT P 34.10-2001

Hesepno: PC-5 283147-98

Bonpoc Ne 65.

Bonpoc: WupopmannonHas 0e30MacHOCTb aBTOMATU3UPOBAHHOM CHCTEMBI — 3TO COCTOSIHUE
aBTOMATHU3UPOBAHHOW CUCTEMBI, IPU KOTOPOM OHA

HeBepHo: HE MOXkeT caMOIIPOM3BOILHO OTKIIFOUUTHLCS MM NiepecTaTh o0padaTeiBaTh HH(OpMAa-
11O

BepHo: ¢ 0HOIi CTOPOHBI, CIOCOOHA MPOTUBOCTOATH BO3/1€ICTBUIO BHEIIHUX H BHYTPEHHUX
HH(OPMALMOHHBIX YIPO3, a C APYIo — ee HATU4YUe U (PYHKIIMOHMPOBAHHE He CO3/1aeT
HH(OPMALMOHHBIX YTPO3 AJIsl 3JIEMEHTOB CaMOM CMCTeMbl U BHEIIIHeH cpeabl

HeBepHo: ¢ 01HO# CTOPOHBI, CTOCOOHA MPOTUBOCTOSITH BO3ACUCTBUIO BHEITHUX M BHYTPEHHUX
MH(GOPMAILMOHHBIX YTPO3, a C APYTOil — 3aTpaThl Ha €€ GYHKIMOHUPOBAHHUE HUXKE, YEM MPEATIO-
JaraeMblil ymepO OoT yTeUKH 3aluiaeMoi HHpopMaIiu

HeBepHo: cnoco6Ha MpOTUBOCTOATH TOJBKO MH(POPMAIIMOHHBIM YIpo3aM, Kak BHEITHUM TaK U
BHYTPEHHUM

HesepHo: crnoco6Ha MPOTUBOCTOATH TOJIBKO BHEIIHUM MH(OPMAaLIMOHHBIM YTPO3aM

Bomnpoc Ne 66.
Bompoc: CyTh koMnpomeTanuu HHGOPMAIUH:
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HeBepHo: BHeceHHe U3MEHEHUH B 0a3y TaHHBIX, B pe3yJIbTaTe 4ero Nojab30BaTeNb JUIIAETCS 10-
CTyma K uHhopMaluu

HeBepHo: HeCaHKIIMOHUPOBAHHBIN JOCTYI K MepeiaBaeMoi HH(OpMAIMK [0 KaHaIaM CBSI3U U
YHUUYTOXXCHUS COJCPKAHUS TIepETaBaeMBbIX COOOIICHHHA

BepHo: BHeceHMe HECAHKIIMOHMPOBAHHBIX H3MeHeHMIl B 0a3y 1aHHBIX, B pe3y/bTaTe 4ero
NoTpeduTe/ b BHIHYAK/AEH JIM00 0TKA3aThCs OT Heé, 00 NpeANPUHUMATD JONOJTHUTEIb-
Hble YCHJIUS [JIsl BbISIBJIEHHS] M3MEHEHHI U BOCCTAHOBJIEHUS MCTUHHBIX CBeIeHU i
Hesepno: nepenava nudopmanuu Apyromy mojib30BaTero

Heepno: nepemnmdpoBanne HHGOPMAIIMOHHBIX OJIOKOB 0a3bl JaHHBIX

Bonpoc Ne 67.

Bonpoc: [IpuHnunuansHoe oTanune MeXCeTeBbIX SKpaHoB (MD) oT cucteM oOHapy KeHUs aTak
(COA)

Hesepno: OTinuue no 3arpy304HbIM (QYHKIUSIM 3aIIUTHI

Bepuo: M 0bLi1u pa3padoTaHbl i1 AKTUBHOM MJIM NaccuBHOM 3amuTthbl, a COA — 149 ak-

THUBHOI0 MJIU NACCUBHOT0 00HAPY KEeHUSs

Hesepno: M3 6butn pazpaboTaHsbl 111 aKTUBHOT'O HITH ITacCUBHOTO oOHapyxkeHus, a COA — mis

AKTUBHOI WJIN ITACCUBHOM 3aIIUTHI

HeBepno: M3 paboTatoT ToJIbKO Ha ceTeBoM ypoBHe, a COA — emie 1 Ha puznyeckom

HesepHo: [IpyHIMNManbHeIX OTIINYUN HET

Bormpoc Ne 68.

Bomnpoc: Ilox yrpo3oii yaneHHOro aIMUHUCTPUPOBAHMSI B KOMIIBIOTEPHOM CETU ITOHUMAETCS
yrposa

HeBepHo: BHeApeHHsI arpeCCUBHOTO MPOrPaMMHOI0 K0JIa B paMKaX aKTUBHBIX OOBEKTOB BeO-
CTpaHUIL

HesepHo: nepexsaTta Win NOJMEHBI JaHHBIX HA Iy TIX TPAHCIOPTUPOBKU

HeBepHOZ BMCIIATCIBCTBA B IMYHYIO )KU3Hb

HeBepHo: mocTaBKM HENPUEMIIEMOTO COAEPKAHUS

BepHO: HeCAHKIIMOHMPOBAHHOI'0 YIIPABJICHUS YAAJTEHHBIM KOMIILIOTEPOM

Bompoc Ne 69.

Bomnpoc: Haunbonee a¢ekTnBHOE CPEeCTBO IS 3aIIUTHI OT CETEBBIX aTaK

HeBepHo: ncnosnp3oBaHue aHTUBUPYCHBIX IPOTPAMM

HesepHo: noceleHne TobKo «HaaEXHbIX» VIHTEpHET-y3110B

HeBepHo: ncnonp3oBaHue TOJIBKO CEPTUPUIIMPOBAHHBIX MPOTrpaMM-0poy3epoB MPH TOCTYIE K
cetu HTEpHET

HesepHo: ncnonbs3oBanue 0OHOBIEHUH IPOrPaMMHOTO 0OecTIeueHHs U IpaiiBepoB

BepHo: ncnosab3oBanne cereBbIX IKpaHOB WM «firewall»

Bonpoc Ne 70.

Bonpoc: Uadopmanus, coctaBisioniasi rocyAapCTBEHHYIO TallHy HE MOXKET UMETh TPUP
HeBepHo: «He BCKpBIBAaTb»

BepHo: «1141 ci1yKeOHOr0 1oJ1b30BaAHUS»

HesepHo: «cexpeTHO»

HeBepHo: «COBEPIIEHHO CEKPETHO»

HeBepHo: «0co00ii BaXKHOCTI

Bonpoc Ne 71.
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Bomnpoc: /lokyMeHT, onpeneauBIINi BaKHEHIINE CEpBUCH OE30MTACHOCTH U MPEIOKUBIINA Me-
ToA KinaccuuKauy HHPOPMAIIMOHHBIX CHCTEM 110 TPeOOBaHMIM 0€30MaCHOCTH

Hesepno: pexomenganuu X.800

Hegepro: KpacHasi kHura

Hesepno: 3akon «O06 nndopmanuu, THGOPMAITMOHHBIX TEXHOJOTHSIX U O 3alUTe HHOpMAIIHm»
Bepno: Opan:keBasi KHUTa

Hesepno: [Tonutuka 6e30macHoCTH

Bonpoc Ne 72.

Bonpoc: Konnenuus cuctemMsl 3a1uThl OT HH(OOPMALMOHHOTO OPY>KUS HE JOKHA BKIIIOYATh
Hesepno: pexomenganuu [TSU

Hesepno: 3akon «O06 nndopmarmnu, nHGOPMAITMOHHBIX TEXHOJIOTHAX M O 3aIUTe WH)OpMAITUM
BepHo: cpeacTBa HaHeCeHHs] KOHTPATAKH € MIOMOIIBI0 HHPOPMALMOHHOI0 OPY KU
HeBepHo: MexaHM3MBbI 3alIUTHI IOJIB30BATENEH OT Pa3IMUHbIX THUIIOB U YPOBHEH yrpo3 A Ha-
[IUOHATTFHOM WH(OPMALIMOHHON UHPPACTPYKTYPHI

HeBepHo: mpu3HaKy, CUTHAIU3UPYIOHIHE O BO3MOKHOM HalaJeHUH

IPOIETyphl OLIEHKU YPOBHS M OCOOCHHOCTEH aTaky MPOTHUB HAIIMOHAJILHONW MH(PPACTPYKTYPHI B
LIEJIOM M OTAEJIbHBIX MOJIb30BaTeNeH

Bompoc Ne 73.

Bomnpoc: CpenctBa 3amuTsl 00beKTOB (aiiIoBOil cHCTEeMbl OCHOBAaHBI Ha

HeBepHo: 00beKTHOM MOIX0/1E

HesepHo: koHnenuuu HH(POPMALIMOHHOM 0€30IaCHOCTH

Hesepno: 3akone «O06 nndopmaiuu, naHGoOpMaTH3aANUK U 3aIIUTE HHPOPMATTAN

BepHo: onpeaesienun npas nmoJib30BaTelis HA onepauuu ¢ ¢aiijiaMu U KaTajaoramm
HesepHo: 3aanuu aTpuOyToB (DailyioB U KaTajJoTOB, HE3aBUCAIIUX OT IIPaB MOJIb30BATENICH

Bompoc Ne 74.

Bomnpoc: CnoxHocTh 06ecnieueHust HH(HOpMAIIMOHHON 0€30MaCHOCTH SIBJISETCS CIEICTBUEM
HesepHo: 31m0ro ymbicia pa3paboTIYMKOB HHPOPMAIIMOHHBIX CUCTEM

BepHo: 00beKTUBHBIX MPOOJIEM COBPEMEHHON TEXHOJIOIMH PO PAMMUPOBAHHS

HeBepHo: mponCKOB 3amaHbIX CIELCTY>K0, BCTpauBaouuX "3akiaajku" B annaparypy
IIPOrpaMMbI

HesepHo: 6ompIioro xomuecTBa HHGOpMAIUH 11 00pabOTKH

HesepHo: onpeneseHusi Npas 1MoJIb30BaTe/Isl HA onepanuy ¢ GailiaMu 1 KaTaJoraMmu

Bonpoc Ne 75.

Bompoc: Bung yrpo3el nedcTBUs, HanpaBI€HHOTO Ha HECAaHKIIMOHWPOBAHHOE MCIOJIb30BaHUE
MH(OPMALIMOHHBIX PECYPCOB, HE OKa3bIBAIOIIETO TP ITOM BIMSAHUS HA €€ (PyHKIIMOHUPOBAHHE
HesepHo: akTuBHas

HesepHo: unBepcHasn

HesepHo: TexHONMOrNYeCKas

BepHo: maccuBHas

HesepHo: npsimas

4. METOIMYECKHE MATEPUAJIBI, OITPEJAEJIAIOUINE ITPOLEAYPBI OLHIEHNUBAHWA
3HAHUI, YMEHUM, HABBIKOB U (MJIN) OITBITA JESATEJIBHOCTH,
XAPAKTEPU3YIOIINX STAIBI ®OPMUPOBAHM I KOMITETEHIUI B ITPOLIECCE
OCBOEHHU S OBPA3OBATEJIbHOM ITPOI'PAMMBI

1 3TAIl - 3HATH

KpuTtepun oieHKH YCTHBIX OTBETOB CTY/ACHTOB



31

IMpaBuiabHOCTH (OLIMOOYHOCTH) BBINIOJHEHHS 3a1aHUSA

Ounenka
IIOJTHO M aPTYMEHTHPOBAHO OTBEYACT 110 COJCPIKAHUIO 3aJaHuS;
«OTJIHYHO»
IIOHUMACT MaTepI/IaJI, O6OCHOBHBaeT CBOHU Cy)KI[CHI/ISI,
MPUMEHSET 3HAHUS Ha MPAKTHUKE, WLIOCTPUPYET OTBET MPUME-
paMu HE TOJILKO TI0 MPEATI0KEHHOM JTUTepaTypeE;
M3JIaraeT MaTepuall IMocJIe0BaTeIbHO U ITPABHIIBHO.
MOJTHO U aPTYMEHTHPOBAHO OTBEUALT 110 COJICPIKAHUIO 3aJaHUS;
«XOpOoII0Y»

MOHMMAET MaTepuai, 000CHOBBIBAET CBOU CYKICHUS,

MPUMEHSIET 3HAaHUS HA MPAKTUKE, WLIIOCTPUPYET OTBET MpUME-
pamMH He TOJIbKO MO MPEA0KEHHOM JTUTepaType;

u3JaraeT Marepuall Mocjiel0BaTeIbHO U MPaBUIbHO, HO JOITyC-
kaeT 1-2 omuOKH, KOTOpPBIE UCIIPABIIAET CaM.

«YAOBJICETBOPUTEJTBHO»

3HAeT W TIOHUMAET OCHOBHBIC TIOJIOKEHUS 110 COJICPIKAHUIO 3a]1a-
HUSL;

M3JIaraeT MaTepuas HeMoJIHO, HO JIOMyCKaeT HETOYHOCTH B OTIpe-
JIEJICHUY TIOHSATUN WK (POPMYITHPOBKE MTPABUIL;

HE JIOCTaTOYHO TTyOOKO M JOKa3aTeIbHO 0O0OCHOBATh CBOM CYXK-
JIEHUS] WITIOCTPUPYET OTBET MPUMEPAMHU TOJIBKO O MPEI0KEH-
HOMH JInTEpaType;

u3NaraeT MaTepual Hemocluea0BaTelbHO U omycKaeT 3-4 omuo-
KH.

«HEYAOBJETBOPUTECJIBbHO»

JIOITYCKAeT CYIIECTBEHHbIE OMIMOKU B ()OPMYIUPOBKE OMpe/eIie-
HUW Y TIPaBUJI, HCKAXKAIOIINE UX CMBICIT;

M3JlaraeT Matepuai HEINOCJelI0BaTeIbHO, HEYBEPEHHO U HE IO
CYLLIECTBY 3aJlaHUS;

JIOTTYCKAeT CYIIECTBEHHBIC OLIMOKH, HE TTO3BOJISIONINE PACKPHITH
CMBIC]T 3aJlaHUs, SIBIIAIONIMECS CEPbE3HBIM TMPEIMATCTBHEM K
YCHEIIHOMY OBJIAJICHUIO CJIEYIOLUIUM MaTEPHAJIOM.

Kputepuu onieHuBaHus J0KJIA/a ¢ Ipe3eHTALM el

MuHUMaIbHBINA W3110XeHHEBIHN, 3aKOHYCHHDIMH, OO0pa3ioBkIii,
OTBET PACKpPBITHI OTBET TIOJTHBIN OTBET MIPUMEPHBIA OTBET
[TpoGnema He pac- | [Ipobnema  pac- | [Ipobnema packpsita. | [IpoGiema pac-
kpbiTa. OTCYTCTBY- | KpbITa HE MONHO- | [IpoBeneH aHaM3 | KPbITa MOJIHOCTHIO.
E E IOT BBIBOJBI cThi0. BeBOMBI He | pobiiembr  Oe3 mipu- | [IpoBenen  ananm3
2 2 CHIENaHbl  W/WIH | BICUCHHs]  JIOMIOJHH- | IPOOIEMBbI C TIpH-
28 BBIBOJIBI HE | TCIILHOM JUTEpaTyphl. | BICYCHHEM JOIOJI-
£ E 000CHOBaHBI He Bce BBIBOJBI Clie- | HUTEIILHOW JTUTEpa-
JaHbl W/WUIM OOOCHO- | TYpBHL Br1Bo1bI
BaHbI 000CHOBaHBI
[TpencraBnsiemas [MpencraBnsemas | [IpencraBisiemas [IpencraBnsiemas
° uHbopmarus oru- | uHGopManus He | nHGopMaIUs cu- | uapopMaIUs  CH-
= YeCKH HE CBS3aHA. | CHCTEMAaTU3UPO- | CTEMaTU3MPOBaHA U | CTEMATH3UPOBaHa,
% He wcnons30BaHbl | BaHA W/WIM  HE | TIOCIEIOBATENbHA. NoCJIeI0BaTEIbHA U
s npodeccuoHab- nocneaoBarenb- | Mcmons3oBaHoO 0oiee | IOTHYECKU — CBsi3a-
;-’( HBIC TCPMHUHBI HA. UCTOJIB30BaHO | 2 TMpodeccuoHaNbHbIX | Ha. Vcmoiap30BaHO
l% 1-2  nmpodeccuo- | TepMUHOB 6onee 5 mpodeccu-
HAJIBHBIX TEPMHU- OHaJIbHBIX
Ha TEPMHHOB
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He wucnons3oBansl | Mcnoas30BanHsl Hcnons3zoBanbl  Tex- | llupoko  ucmois-
2 TEXHOJIOTHH Power | TeXHOIOTHH Hojiorun Power Point. | 30BaHBI TEXHO-
c:> Point. boneme 4 | Power Point | He 6omnee 2 ommbOK B | JIOTUH (Power
2 ommOOK B TIPEH- | YACTUYHO. 3-4 | mpeacTaBiIsieMOit Point u gap.). Ort-
2 CTaBJISIEMOM omnOKd B Tpeld- | HHPOpMaLUU CYTCTBYIOT OIIHO-
o uHbopMauu CTaBJISIEMO KH B TIPEJICTaBIIA-
uHbOpMaIUU eMoii nHopManuu
Her otBeroB Ha | Tonpko  orBeThl | OTBeTHI Ha BOmHpochl | OTBETHI Ha BOIPO-
2 BOIIPOCHI Ha 3JIEMEHTapHBIC | MOJIHBIC W/WIH | CBI TIOJHBIE C TIPHU-
E BOITPOCHI YACTUYHO TOJTHBIC BHUJICHUEM TpUMeE-
©) POB W/WIIN TOSICHE-
HUM
% HEY0BJIETBOPH- YIIOBJIETBOPU- XOPOIIO OTJINYHO
o TEILHO TEJBHO
©)

2J0TAIl - YMETH

Kpurepun oueHuBanus pe3yJbTaTOB NPAKTHYECKON padoThI
K pabote nomkeH ObITh MPUIIOKEH OTYET, COACPIKAITUI

1. TuTyNbHBIN JUCT.
2. llenb paboTHI.

3. OnncaHue TAIloOB IMPOCKTUPOBAHUA

4. BeiBosibl IO paborTe.

Onenka

Kpurtepun

«OTIUIHO»

paboTa BBIIOJIHEHA TIOJTHOCTHIO;

B JIOTHUECKHX PACCYKJICHUSX U 0OOCHOBAHUH PEIICHUS HET MPO-
0€JI0B U OIINOOK;

B PEUICHUH HET OMUOOK (BO3MOKHA OJJHA HETOYHOCTb, OIKUCKA,
HE SBJIAIONIASCS CIICICTBUEM HE3HAHUS WU HETIOHUMAaHUS y4e0-
HOT'O MaTepHana).

«X0pOoLIOo»

paboTa BBITIOJIHEHA TMOJHOCTHIO, HO OOOCHOBAHHS IIArOB peIlie-
HHS HETOCTATOYHEL,
JIOITYIIICHA OJTHA ONTHUOKA WJIW JIBA-TPH HEJIOUETA B PEIICHHH.

«YAOBJICTBOPUTEC/IBLHO»

JOTIYIIEHBI O0Jiee OHOW OMMOKH WK OoJiee ABYX-TPEX Heoue-
TOB B PELIEHUM 3a7aud, HO ydalluiics BiajaeeT 00s3aTelbHbIMU
YMEHUSIMH T10 IPOBEPSIEMOM TEME.

«HEYITOBJECTBOPUTECIBHO»

JIOTIYIIEHBI CYIIECTBEHHbIE OMIMOKH, TOKa3aBIINe, YTO y4alluii-
Csl HE BIAJCET OO0SM3aTEIbHBIMU YMCHHUSIMH TI0 JJAHHOW TeMe B
MIOJTHOM Mepe

Kpurepun oneHuBanus pe3yabTaToB J1a00paTOPHOH padoThI

Kpurepun
Onenka purep
paboTa BBIITOJIHEHA TIOJTHOCTHIO;
«OTJIHYHO»
B JIOTHYECKHX DPACCYXIEHHUSX M OOOCHOBAHHH PEIICHUS HET
po0eJIoB U OIINOOK;
B PEILIEHUU HET OMUOOK (BO3MOXHA OJHA HETOYHOCTD, OIHCKA,
HE ABJLIIOINASCA CJIEACTBUEM HE3HAHUS WIM HEIOHUMAaHUS
y4eOHOro MaTepuana).
paboTa BBITIOJHEHA MOJHOCTHIO, HO 0OOCHOBAHMS MIArOB pPeIlie-
«XOPOIIO0»

HUA HCAOCTATOYHBI,
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JOMYyIIEHA 0JIHA OIMIMOKA WIIM JIBA-TPH HEJI0YETA B PCIICHUH.
JOTYIIEHbI 00siee OHOM OMMUOKH Ui OoJiee ABYX-TPEX HEIO0-
YETOB B PEIICHUU 3aJa4M, HO YYAIIUICS BIaJEeT 00s3aTeNb-
HBIMH YMCHHSIMH T10 TIPOBEPSIEMOM TEME.

JIOTTYIICHBI CYIIECTBEHHBIC OIIMOKH, TOKa3aBIHe, YTO YydYa-
HIMIACS HE BlIaJeeT 00s3aTeIbHBIMM YMEHUSMH 110 JAHHOU TeMe
B IOJIHOM MEpe

«YAOBJICTBOPHUTEIBHO»

«HEYIAOBJECTBOPUTECIBHO»

3 3TAII -BJAJETH

KpnTepun OllecHMBAHHUA 3HAHUI BO BpEMS NMPOMEKYTOYHOI0O KOHTPOJIA X1 HA 3a4Y€TE

Onenka «3AUTEHO»:

1. Xopormiee 3HaHHE MTPOTPAMMHOTO MaTepHaa.

2. Xopolie HaBbIKH BBITIOTHEHHSI MPAKTUYECKUX 3a/IlaHUM

3. ToyHocTh 1 00OCHOBAHHOCTEL BEIBOIOB.

4. JlornuHO€ M3NOKEHUE BOMPOCA, COOTBETCTBUE H3IOKEHHSI HAYYHOMY CTHITIO.
5. IlpaBuibHBIC OTBETHI HA JOIIOJIHUTEIHHBIE BOTIPOCHI.

Onuenka «HE 3BAUTEHO»:

[ToBepXHOCTHOE YCBOCHHE IPOTPAMMHOTO MaTepHalia.
Heymenwne 4eTko copMyInpoBaTh BEIBOIBI.

OTcyTcTBHE HABBIKOB HAYYHOTO CTHIISL U3TIOKEHUSI.

HCTO‘IHBIC OTBETHI HA JOITOJTHUTCJIIBHBIC BOHpOCBI.

He3naHue 3HAYHUTEIIBHOW YaCTH MPOTPAMMHOTO MaTepHaa.
HeyMeHI/IC BBIACIUTH I'NIaBHOE, CACJIaTh BBIBOJABI 1 O606HICHI/I$I.

AR e e

Kpurtepun oueHuBanus recra:

[TonHas Bepcust TECTOBBIX BOMPOCOB COJEPKUTCA B DSIEKTPOHHO-WUH(DOPMALMOHHOU
cucreMe By3a. CTyIEHTHI MPOXOASAT TECTUPOBAaHUE B KOMIIBIOTEpHOM Kiacce. OleHka
YCHEUIHOCTH MPOXOKJEHUS TecTa ompexaenserca ciaenyrwomend cetkoi: or 0% mo 29% —
«HEYIOBJIETBOPUTETHHO», 0T 30% 10 59% — «ynoBueTBoputensHo»; 60% — 79 % — «xoporoy;
80% -100% — «OTIUIHOY.
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