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1. TIEPEYEHb KOMITIETEHIMM C YKA3AHUEM OTAIIOB UX POPMUPOBAHNSI
B ITPOLIECCE OCBOEHHM A OBPA30BATEJIbBHOU ITPOI'PAMMBI

[Ipouecc wuzydenus pucuuruimubl «MudopmanonHas 0e30MacHOCTb» HAINpaBiIeH Ha
(dhopMUpOBaHUE CIEAYIOUIMX KOMIIETSHIUIT:

Kon u HauMeHOBaHKE
KOMIICTCHUHH BBIITYCKHHKA

Ko v HauMeHOBaHHE MHIUKATOPA JIOCTUKECHHUSA
KOMITETCHITMH

OIIK-3. Cnocoben pemarb
CTaHJapTHBIE 3a1a4u rpodec-
CHOHAIIbHOM J1eATeNbHOCTH Ha
OCHOBE HWH(POPMALIMOHHOH H
oubmorpaduyeckoi KyJbTy-
pbl ¢ IpuMeHeHreM HHdopMma-
IHOHHO-KOMMYHHKAITHOHHBIX
TEXHOJOTHH M €  Y4YETOM
OCHOBHBIX TpedoBaHUI
HH(POPMALIMOHHOK Oe301acHo-
CTH

OIIK-3.1. 3HaeT NpUHILMIILI, METOLI U CPEJCTBA PEUICHUS
CTaHJAPTHBIX 3a/1a4 NPO(PECCHOHATBHON JeATEIbHOCTH Ha
OCHOBE MH(POPMALIMOHHOM M OHOIMOrpaguuecKoil KyabTypbl
C MPUMEHEHNEM HMH(OPMAIMOHHO-KOMMYHHKAIHOHHBIX TEX-
HOJIOTHM U ¢ YYETOM OCHOBHBIX TpeOOBaHHiT MH(DOPMALIMOH-
HOI 6e3011aCHOCTH.

OI1K-3.2. ¥YMeeT pemath CTaHZApTHBIC 3adaud MpPogeccHo-
HaJIBHOH JEATENbHOCTH Ha OCHOBE HH(OPMALIMOHHON 1 610-
auorpauyeckol KyJIbTYpbl C INPUMEHEHHEM HHbOpMalu-
OHHO-KOMMYHHUKAI[HOHHBIX TEXHOJIOTHI U C y4ETOM OCHOB-
HBIX TpeOoBaHMi HH(POPMALIMOHHON O€30MacHOCTH.
OIIK-3.3. Bnageet HaBBIKaMH MOATOTOBKH 0030pOB, aHHOTa-
1M1, cocTaBiaeHus pedeparoB, HAYYHbIX JOKJIAIO0B, Iy0IuKa-
uuii, 1 Oubimorpaduu 1o Hay4dHO-HMCCIIEOBATENBLCKON pa-
bore ¢ yueToM TpeboBaHMii HHOOpPMaLIMOHHOH 0€30MMacHOCTH

OIIK-4. Cnocoben ywacTBO-
BaTh B pa3paboTke
CTaHJAPTOB, HOPM, INpPaBHII, a
TaK)Ke TEXHUUECKOH JTOKYMEH-
TAalluM, CBS3aHHOHM c mpodec-
CHOHAILHOHN AESITEIBHOCTBIO

OIIK-4.1. 3HaeT oCHOBHBIC CTaHIAPTHl O(OPMIICHHS TEXHH-
4eCKON JOKYMEHTAIMM HA Pa3jIM4YHBIX CTAJMSIX KUZHEHHOrO
LUKJIa UH(POPMALIMOHHOM CUCTEMBI.

OI1K-4.2. YMmeeT NpUMEHATHh CTaHAApThI O(OPMIICHHUS TeX-
HUYECKOW JOKYMEHTAllMM Ha PA3NMHYHBIX CTaJWuAX KU3HCH-
HOTO 1UKJIa HH(POPMAIIMOHHON CUCTEMBI.

OIIK-4.3. Brnageer HaBbIKaMU COCTaBIEHUS TEXHUYECKOU
JOKYMEHTAllMd Ha pa3/IMYHBIX 3Tanax J>XU3HEHHOIO IUKJIa
WH(POPMALIMOHHOM CHCTEMBI

Ne Konx HaumeHoBaHue "
Otansl HopMUPOBAHHS KOMIIETECHIIHI

/11 | KOMITETeHLIUN KOMITIETEHIHH

1. OIIK-3. CnocobeH pewatsb | [ Oman - 3names:
cranpaptHbie 3agauu | OIIK-3.1. [lpuHuunsl, MeToasl M CpencTBa
npodeCCHOHATBLHOM pelleHUsT CTAaHJIAPTHBIX 3aja4 MpodeccuoHalb-
NesITeIbHOCTH Ha | HOM JIeATeIbHOCTH Ha OCHOBE MH(OPMALIMOHHOM
OCHOBE HMH(opMalu- | 1 OMOIMOrpadMuecKkoi KyJbTypel C HpPHMEHE-
OHHOIA U oub- | HUEeM MH(OPMALMOHHO-KOMMYHHUKAITHOHHBIX
nuorpaduyeckoit TEXHOJIOTHI U C YYETOM OCHOBHBIX TpeOOBaHUI
KYJIBTYpPBI C MpUMEHe- | UHDOpPMAIIHOHHOH 0€301acHOCTH
HHeM  uHpopMauu- | 2 Dman - Ymems:
onHo-kommyHukanu- | OIIK-3.2. Pemare cranaaptaeie 3aaa4n npogec-
OHHBIX TEXHOJIOIMH M | CHOHAJILHOM AEATEeILbHOCTH Ha OCHOBE HH(pOpMA-
C YYEeTOM OCHOBHBIX | IMOHHOM W OMOIHOTrpadUUECKOil KYIbTYpbl C
TpeboBaHMit NPUMEHCHHEM HMH(POPMAIIMOHHO-KOMMYHHKAIIH-
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MH()OPMaMOHHON
Oe3omacHOCTH

OHHBIX TEXHOJIOTHIA C Y4E€TOM OCHOBHBIX Tpebo-
BaHMH MH(OPMAIIMOHHOH 0€301MacHOCTH

3 Dman - Braoems:

OIIK-3.3. HaBblkamu noAroToBKd 0030poB, aH-
HOTAIlMH, CcOCTaBleHUs pedepaToB, HayIHbBIX
JOKIa0B, mybnukanmii, u Oubnmorpadmum mo
HAy4YHO-MCCJIEIOBATEbCKOM pabore ¢ y4derom
TpeboBanuii MHGOPMAIIMOHHOM 0E3011aCHOCTH

OIIK-4.

CnocobeH  y4acTBo-
BaTb B pa3paboTke
CTaHIApTOB, HOPM H
[IpaBuj, a TAKKE TeX-
HUYECKON JIOKyMEH-
Tallid, CBA3aHHOH C
npodecCHOHANBHOI
JEeSATENbHOCTBIO

1 Oman - 3name:

OIIK-4.1. OcHoBHBIE CcTaHAApTHl OG(OPMICHUS
TEXHUYECKOH JIOKyMEHTAIIUX Ha Pa3JINYHBbIX CTa-
JUSX JKM3HEHHOr o [MKJIa MHOOPMALIMOHHOM CHU-
CTEMBI

2 Dman - Ymemo:

OIIK-4.2. IlpumenATs cTaHAapThl 0(GOpMICHMS
TEXHUYECKOH JOKYMEHTAIUH Ha Pa3IMYHbIX CTa-
JMSX KM3HEHHOTO IMKJIAa MH(GOPMAIMOHHON cH-
CTEMBI

3 Dman - Braoems:

OITK-4.3. HaBbikaM¥ COCTABJICHHA TEXHHUUYSCKOM
JIOKYMEHTAIlMA Ha pa3jIMYHbIX 3Tarax >KU3HEH-
HOTO LMKIa HHPOPMAIITHOHHOH CHCTEMBI

2. TIOKA3ATEJIN Y KPUTEPUM OLIEHUBAHM A KOMIETEHIIMI HA PA3JIMYHBIX

OTAITAX UX ®POPMUPOBAHUS, OITMCAHUE HIKAJI OHEHUBAHUS

=
Ne = g Haumenopanue Iig ;ne[znn OUCHHBAHIA KOMITE- [Ixana
n/m < 2 KOMITICTEHIIHH LM Ha pasiTiHbIX STalax OLICHUBAHUA
S (dbopMupOoBaHHS
g
1. | OIIK-3. | Crocoben 1 Dman - 3namy: «3AUYTEHO»:
pemarb OIIK-3.1. IIpunuumsr, meroast u | 1. Xopoiuee 3HAHUE
CTaH/IapTHBIC CpEJICTBA PEIIEHHUS CTaHJAPTHBIX | MPOrPAMMHOIO
3aJauu  Mpo- | 33j1a4  Mpo(ecCHOHANBHONW Jes- | MaTepuaa.
(heccnonann- TEJIBHOCTH Ha OCHOBe MHboOpma- | 2. Xoporiue HABBIKH
HOM  JesiTellb- | UMOHHON M OuOiMorpaduyecKoil | BbIMOJIHEHHS
HOCTH Ha | KyJIbTYpHI C  NPUMECHEHHMEM | MPAKTUYECKHUX 3aJaHUI
OCHOBE nH(pOpPMaIMOHHO-KOMMYHHKaM- | 3. ToyHOCTH 17
UH(pOpPMAITUOH- | OHHBIX TEXHOJIOTMH U C Y4YE€TOM | 0OOCHOBAaHHOCTD
HOH W OMO- | OCHOBHBIX TpeOOBaHUIT HH(OpPMA- | BHIBOJIOB.
nuorpaguye- IIMOHHOH 6e30MmacHOCTH 4. JlornuHoe M3I0KEHUE
CKOM KyJIbTYpHI | 2 Dman - Ymemo: BOIIPOCA, COOTBETCTBUE
C npuMene- | OI1K-3.2. Pemars crangapTHbie | U3JI0KEHHS ~ HAYyYHOMY
HUEM 3a7a4d Npo(ecCUOHAIBHON Jiesi- | CTUIIIO.
UHpOpMaIu- TEIHHOCTH Ha OocHOBe MH(popma- | 5. IIpaBuibHbIE OTBETHI
OHHO-KOMMY- | THOHHOH M OumbOnmorpaduueckoil | Ha JIOTIOJTHUTEITBHBIC
HUKALIUOHHBIX | KYJIBETYPBI c MPUMEHEHHEM | BOIIPOCHL.
TEXHOJIOTHH U ¢ | uH(OPMALIMOHHO-KOMMYHHKALIU-
YYETOM OCHOB- | OHHBIX TEXHOJIOIMH C Y4eTOM «HE BAYTEHO»:
HBIX TpeOOBa- | OCHOBHBIX TpeOoBaHHil HH(OpMa-
LIMOHHOH 0€30I1aCHOCTH
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Huit uHbopMa- | 3 Dman - Bradems:
nmoHHot  Oe3- | OINK-3.3. HaBbikamMu OArOTOBKH
OITACHOCTH 0030pOB, aHHOTAllUH, COCTaBIIE-
HUS pedepatos, Hay4YHbIX
JIOKJIaJIOB, MyOJuKauuid, u Ouo-
morpaduu 1Mo Hay4HO-HCCIIC0-
BaTEJIbCKOW pabore ¢ yueroM
TpeboBanuii  HHMOPMALIMOHHOH
Oe3onmacHOCTH
2. | OIIK-4. | Cnocoben 1 Dman - 3name:
yuyactBoBaTh B | OIIK-4.1. OcHOBHBIE CTaHIAPTHI
paspaborke odopmiieHHs TEXHHYECKOU
CTaHJapTOB, JIOKYMEHTAllMd Ha  Pa3InYHbIX
HOPM ® TIpa- | CTaausX  JKU3HEHHOTO  IMKJIA
BWI, a TakkKe | HHPOPMAIIMOHHON CUCTEMBI
TEXHUYECKON 2 Oman - Ymems:
JIOKYMEHTa- OIIK-4.2. IIpuMeHATH CTaHIapPThI
MM,  CBs3aH- ohopmIIeHHST TEXHUYECKOM
HOI ¢ mpodec- | IOKYMEHTALMU Ha pPa3IMIHbIX
CHOHAJIbHOH CTAIUSAX KU3HEHHOTO [IHK/Ia
NesITeNbHO- HHOOPMALIMOHHON CHCTEMBbI
CTBIO 3 Dman - Braoemo:
OI1K-4.3. HaBelkamu cocTaBIie-
HUSI TEXHUYECKON JIOKYMEHTAIIUuK
Ha pa3IMYHbIX FTarNax KU3HEH-
HOT'O LHKJIa HHPOPMAIIHOHHOM
CUCTEMBbI

1. TloBepxHOCTHOE
YCBOEHHE IIPOrPaMMHOT0
MaTepuana.

2. Heymenue
chopMyIIHpOBaThH
BBIBO/IBI.

3. OTCcyTCTBHE HABBIKOB
HAy4yHOTO CTHIIA
U3II0KEHUSL.

4. HerouHble OTBETHI Ha
JOTIOJTHUTEIIBHBIC
BOIPOCHIL.

5. He3nanue

YETKO

3. TUIIOBBIE KOHTPOJIbHBIE 3AJAHMS UJIA UHBIE MATEPUAJIBI,
HEOBXO/IMMBIE JUIS1 OLIEHKU 3HAHUWI, YMEHUI, HABBIKOB U (MJIN) OIIbITA
JEESITEJIbHOCTU, XAPAKTEPU3YIOILUX STAIIBI ®OPMUPOBAHUS
KOMIIETEHLIMI B [TIPOLIECCE OCBOEHUSI OBPA30OBATEJILHOM ITPOT'PAMMBI

19OTAIl - 3HATDH

Ycrublii onpoc 1mo remam:

TEMA 1.1. OcHOBHBIE MMOJIOKEHHS TEOPUH HHPOPMALIUH

I. Buasl uHpOpMaLInK, TUITEI KAHAJIOB CBS3H.

2. OcoOEHHOCTH M TEXHUYECKHE XapPAKTEPUCTHKM COBPEMEHHBIX KaHAJIOB Iepe1adu
UH(OPMALIUHU, UCTIOJIB3YIOIINX pa3inyHble (PU3MYECKUe MPUHIIUIBL (JIEKTPUUYECKHUE, aKyCTHYE-
CKHE, ONITUYECKHE, PAJIMOYACTOTHBIE) C TOYKU 3peHHsI 0€3011aCHOCTH.

3. Buje! cursanos.

4. mpeumyniecTBa HU(PPOBBIX KAHAIOB IEPE] AHATOTOBBIMU C TOYKU 3PEHUS 3ALUIIEH-
HOCTH repeiaBaeMoit HHGopMauu.

TEMA 1.2. IlpaBoBoe peryiupoBaHie HHGOPMAIIMOHHBIX MPOIIECCOB B 001IeCTBE

l. Knaccudukauus wHOpMaMH 1O CTEMEHH OTPAaHWUYEHHOCTH JOCTyNa K HeH
(oTkphITas, KOHGUICHIIMATbHAS, CEKPETHAS ).

2. Tlonsite TaiiHbl (rocynapcTBEHHAs, NPOMBIILUICHHAs, KOMMepueckas, (huHaHcoBas,

yacTHasl TaiiHa).

3. l'ocynapcTBO Kak rapaHT NpaBa TPakIaH Ha 3allWATy JMYHONW MH(OpMaIMU U UHTEN-

JEKTYaJIbHOM COOCTBEHHOCTH.
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4. 3akonsl Poccuiickoii deneparu 0 3ammTe TaifHBl 1 UHTEIUIEKTYalbHOW COOCTBEHHO-

CTH.

TEMA 1.3. MeTo/ibl NOXUIIEHHS, UCKAKEHHUS, TOIMEHbI, YHUUYTOXKEHUs UH(POPMALIUU

1. Buasl nHGOPMALIMOHHBIX HANAIEHHH (110 MeCTy BO3JICHCTBUA).

2. Bunpl nH(GOpPMaMOHHBIX HamagAeHH (Mo crnocoly BO3AEHCTBHA): MAaCCUBHBIC, aKTHB-
HEIE.

3. TpaauUMOHHBIE METObI C UCIIOJIB30BAHUEM MOAPYYHBIX TEXHUYECKUX CPEICTB.

TEMA 1.4. YcrpoiicTBa 1BOMHOTr0 NPUMEHEHUS.

1. Mcnonp3oBaHWe BO3MOKHOCTEH COBPEMEHHOM TEXHUKH JUIS TOMYYEHUs CTaOMIBHOTO
pe3ynbTara.

2. Wcnonb3oBaHue CBOIMCTB 00paTUMOCTH TpeoOpa3oBareneit uHdopmMarmm.

3. PanuonneKkTpoHHbIE CPEACTBA. JIEKTPOHHbBIE YCTPOMCTBA ABOMHOI0 NPUMEHEHUS.

4. Hcrnonp30BaHue CPEJCTB CIELTEXHUKH.

TEMA 2.1. UudopmanimonHas 0€301acHOCTb U COBPEMEHHbIE UH(POPMALIMOHHBIE TEXHO-
JIOTHUN.

1. Konuenuus uHdopmanmnonHoi Oe3omacHoctn Poccuiickoit demepaliii B OCHOBHBIX
cthepax: MOTUTHIECKOH, IKOHOMHYECKOH, BOCHHOH, B chepe AyXOBHOI KH3HH.

2. Knaccudukauus UICTOUHHUKOB YIrpo3 HH(POpMAIMOHHON O€30MacHOCTH.

3. OcHoBHBIE 00BEKTHI HH(MOPMALIMOHHON OE30IMaCHOCTH U CHIEIU(UKA YrPO3 IS HUX.

4. KoMmruiekc MeponpHATHIA 1o oOecriedyeHnio MH(POpPMAIMOHHONH 0€30MmacHOCTH 00BEK-
TOB JICKTPOHHO-BBIYHCIUTEILHON TEXHUKH.

TEMA 2.2. O0uue npUHLMIBI CUCTEMHOIO MOAXOJa K OOECrneuyeHu0 0e30MacHOCTU
uH(pOpMaLUN

1. Opranu3anoHHBIE MEpPbI IS BBISABICHHS M MPEAOTBpPAIIEHUs yrpo3 HUH(MOpMaIMOH-
HOH 0e30macHOCTH.

2. lonsitue o ceprudukanu HGOPMAIMOHHBIX YCTPOUCTB.

3. 3akpbiTHE KaHAJIOB Mepenad (mmdpoBaHue).

4. Buusl ycTpoiicTB mndpoBaHus (KaHadbHbIC, aDOHEHTCKHE).

TEMA 2.3. be30nacHOCTh KOMIBIOTEPHBIX CHCTEM.

1. KomnbroTepHbl€ BUPYCHI.

2. CranjapTHble Cpe/IcTBa 3alUThI (anmnapaTHbie U MPOrpaMMHbIE).

3. OpraHu3alMoOHHBIE MEPHI MO 3auMTe nHpopmamu Ha DBM.

4. Cranmaptel mmdpoBanus. DIeKTpOHHAA HU(POBas MOIMUCH - TEXHOJIOTHS TPHMEHE-
HUS U 3alIUTA.

TEMA 2.4. IIpoTuBOIIpaBHOE KCIO/Ib30BAHUE KOMITLIOTEPOB

1. CyniHoCTh KOMIBIOTEPHBIX MPECTYTIICHUI.

2. Knaccudukanns KOMIOBIOTEPHBIX MPECTYIICHAH.

3. OcHOBHBIE BU/Ibl KOMITBIOTEPHBIX NPECTYIUICHUHN.

4. "DnekTpoHHbIE AeHBIM" U 0€30I1aCHOCTH IJIATEKHBIX CUCTEM C UCIIOIb30BAHUEM IljIa-
CTHKOBBIX KapT.

Iouck, ananu3 u 06001menne HHGOPMALMH, U ee NPeJICTaB/IeHHe B BH/e NIPe3eHTa-
HHOHHOTO I0KJIa/1a N0 ¢JIeAYIOIHM TeMaM:
HcTopus kpunTorpapun
CounanbHasi HHKEHEPHS
Wcropus xakepoB
daiinoBble cHCTEMBI C IUPPOBAHUEM
VueTHBIC 3aIMCH B ONICPALIMOHHBIX CHCTEMax
3alMuIeHHBIE CPE/IBI IEpeiaun
BuomeTpuueckue TeXHOI0rHU
MHorosiiepHble aHTHBUPYCBI

e s e
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9. OnepanmroHHBIE CUCTeMBI MapuIpyTH3aTopoB Cisco
10. BinsiHue 371€KTPOMarHUTHONH COBMECTHMOCTH

11. Bausinue kdmmpoBaHus J1aHHBIX Ha 0€30MaCHOCTD
12. besonacunocts B OC FOHMKC

13. be3onacHocth B OC Windows

14. IlporpaMMHBIE 3aKIaIKH

15. Komudukarop MuTepnona mo KOMIbOTEPHBIM MPECTYILICHUSIM
16. Atrecrauus paboyux mect

17. O630p @3 152

18. Pytkuter B OC

19. BesonacuocTth oguHouHON DBM

20. MesxkceTreBble SKpaHbl.

2 OTAIl - YMETb
KoMmiekT THIOBBLIX NPAKTHYECKHX PadoT 1jsi (OpMHUPOBAHUS YMEHHUH

IMpakTuyeckas padoraNe 1. MexayHapoaHble cTaHAAPThl HHPOPMALIMOHHOTO OOMEHa.
[TousTue yrposni

Llenb padorer: TlonyyeHue 3HaHUI O BHJIAX YIpo3, IyTeld W KaHAJIOB YTEYKH MHpOpMa-
LUK, OT KOTO OHM MCXOMAT M K YeMy NpUBOJAT. M3ydeHnue BUI0B aTaK U METO0B B3JIOMa UHTPA-
CETEH 37I0YMBILIJICHHUKAMH.

N3yuuB TemMy, CTyJEHT JAOJKEH:

* 3HaTh 3aKOHOMEPHOCTH BOSHMKHOBEHHsI yIpo3 HH(POPMAIIMOHHOI O€301acHOCTH;
* 3HaTh KIaccu(UKAIMIO YIpo3 HH(OpMAIIMOHHOK 6e30MmacHOCTH;

* 3HATh MYTH M KaHAJIbI YTCUKH MHPOPMAIIHIH;

* 3HATh BUJBI yIAJICHHBIX aTaK HA UHTPACETh;

* 3HATh KJIACCHYECKUE U COBPEMEHHbIE METO/Ibl B3JI0Ma UHTpaceTeH.

N3zyuas TeMy, HCOOXOIUMO aKIIEHTUPOBATH BHUMAHUE HA CJICAYIOUIUX MOHATHUSX:

yrpo3a uHpOpMaAIMOHHOK 0e301acHOCTH, yTeuka HH(popMaluu, HapYIIEHUE LET0CTHO-
cTi uHpopmanuu, Mmoaudukanms “HGoOpMaK, UCKaKeHre HH(popMaIuH, mojienka nHpopma-
LM, YHUUTOKCHUE HH(popmanmu, OnokupoBaHHe MHPOPMALUH, MOOOYHOE IICKTPOMArHUTHOEC
W3JIYYCHUE, IJICKTPOMATHUTHAST HABOJKA, CICHUAIBHOE JJICKTPOHHOE 3aKIaJHOE YCTPOMCTBO,
BHEIIIHEE BO3/ICHCTBIE HA MH(OPMALIMOHHBINH Pecypc.

Conepxanue paboTh:

Buael camocTosiTenbHOM padOThI CTYJIEHTOB:

- usydenue yuebHoro nocodbus «Mudopmannonnas 6e301acHOCTbY;

- TIOJArOTOBKA K y4acTHIO B hopyme 1o Teme «Bujibl arak 1 METO/bI B3JIOMa HHTpa-
CeTCi»;

- W3Y4YEHHUE JIONOJIHUTEILHOU JINTEPATYPHI;

- BbIINOJIHEHUE TECTOBBIX 3a/IaHUH 110 TEME.

Bomnpoce! Tembl

1. OcHOBHbBIC 3aKOHOMEPHOCTH BO3HUKHOBEHUS U KilaccupuKaius yrpo3 uHpopma-
LIMOHHOM 0e30MacHOCTH.

2. IlyTu 1 KaHabl yTEYKH HHPOPMALIUH.

3. YpaneHHble aTaku HA UHTPACETH.

4. KnaccuyecKkue MeTo/Ibl B3JI0Ma HHTPACETEH.

5. CoBpeMeHHbIE METO/IbI B3JIOMAa MHTPACETEH.



KoHTpobpHBIE BONPOCHI 110 TEME

I. Yem oOycnoBneHsl yrpo3sl Oe3omacHoCTH HHpOpMarun?

2. llepeuyucnure nNyTy peanusaiuy yrpo3 MHOOPMALIMOHHOM 0€3011aCHOCTH.

3. Kak kinaccuuuupyrores yrpo3bl 0e30nacHOCTH HHMOpMAIHK 110 0a30BbIM MTPHU3HA-

Kam?

4. B yem 3akim0o4aeTcs MacCHBHOE U aKTHUBHOE MPOHUKHOBEHHUE B CHCTEMY?

5. Kak xiaccuduiupyroTes KaHajbl YTeUKH KOH(PUISHIIMANbHOU nH(popmanuu?

6. Kak kinaccuuuupyroTes yaalieHHble aTaki Ha UHTpaceTn?

7. Kakue BuAa CETEBBIX YCTPOMCTB SBISAIOTCS 00bEKTaMHU yIaJIEHHBIX aTak Ha UTpace-
TH?

8. Kakue meto/ibl B3/10Ma HHTPACETEH OTHOCATCS K KJIACCHYECKUM U KaK OHU OCYy-
LIECTBIISIIOTCS?

9. Ilepeuncnute COBpeMEHHBIE METO/IbI B3IIOMA UTpaceTeil  0OBSICHUTE Ha YeM OHH OCHO-
BaHbI?

®opma npeAcTaBICHUA OTUETa:
CTyZneHT AOMKEH IMPOACMOHCTPUPOBATh 3HAHHE BO3MOJKHBIX YIpo3, a TakkKe ys3-
BUMBIX MECT 3allUThI, KOTOPLIE ITH YIrPo3bl OOBIYHO IKCILUIYaTUPYIOT, HEOOXOAUMOE JUIsl TOrO,
4yro0bl BHIOMpATh HauOOJee SKOHOMUYHBLIE cpelcTBa oOecriedenus OesonacHocTH. [Ipemocrta-
BHTBH OTYET B IUCHBMEHHOM BHJIE.

[MpakTnyeckas padoraNe 2. MudopmanmonHas 60€30nacHOCTb B YCIOBUSIX (DYHKIIMOHU-
poBanus B Poccuu riio0ainbHbIX CETEH.

Llenb padotsl: IlonyueHre cTaTHCTHUECKHUX 3HaHHMI 00 aTakax, KOTOPBIM MOIBEPTarOTCs
KOMITBIOTEPHBIC CHCTEMbI W MOTepsix OaHkoB. M3ydyeHHe OCHOBHBIX MOHATHH M ONMPEACICHHUM,
UCIOJIb3YEMBIX TIPU U3YYCHHH TUCLIMILTHHBIL.

N3y4yuB TeMy, CTYIEHT AOJKEH:

*  yMeTh OOBACHUTH HEOOXOAUMOCTh H3YUeHH HH(POpPMAIIMOHHOH Oe30macHOCTH;

* 3HaTh CTATHCTHKY MPOSABJICHHUSI KOMIBIOTEPHBIX NMPECTYIJICHUH U HAHOCUMBIH
UMHU yIIepo;

* 3HATh KJIaccH(UKAIHIO TOJIb30BaTeNel U 3II0YMBIIIUIEHHHKOB B Internet;

* 3HaTh NPUYHMHBI YA3BUMOCTH Internet;

* 3HATh OCHOBHBIC MOHATHA U OMPE/ICICHUS, HCIIOIb3yEMbIC IIPH U3yUeHUH HH(]OpMa-
LIMOHHOH O€30MMacHOCTH.

H3yuas TeMy, HEOOXOIMMO aKIEHTUPOBATH BHUMAHUE HA CJICAYIONIUX MOHATHSX:

6e3onacHocTh MH(poOpMalMu, yrposa 0e30macHOCTH MH(POPMAIMK, HECAHKIIMOHUpPOBaH-
HBIN JIOCTYI, HAPYIINUTEJb, 3JI0YMBIIUICHHHK, 3aIIUTa HHHOPMAIIMH, IIEJIOCTHOCTL HHOpMaIuH,
ayreHTuduKaims, BepuduKaiys, naeHTUGUKAIHSL.

Conepxanue paboThI:

Bubl camocrositesbHON paboThl CTYAEHTOB:

- m3yuyeHue yueOHoro nmocoous «MupopmarnonHas 6e30MacHOCTE;

- MOJArOTOBKA K y4acTuio B (hopyme 1o teme « KoMmbloTepHble NPECTYILICHUS,

- H3yYeHHE JOTOJIHUTEIbHOMN JINTepPaTyphl;

- BBIMOJHEHUE TECTOBBIX 3a/1aHUN 110 TEME.

Bomnpock! Tembl

Yro Takoe nHPpOpMaLMOHHAs 6€30MacHOCTb?

AKTYallbHOCTh MPOOIeMbl HHPOPMALIMOHHOM OE30MaCHOCTH.
[TpuMepsl B3TOMOB ceTeit 1 BeO-y3110B yepes Internet.
[Tonp30BaTenu u 370yMBILIIICHHUKH B Internet.

[TpuyuHb! ya3BUMOCTH ceTH Internet.

AIE S
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6. TloHsATHSA U onpeeeHus B MUH(QOPMAIHOHHON 6€30MacHOCTH.

KoHTpoIbHbBIE BONPOCHI 110 TeMe
Yro Takoe nHPOpMaLMOHHAs 6€30MacHOCTb?
B gem 3akmodaercs yreuka nadopmannn?
KakoBa 11e1b c03/1aHUs CUCTEMBI KOMITBIOTEPHOI Oe3omacHocTH?
HazoBuTe BUIBI KOMITBIOTEPHBIX aTak.
OTtkyna crneyer 0KuIaTh KOMIBLIOTEPHOM aTaku?
[IpuBeauTe MpuMepsl B3IOMOB ceTeil U BeO-y310B uepes Internet.
[TepeuncauTe U oxapakTepu3yiuTe OCHOBHBIX MOJIb30BaTeNei Internet.
Kak knaccuuuupyrores 3M0yMbIIUIEHHUKH B Internet?
Kakue dakrops! ysa3sumoctu Internet?
10.J1aiiTe onpeneieHus CIASAYIOMMM IOHATHAM: O€30MacHOCTh MH(OPMALUH, YIpo3a
6e3onacHocT MH(OpPMAIMKM, HECAHKIIMOHUPOBAHHBIM JOCTYI, HAPYIIUTENb, 3JI0YMBbIIILICH -
HUK, 3alMTa HWHQOPMAalWH, IEJIOCTHOCTh HH(POpPMAIMH, ayTCHTH(HUKAIMA, BepU(HUKaIH,
uJiIeHTU(hUKaLus.

A ARl S

dopma npeCcTaBICHAS OTYETA!

CTyneHT I0/KEeH W3Y4YHTh MOHATHA: 0€30macHOCTh MH(pOpMaLuH, yrpo3a 0e30macHo-
cTH uHMOpPMALIMKH, HECAHKIIMOHUPOBAHHBIA JOCTYII, HAPYUIMTEb, 3JI0YMbIILICHHUK, 3a11UTa
UHpOpMAIUH, LEIOCTHOCTh UH(DOpManuu, ayTeHTuuKamnus, Bepudukamnms, UAeHTH GUKALUS.
[IpenocTaBUTh OTYET B TUCBMEHHOM BHJIE.

I[MpakTnyeckasi padboraNe 3. Bujbl IPOTUBHUKOB WK «Hapyluuresnei». [Touarue o Bu-
Jax BUpyca.

Llens paboter: IlomyueHnne 3HaHMHA O CYIIECTBYIOIIMX «KOMITBIOTEPHBIX BHpYcax» M 00
QITOPUTMAX UX PAOOTHI.

Conepxanue paboThI:

N3yuuB Temy, CTyAEHT JOJKEH:

* 3HaTh, KAKKe MPOrPaMMbl Ha3bIBAIOTCS «KOMITbIOTEPHBIMH BUPYCaAMM», U YeM OHU OT-
JIMYAFOTCS OT APYTUX BPEIHBIX TPOrpamM;

* 3HaTh KJIACCU(DHKALMIO «KOMIBIOTEPHBIX BUPYCOB», M KaKyl yrpo3y OHM IIpe/CTaB-
10T A5 0€301acHOCTH MH(OPMaLNH;

* 3HATh AJITOPUTMBI PabOTHl «KOMIIBIOTEPHBIX BHPYCOB» U MYTH HX BHEAPEHHS B CH-
CTeMY;

* yYMETh 10 MHIMBUAYAJIBHBIM IPU3HAKAM pPa3u4aTh «KOMIIBIOTEPHBIE BHPYCHD» pa3-
JIMYHBIX KJIACCOB;

U3yuas TeMy, HEOOXOAMMO aKIEHTHPOBATH BHUMAHUE HA CIICAYIOMINX HOHITHSX:

«KOMITBIOTEPHBIE BUPYChI», CBONCTBA «KOMITBIOTEPHBIX BUPYCOBY, BPEIHBIE IIPOrPAMMABI,
PEe3UACHTHOCTh, CaMOIIH(poBaHUe, MOTUMOPPUIHOCTb, OVEerwriting-BHpYycChl, parasitig-BUpy-
cbl, companion-BUpyckel, link-Bupychl, (aiiioBbic uyepBH, MaKpOBHPYCHI, CETEBBIC BUPYCHI,
TPOSTHCKHE KOHI», JTOTHYECKUE OOMOBL.

[MopsiioK U3y4YeHUst TEMbI

Bubl camocTosTeIbHON paboThl CTYIEHTOB:

- m3yuyeHHe yueOHoro nmocoous «MupopmanronHas 6€30MacHOCTE;

- MOJATOTOBKA K y4acTHIO B hopyme 1o Teme « KOMIbIOTepHBIC BUPYCHDY;

- U3YYECHHUE JIONOJIHUTEIbHOM JIUTEPATYPbI;

- BBIMOJIHEHHE TECTOBBIX 3a/ITaHHH 110 TEME.

Bomnpock! Tembl

1. Knaccudukanus «KOMIbIOTEPHBIX BUPYCOBY.

2. daiinoBbie BUPYCHI.

3. 3arpy304Hbi€ BUPYCHI.
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4. MakpoBUPYCBI.
5. CereBble BUPYCHI.
6. BpenHbie nporpaMMsl.

KoHTposbHbIE BOIPOCHI 110 TEME

KaknmMu OCHOBHBIMU CBOWCTBaAMM 001aJat0T «KOMITbIOTEPHBIE BUPYCHI»?
[To KakuM Krmaccam pasIeisioTCs «K KOMITBIOTEPHBIC BUPYCHI»?

Kak kiaccupunupyrores « KOMIbIOTEPHBIE BUPYChI»?

Kakue «KOMIbIOTEPHBIE BUPYCHI» OTHOCATCS K (pailjioBbIM?

Kaxk paznenstorcs GailioBble «KOMIBbIOTEPHbBIE BUPYCHI» 110 CIIOCO0Y pa3MHOKEHHs?
OO6BsicHUTE anropuT™ padboTsl (PaiaoBoOro BUpyca.

Kakue «KOMIbIOTEPHBIE BUPYChD» OTHOCATCS K 3arpy304HbIM?
OOBsicHUTE aNrOpUTM padOTHI 3arpy304HOT0 BUpYCA.

9. Kakne «KOMIbIOTEpHBIE BUPYChI» OTHOCATCS K MaKpOBHpycam?
10.00BAcHHUTE anropuT™ pabOTE MAaKpPOBHpYCA.

11.Kakue «KOMIbIOTEPHBIE BUPYChI» OTHOCSTCS K CETEBBIM?

12.Kakue nporpaMmsl SIBJISIOTCSA BPEIHBIMHU H [IOYeMy?

S AR A ol

®opwma npeacTaBIeHUS 0TYETA:
CTyneHT JIOJDKEH H3YYHTh TMOHSTHE cepBHca 0€30IMacHOCTH, BOIMPOCHI apXUTEKTYPHOI
0e30MmacHOCTH, KIaccu(UKaIMio cepBUCcOB. [Ipe1ocTaBUTh OTYET B MMCEMEHHOM BH/IE.

[MpakTnuyeckasi padoraNe 4. Tpu BU1a BO3MOKHBIX HapylIeHUH UH(OPMALIMOHHOMU CH-
cTeMBbl. 3alura.

Ilens pabotel: [losmyueHne 3HaHUI O MpaBUIaX 3aIIUTBl OT KKOMITBIOTEPHBIX BHPYCOBY.
3HaTh OCHOBHBIC HOPMATHUBHBIC PYKOBOIALINE JOKYMEHTHI, KAaCAIOIIHECs TOCYAapCTBEHHON Tai-
HbI, HOPMATUBHO-CIIPABOYHBIE JOKYMEHTBI

Conepxanne pabOTHI:

M3yunB TeMy, CTYJEHT JOKEH:

* 3HATh, OTKY/Ia IPOHUKAIOT B KOMIIBIOTEPHYIO CUCTEMY «KOMIBIOTEPHBIE BUPYCHI»;

* 3HATh MpPaBUJIA 3AIIUTHI OT «KOMITBIOTEPHBIX BUPYCOBY;

* yMeThb BbIOpaTh AHTUBUPYCHYIO IIPOrPaMMYy;

* YMCTh MPABHIIBHO HUCIIOJIb30BAaTh aHTHBUPYCHYIO IPOrpaMmy;

* 3HATh OCHOBHBIC HOPMATUBHBIC PYKOBOSIIINAE JOKYMEHTBI, Kacaloluecs rocyaap-
CTBEHHOM TaliHbl, HOPMATHBHO-CIIPABOYHBIE JOKYMEHTHI.

N3yuas TeMy, HEOOX0AMMO aKIIEHTUPOBATh BHUMAHUE HA CJICAYIOIIUX MOHATHSAX:

KOMIUICKCHBIH MOJIX0/ K HH(POPMAIIMOHHON 0€30MacHOCTH, 3aKOHOAATCIBHBIH YPOBCHB,
rOCy/IapCTBEHHAsl TailHA, KOMMEPYECKas TalHa, JUILEH3US, AICKTPOHHAs UudpoBas MOANUCSH,
HOpPMAaTUBHBIE JJOKYMEHTBI.

[Mopsiiok U3yHeHHsE TEMbI

Bujbl camocrositensHOM padoThl CTYAEHTOB:

- u3ydeHue yuebHoro nocobus «MudopmannonHas 6€301macHOCTbY;

- TOArOTOBKa K ydacTuio B hopyme mo teme «OCHOBHBIC HOPMATHBHBIC PYKOBOISIINE
MOKYMEHTBI, KaCarOIIUECs rOCy/1IapCTBEHHON TAMHBI, HOPMATHBHO-CIPABOYHBIC JTOKYMEHTBD,

- U3YYCHHUE JIONOJIHUTEIbHOM JIUTEPATYPbI;

- BBINOJHEHNE TECTOBBIX 3a/IaHMIi 1O TEME.

Bomnpock! Tembl

1. 3akoHOJATENbHBIA ypoBeHb HH(POPMALIMOHHOK O€30MTaCHOCTH.

2. O030p POCCHUICKOTO 3aKOHOAATEIILCTBRA.

3. 3akon «O0 undopmarun, uapopmaTuzanuu 1 3aumre HHGoOpMaLUN».
4. O TexkyueM CoOCTOSSHUM POCCUUCKOr0 3aKOHO/1aTeJIbCTRA.
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KoHTponbHbBIE BOMIPOCHI 110 TEME

Yro Takoe 3akoHOAaTENbHBINH ypoBeHb b7

[TpaBoBbIe aKTHI OOIIETO HA3HAYCHKS, 3ATPATMBAOIIME BOIPOCHI MH(POPMAITMOHHO# OE30MACHOCTH.
OcHoBHBbIE TIOHATHS 3aKk0Ha «O0 nH(popMAarH, THOOPMATHALN U 3aILUTEe HH(OpMAI.
Jpyrvie 3aKOHbI 1 HOPMATUBHBIE AKTHI.

0O0630p 3apydexHOIo 3aKoHOIATENLCTBA B 00Mactu Ub.

Texkyree cocTosiHME POCCHIACKOTO 3aKOHOATENBCTBA.

CrannapTel B 00acTi MH(GOPMALOHHOM 6€30TacHOCTH.

NNk WD

CDopMa MPpEACTaBJICHH OTUETA:
CTyJ]CHT JOJKCH M3YYHTH IMOHATHE CECPBHCA 6C3OHaCHOCTH, 3HaTb OCHOBHBIC HOPMAaTHB-
HBIC PYKOBOJAIIHE JOKYMCHTBL. Hpe,ILOCTaBI/ITB OTYECT B TIMCBMCHHOM BHJC.

ITpakTnueckasi padoraNe 5. OCHOBHbIE HOPMATUBHBIE PYKOBOIAIIMAE JOKYMEHTBI, Ka-
CaroIIMecs TOCyAapCTBEHHOM TaltHbI, HOpPMaTHBHO-CITPABOYHBIC JOKYMEHTBI

[enb padotel: [TonyyeHue 3HaHUI O NMpaBUIaX 3aUIMTHI OT «KOMITbIOTEPHBIX BUPYCOBY.
3HaTh OCHOBHBIE HOPMATUBHbBIE PYKOBOJSIIME JOKYMEHTHI, KacaroUMecs rocy1apcTBEHHOM Taii-
HbI, HOPMaTUBHO-CIIPABOYHBIC JOKYMEHTHI

Conepikanue paboThl:
W3y4uB TeMy, CTYACHT AOJKEH:

* 3HATh, OTKY/la [IPOHUKAIOT B KOMIIBIOTEPHYI CUCTEMY «KOMIBIOTEPHBIE BUPYCHI»;

* 3HATh [PAaBHUJIA 3ALIUTHI OT KKOMIILIOTEPHEIX BUPYCOBY);

* yMeTh BbIOpaTh aHTUBUPYCHYIO IIPOrpamMmy;

* YMETb NPABUIIBLHO HUCIIOIB30BAaTh AHTUBHPYCHYIO IIPOrpaMMYy;

* 3HATh OCHOBHBLIE HOPMATHUBHBLIE PYKOBOIAIIME JOKYMEHTBI, Kacaroluecs rocynaap-
CTBEHHOM TallHbl, HOPMATUBHO-CIIPABOYHBIE JIOKYMEHTHI.

H’Sy‘iaﬂ TEMY, HCOﬁXOﬂ,HMO AKLHCHTHPOBATh BHUMAHHUEC Ha CICOYIOIINUX ITOHATHAX

KOMIUIGKCHBIN TIOJXO0JT K HH(bOpMaHHOHHOﬁ 6630H&CHOCTH, 3aKOHOJ1aTeIbHBIN YPOBCHbD,
rocyiapcTrBCcHHasl Taﬁna, KOMMCpUCCKas TaﬁHa, JIMIICH3HA, 3JICKTPpOHHaA umbpoaasr MOAINHCH,
HOPMATHBHBIC NOKYMCHTHI.

[Topsaok n3yueHus TeMel

Bubl caMoCTOATEIBHOI pabOThI CTYACHTOB:

- u3ydenue yueOHoro nocodbus «Mudopmannonnas 6e301macHOCTbY;

- TOJroTOBKa K y4acTuio B Gopyme 1o teme «OCHOBHbIE HOPMATUBHBIE PYKOBOJISIIHE
JOKYMEHTBI, Kacarolluecs rocy1apcTBEHHOM TailHbI, HOPMaTHBHO-CIIPABOYHBIC TOKYMECHTBI»;

- H3YYCHHE JIOMOJHUTEIBHON JINTEPATYPHI;

- BBIINOJIHEHUE TECTOBBIX 3a/IaHUH 110 TEME.

Bompocs! Temsl

1. 3akoHOJATENbHBIH ypOBeHb HH(POPMALIMOHHOH 0E30ITACHOCTH.

2. O030p POCCHITCKOI0 3aKOHOIATEIIbCTBA.

3. 3akoH «O0 uH(popmaimu, HHGOPMATH3ALNH U 3aIIUTEe UHPOPMALIHI.
4. O TekyIeM COCTOSIHUN POCCHIICKOTO 3aKOHOIAaTEIbCTBA.

KoHTponbHBIE BONPOCHI 110 TEME

1. Yto takoe 3akoHoAaTENbHbIH ypoBeHb Ub?

2. 1lpaBoBble aKThbI OOIIEr0 HA3HAYEHHSL, 3aTPArMBAOIIME BOIPOCH! MH(POPMAIIMOHHO# OE30MaCHOCTH.
3. OcHosHble MOHATHS 3aK0Ha «O0 MHOPMALIH, TH(POPMATH3ALIHH 1 3aIIATe HHPOPMALIANY.

4. Jlpyrvie 3aK0HbI 1 HOPMATHUBHBIC aKThI.

5. O030p 3apydesKHOIO 3aKoHOIATENIECTBA B oOactu Mb.
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6. Teky1ee coCTOSHAE POCCHICKONO 3aKOHOIATEIHCTBA.
7. Crannaprsl B 00nacTs HH(OpMAIMOHHOH 0e30I1aCHOCTHL.

®opma npeacTaBICHUS OTYETA:

CTy,HeHT JOJKEH H3YHYHTD ITOHATHE CEPBHCA 6630H3CHOCTH, 3HaTb OCHOBHBLIE HOPMATHB-
HBIC PYKOBOIAIIHE JOKYMCHTBI. HpeILOCTaBHTb OTYET B TIMCEBMCHHOM BH]JIE.

[MpakTnyeckasi padboraNe 6. Haznauenue u 3ana4uu B chepe odecneueHust uHGoOpmaiu-
OHHOI 0e3011acCHOCTH HA YPOBHE rocyAapcTBa

[Henb pabotel: [lonyyeHue 3HaHUN MO KPUTEPUSM, C MOMOIIBK) KOTOPBIX OLIEHUBAETCS
3aIUIIEHHOCTh BBIUUCTUTENbHBIX cucTeM. O3Hakomuenune co cranaaprom CIIA «Opanxkesas
KHUra». M3yuyeHne pyKkoBOIsIIMX J0KYMEHTOB I'ocTexkomuccun Poccuiickoin ®Penepanu.

Conepxanue paboThI:
N3yunB TeMy, CTYACHT AOJKEH:

® 3HATh PYKOBOAsIIME NOKYMEHTHhI ['ocTexxomuccuu Poccuiickoit denepariuy;
e 3Harh ctangapt CIIA «OpankeBas KHUTay;

e yMETh KJIAaCCH(PHUIIMPOBATH aBTOMATH3MPOBAHHBIC CHCTEMBI COINIACHO PYKOBOJALINX
nokyMeHTOB ['ocTtexkomuccuu Poccuiickoit @enepaumu.

H3yuas TeMy, HEOOX0AMMO aKIIEHTUPOBATh BHUMAHUE Ha CICAYIOIIUX MOHATHAX:
CTpaTerus, NOJAOTYETHOCTh, TAPaHTHH, MUHUMAJIbHAA 3allUTa, HHIUBHIyaIbHAS 3alllH-
Ta, MaHJIaTHAs 3allUTa, BepUdUIIMPOBAaHHAS 3alllUTa, UACHTH(UKALIUS, IU(PPOBAHUE.

[Topsnok n3yueHus TeMbl
Buasl camocrositensHON padoThI CTYAEHTOB:
- u3ydYeHue ydedHoro rnocodus « MudopmamonHas 0e301acHOCTbY,

- TIOJArOTOBKA K yyacTuio B hopyme mo teme «PykoBozsiue noKyMeHThl ['ocTex-
komuccuu Poccuiickon deaepanumn»,

- M3Yy4Y€HHUE JOIOJHUTEILHOMN TUTEPATYPHL;
- BBINOJIHEHHE TECTOBBIX 3aJJaHUH 110 TeMe.

Bormpocs! Tembl
1. Kputepuu 6e30macHOCTH KOMIBIOTEPHBIX cucTeM «OpaH;KeBasi KHUTa.
2. PykoBojsmme 1oKyMeHThl ['ocTrexkomuccuu Poccuiickoit @enepauum.

KoHTposbHbIE BOMPOCHI 110 TEME

1. Jlaiite momHoe HaumeHoBaHue cTanaapTa CILIA «OpamnxeBass KHUTa».

2. Ha kakue rpyrmmsl pasjesneHbl (GpyHIaMeHTaabHble TPeOOBaHHUS, KOTOPHIM JOJIYKHBI
yJIOBJIETBOPATH BBIYMCIMTEIbHBIE CHCTEMbI, MIPeIHA3HAYEHHbIE I 00paboTKH KOH(pUACHIIHAb-
HOH nH(popmManuun?

3. Ha xakue rpynmsl JensTcsi aBTOMaTU3UPOBAHHbBIE CUCTEMBbI, IIPUBEIUTE UX KPATKYIO
XapaKTEPUCTUKY?

4. Tlepeuucnure pyKoBOAIIKUE TOKYMEHTHI ['ocTexkomuccun Poccuiickoit @enepanun?

5. Ha3oBuTe mojcucTeMbl, Ha KOTOPBIE Pa3eAOTCS MEXaHU3MBbI 3allUTHI.

[1pu uzyueHun TeMbl HEOOXOIUMO:

* YHUTaTh JIUTEPATYPY:

. I'ocrexxomuccus Poccun. PykoBojaamuil JOKYMEHT. «3aliuTa OT HECAaHKIIMOHHPO-
BAaHHOI'0JIOCTYIA K HH(OPMALUU, TEPMHHBI U OIPEIeISHH.

2. Tocrexkomuccusa Poccun. Pykopoadmumii 1oKkymMeHT. «KoHUENus 3aliuTel CPeiACTB
BBIYMCIUTEIBHON TEXHHKH W aBTOMATH3HMPOBAaHHBIX CHCTEM OT HECAHKIMOHHPOBAHHOTO 0-
cTymna KuHpopmanumy.

3. T'ocrexxomuccust Poccuu. PykoBojsimumii nokymeHT. «CpejlicTBa BbIYUCIUTEILHON
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TEeXHHUKH.3alIuTa OT HECAaHKIIMOHHPOBAHHOTO HocTyna K uH(popmanuu. [TokazaTenu 3alniieH -
HOCTHOT HECAHKIIMOHHUPOBAHHOTO AOCTYTIA K HHPOPMALIUH».

4. T'ocrexkomuccust Poccun. PykoBOmsmuii JOKYMEHT. «ABTOMAaTH3UPOBAHHBIE CH-
CTeMBl. 3aluTa OT HECAHKIIMOHUPOBAHHOTO JocTyna K uHdopmamuu. Knaccudukanus aBroma-
THU3WPOBAHHBIX CHCTEM M TpeOOBaHUSA 110 3aIIUTe HHPOPMALIUHY.

5. I'ocrexkomuccuss Poccuun. PykoBomsmmii JOKyMEHT. «BpemeHHOEe IONoXKeHue I10
opraHu3aid pa3pabOoTKH, HW3TOTOBJCHUS W HKCIUIyaTalMd MPOrpaMMHBIX M TEXHUYECKHX
CPeACTB3AIIUTEI CEKPETHOM HH(OPMALIUK OT HECAHKIIMOHHMPOBAHHOTO JOCTYIAa B aBTOMATHU3UPO-
BAHHBIX CHCTEMAaX M CPEJACTBAX BBIYUCIUTEIBHON TEXHUKH.

* IIOCETHTH calThl: www.sbcinfo/index.htm.

®dopwma npeacTaBIeHUs 0TYETa:
CTyJIeHT JOJKEeH U3YYUTh PYKOBOSIIMAE JOKYMEHThI ['ocTexxomuccuu Poccuiickoit de-
aepauuu. [IpenocTaBuTh 0TYET B MUCBMEHHOM BHJIC.

ITpakTuyeckasi padora Ne 7. Mojienin 0€30MaCHOCTH U UX IIPUMEHEHUE.

Llens paboTsr: [Tonydyenue 3HaHuUit 0 MeTOAaX 3anMThl MH(popMalmu. [Tonydenne 3HaHUI
¥ HaBBIKOB 10 o0ecneueHn0 HHPOPMAIIMOHHON O€30MacHOCTH OpraHU3alHH MPH €€ MOIKITI0YC-
Huu K Internet.

Conep:xanue paboThI:
N3yuuB Temy, CTYJIEHT AOJIKEH:

* 3HATh ¥ YMETh NPUMEHITH METOBI 3aIlUTEI HH(OPMALINH;

* 3HaTh, KAK OPraHU30BaTh HHPOPMALIMOHHYIO OE30MaCHOCTh B OpraHU3aIluu;

*  yMeTb NOJKIIOYUTH opraHu3aiuio K Internet ¢ codioaerneM TpedoBanuii HHGpOpMa-
[IMOHHOH 0€30MacHOCTH;

N3yuas TeMy, HE00X0IMMO aKLIEHTUPOBATH BHUMAHUE HA CJIEAYIOLIUX ITOHATHAX:

OrpaHMYEHHE JIOCTYyNa, pa3rpaHUYEHHE JOCTyIa, pasjeleHue JOoCTyla, KpHII-
Torpaduueckoe nmpeodpa3oBaHue WHPOPMALNHU, KOHTPOIb M YYET JOCTYIa, 3aKOHOIaTeJILHBIC
MEpBI.

[Topsaok n3yyenus Temel

Buapel camocTosiTenbHOM padoThl CTYJIEHTOB:

- u3yuyeHue yuednoro nocodus «MupopmarronHas 6€30MacHOCTb;

- MOJArOTOBKA K y4acTuio B (hopyme 1o teme « MeTo bl 3a1uThl UHGOPMALIUKY;
- H3YYEHHE JOMOJIHHUTEIBHON JINTEPATypHI;

- BBINOJHEHUE TECTOBBIX 3a/IaHUH 110 TeMe.

Bornpocsl Tembl

OrpanuyeHue 10CTyIma.

KoHTposs 10cTyna K anmaparype.

Pa3rpanudeHue U KOHTPOJIb JOCTyNa K UH(OPMALIMH.

Pasjesienre npuBuiaeruii Ha J0CTYII.

Wnentudukamms 1 yCTaHOBJICHHE MOATUHHOCTH 00beKTa (CyOBeKTa).
Kpunrorpadpuueckoe npeodpazoBaHne HHPOPMAIHUH.

S M

KoHTponbHbIE BOMIPOCHI 110 TEME

B uem 3akiroyacTcs OrpaHUUCHHUE JJOCTYTA K KOMITBIOTEPHBIM CUCTEMaM?

Kak kiaccuuuupyroTcs CHCTEMBI TPEBOKHON CUTHATH3AINH?

B uem 3akitouacTcs KOHTPOJIb JOCTYTIA K annaparype?

OT kaKux JCHCTBUHN 3alIMIIACT KOHTPOJIb JOCTYIIA K anmnaparype?

B uem 3akirogaeTcst KOHTPOJIb JIocTyna K MHopMaruu?

B uem 3axirouaercs paszeneHue NPpUBUIETHIT HA OCTYM?

B udem 3akirouaercs HACHTU(UKAIMS U YCTAHOBICHUE TIOUVIMHHOCTH 00bekTa (CyODb-

A

eKra)?
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8. Uto MokeT OBITh 00BEKTOM HIACHTH(PHKAIIAHN?

q30pMEl MpEACTaBJICHH OTUETA:
CTy,HeHT JOJDKCH H3YYHTh MOJICIIH 0e30MacHOCTH M HX IMPHMCHCHHC. HpEHOCTaBHTb oT-
YCT B IMCBMCHHOM BHJIC.

KoMnu1eKT THIOBBIX TeM J1a00paTOpPHBIX padoT

Hopaook evinonnenun 1abopamopmslx padbom

1) M3yunTh TEOPETHUYECKHI MaTepHal Mo TeMe 1abopaTopHOi paboThI;

2) cocTaBUTh MPOrpamMMy Ha OJHOM U3 AITOPUTMHYECKHX SI3BIKOB IPOIPAMMHUPOBAHHUS
JUIS 3a/1aHHOTO BapHaHTa 3a/laHus;

3) BBIMOJIHHUTD OTJIAKy COCTaBICHHOM IMPOrpaMMbl M IOKa3aTh MIPENOJIaBaTEelo;

4) cOCTaBUTh M 3aIMTUTB OTYET 1O J1abopaTopHOii pabore.

Jabopamopnsvie pabomui

1. briouHoe cumMMeTpUYHOE IU(ppPOBaHHE

2. NUzyuenue IIIIIT cucrem xpunrtorpaduyeckoit 3amuThl HHPOPMALUH, KIacCHYECKas
KpunTorpadusi U pacripeieseHue Kiouen

3. AcumMmeTpudHoe IH(ppoBaHUE

4. DnexTpoHHas uudpoas noamuck (DLIT)

5. IIpakTHueckoe npuMeHeHne Kpunrtorpaduu ¢ OTKpeIThIM Kitodom. [Taker PGP

6. Kpunrocucrema onepamunonHoit cucrembl Windows. CryptoAPIl: mmudpoBanue u
nemudposanue B CryptoAPI, DI B npoekrax Ha CryptoAPI

Konmponvnsie 6onpocwl k nabopamopusim pabomam
1. Oxapakrepusyiite UHGOPMALIMIO U €€ OCHOBHbBIE MOKA3aTENH.
2. OcHOBHbIE TOJIOKEHHsI 3aKOHa 00 WHpOpMaIMK, HHOOPMAIIMOHHBIX TEXHOJIOTHAX U
3ammTe HHPpOpMaIuu.
. OCHOBHBIE TTOJIO’KEHUS 3aKOHA O TOCY/IapCTBEHHOH TalHe.
. OCHOBHBIE TOJIOKEHUS 3aKOHA O 3aLUTE EPCOHATbHBIX JIAHHBIX.
. OCHOBHBIE NOJIOKEHUsI 3aKOHA 00 NEKTPOHHOH 1 (PPOBOH MOATUCH.
. Yro Takoe «1monuTHKa 6€30macHoCTH»?
. Uem oTnmMuaeTcs MOHATHE «MOJETH 0€30MacHOCTHY OT MOHSTHS «IMOJUTHKH Oe3omac-

-1 b W

HOCTU»?
8. B Kakux clydasix NpUMEHSIOTCS Moiesi Oe30macHoCcTH?
9. OcHOBHBIE MOIENTU MOJUTHK O6€30macHOCTH?
10. [TpHHIMITEI, KCTIOTB3YEMBIE JJIS TOBBIMICHHUS CTOMKOCTH mmndpa?
11. IIpuBeauTe cxemy U 00BICHUTE NMPUHIUIT PAOOTHI O7104HOrO HIK(pa.
12. Haiire xapakrepucTuky mudpa DES.
13. Haiire xapakrepuctuky mudpa 'OCT 28147-89.
14. [Tepeuncnute ocHOBHBIE pa3nmuuns mexay DES u TOCT 28147-89.
15. Yro Takoe — pexkum npumeHeHus 0siouHoro mudpa?
16. Yem oTiMyaeTcs noToyHoe U O1o4uHOe mudpoBaHue.
17. Haiite xapaktepucTuky mudpa RC4.
18. OcHOBHBIE CBOHCTBA KpUNTOrpapHIECKUX XenI-(DyHKIHH.
19. I1punuunel paboTel Xel-(pyHKIHH.
20. OcobeHHOCTH MocTpoeHne Xen-QyHKuuy Ha 0asze 6iouHoro mudpa.
21. OnumuTe oneparyio NPUBEASHHUS 110 MOJYJIO.
22. Kakumu cBoiicTBamMH 00J1a1aeT onepamus NpUBEACHHS MO0 MOJYITHO?
23. IlpuBeaure onpeaeaeHue npocToro Yucha.
24. Kakue aBa 4ucCiia Ha3bIBalOTCA B3aUMHO MPOCTHIMU?
25. Onpenenute NOHATHE 0OPATHOTO 3HAUEHHS 110 MOJLYJIIO.
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26. Chopmymupyiite mayio Teopemy depma.

27. Jlafite onmpenencuue GyHkunu Diinepa.

28. Chopmynupyiite Teopemy Dijepa.

29. IlepeunciinTe CBOHCTBA NPOCTBIX YUCETL.

30. Yem ornuyaercss KpUnTorpadus ¢ OTKPHITHIM KITFOYOM OT CUMMETPHUYHBIX MM (ppoB?
31. Onumnte anroput™ Jduddu-Xenmmana. Yem oOyciornena ero 6e30macHoCcTs?
32. Onumure anroputm Ilamupa.

33. Onumure anroput™ Iib-I'amarns.

34. Omumute anroput™ RSA. 35. Onmummure anroput™ mudposoit moamucu RSA.
36. OnumnTe anroput™ uudpoBoi noanucu Iib-I"amans.

37. Onumute anroput™ 1udposoii noanucu DSA (DSS).

3 OTAII - BJIAIETH

3apanust 1J1si IPOMEKYTOYHOI0 KOHTPOJIsI

1. KakoBsl oneparmoHHbie cucTeMbl uenolibzyeT BY3? Onucars MX BO3MOKHOCTH C TOY-
ku 3penus Ub.

2. IlpuBecTH MpUMEp CHCTEMBI PE3CPBHOIO KOMHUPOBAHUSA CEPBEPOB B KOMITAHUH.
®opmMupoBaHUE 3aUIIEHHONW BUPTYAJIbHOI CPE/ibl.
Croco0s! oneHkH 3amumeHnoct OC.
ABromaruzanuu ooHoBieHns OC.
A nmunnctpuposanue 6ezonacHoctn OC Windows.
AnmunucrpupoBanue 6e3zonacHoctu OC Jlunyke
CpencTBa IIpoBepKH U BOCCTAHOBJICHH: (hAalIOBON CHCTEMBI.
9. CucreMbl IUGPOBAHUS C OTKPHITHIM KITFOYOM.
10. HMcnonp3oBaHME CPeACTB KIOHUPOBAHUS B 3a1adax aaMuHucTpupoanus OC.
11. Co3nanue akpocTuxa.
12. Be3omacHOCTh CHCTEM C 0€3UCKOBBIMH CTAHIIMSIMH.
13. Buapl yaeTHbIxX 3amuceii B OC.

PN kW

Bonpocsl k 3a4eTy

1. Uadopmanus u e€ xapakrepucTUku. BaKHOCTh U 1IEHHOCTh HH(OPMAIIUH.

2. Buabl uadopmarmu, nopiexanue samure. Kiaccudukaius uadopmaiuu 1o crere-
HU OTPaHUYCHHOCTH JI0CTyMa K Hel [TonsaTHe TaifHbL.

3. UnadopmannoHHsie pecypchl Kak 00BeKTsl coOcTBeHHOCTH. [IpaBa rpaxxian Ha 3amm-
TY JIMYHOU MH(DOPMALIMK U MHTEJUIEKTYaIbHOU COOCTBEHHOCTH.

4. 3akounsl Poccuiickoil @enepaliiy o 3aluTe TaliHbl U UHTEJUIEKTYaJIbHON COOCTBEHHO-
CTH.

5. Kpurepuu B BeiOope cpeacTs 3amuThl. [IoHATHE KOMITJIEKCHOM 3aIlIHTHI.

6. Ucroynuku koHpuaeHIUaIbHOU HHGOpMALMKU B HH(POPMAIIMOHHBIX CUCTEMAX.

7. TexHuueckue cpefcTBa MHOOPMAIMOHHBIX CHCTEM U UX XapPAKTEPHUCTUKH C TOYKH
3peHHs HHPOPMALIMOHHOM O€30MacHOCTH.

8. JeficTBusA, mpuBoAAlmMe K He3akoHHOMY oBiaaeHunio KW (pasrnamenue, yTeuka,
HC).

9. Cnocoost HCJ/I x K. O600menHas moaens cniocoooB HCJI k ucrounnkam K.

10. Kananer yreuku uHbpopmammu TC MC. O6mias kapTuHa oOpa3oBaHHsS OIMACHBIX
CUTHAJIOB.

11. [lpuyuHbBI U YCIIOBUS BO3HUKHOBEHUS KAHAJIOB YTEYKU UH(GOPMALIUHU.

12. Cnocobsl HCJI k KW yepe3 TC UC. AKTUBHBIE U TACCUBHBIE CIIOCOOBI.

13. TexHHMKa IPOMBILIICEHHOIO IITMOHAXKA.

14. Yrposel UC. Buasl yrpo3. Buasl noteps 1 UX MPUYHHBIL.

15. Moaens napymmurens B UC.
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16. Ouenka 6e3onacHocT MIC. TpeboBanus k Oe3omacHoct MC. Ilokasarenu 3amm-
menHocTH CBT. Kiacch! 3anmmmnieHHOCTH.

17. 3amura ogunoyHoi [I9BM. Kanane! yreuku undopmanuu, METO/1bl 3a1IUThI.

18. Bimsinue apxutekTypsl OBM Ha 0Oe3omacHocTh oOpabarbiBaeMON HH(pOpPMAIHH.
[TorsaTue "3amMIéHHas apXUTeKTypa'.

19. OnepannoHHBIC CUCTEMBI, OPUEHTHPOBAHHBIC HAa O€30MaCHOCTh HH(POPMALTHH.

20. be3omacHOCTb KOMIBIOTEPHBIX CETEH - KOPHNOPATHUBHBIX M TJ00aibHbIX (00IIue
TIPUHLIMIIBI).

21. BpemnoHocHsle porpaMmbl. [IpUHIMIIBI 3aIUTHI OT UX BO3JCHCTBHUS.

22. OpraHu3annoHHBIC MEPHI 110 3amuTe nH(Gopmannun Ha DBM.

23. CraHaapTHbie CPEICTBA 3aIUTHI (ANMAPAaTHBIC U MPOIPAMMHBIE).

24. Hcnonb3oBaHue KpUITOrpaGprUecKUX METOIOB JIJIsl 3AIUThI JIEKTPOHHOM TOKYMEH-
TalMH.

25. IlpoTHROMpPaBHOE HCIOJIB30BAHHE KOMIBIOTEPOB. CYNIHOCTE KOMIBIOTEPHBIX Mpe-
CTYIUIEHUH.

26. Knaccudukarus KOMIBIOTEPHBIX TpecTyIuleHnd. 3akoHbl PD o mpecryruieHUsX B
chepe KOMIBbIOTepHOH HH(pOPMAaLIHH.

TecTupoBanue

Bomnpoc Ne 1.

Bompoc: uapopmarus - 310

HeBepHo: akTyalbHOCTb 3allIUThI

HesepHo: nepcoHaibHbIE JaHHbIE

HesepHo: na"HbIe MEK/ly HAYaJIOM M KOHIIOM CETEBOI'0 IaKeTa

HeBepHO: MHTEpBan BpEMEHN MEKy ITOCBUIKOH NTaKeTOB B CETh

Bepno: cBenenus o nuuax, npeamerax, Gpaxrax, COObITUAX, SBICHUAX U MTPOLIECCAX HE3aBUCUMO
OT ()OPMBI UX MPEJICTABICHUS

Bompoc Ne 2.

Bonpoc: /Ing ynoBneTBopeHUst 3aKOHHBIX IPAB M HHTEPECOB CYOBEKTOB 1151 00eCeYeHus: UX
UH(POPMALMOHHOM 6€30MaCHOCTH HEOOXO0AUMO MTOCTOSIHHO MOIEPKUBATH OJTHO U3 CIEAYIONIMX
CBOMCTB HH(OpPMAITHH U CUCTEM ee 00paboTKH:

HepepHo: 00beM

Bepno: nenoctHocth

HeBepHO: KOHTPOJIbHYIO CYMMY

HeBepHo: MaTpuIly AOCTyNa MpH NakeTHOH Tepenade

HeBepHO: 0CMBICIIEHHOCTD

Bomnpoc Ne 3.

Bonpoc: MnpopmanmonHas 6e301acHOCTb — 3TO

HeBepHo: mperpaxkieHie MOTOKOB HEHYKHOH BpeqHON MHpOpMauuu B nepcoHanbHOit OBM ¢
MOMOILBIO 3aIIUTHBIX IPOrpaMM

BepHo: cocTosiHME 3alMIIEHHOCTH WH(OPMAIMOHHON cpeibl o0liecTBa, obecreyuBaromee ee
(opMHupOBaHKE, UCTIOIB30BAHUE H PA3BUTHE B HHTEPECAX IPakaaH, OpraHu3aluii, rocy1apcTsa
HesepHo: mu@poanue JaHHBIX IPU Nepeaaye Mo BCEM BUAaM KaHAJIOB CBA3H

Hesepno: 6e3onacHocTh cpeacTB 00paboTKH, KOMUPOBAHUS, CYUTLIBAHUSA MH(OpPMAIIUK B aBTO-
MaTH3HPOBAHHBIX CHCTEMAX

HeBepHo: npuMeHEeHHE BCEX BUJIOB U yPOBHEH OXpaHbl HH(POPMAIMK B aBTOMAaTH3HPOBAHHBIX U
HEaBTOMAaTU3MPOBAHHBIX cUCTeMax 00paboTku MHpOpMaLH
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Bomnpoc Ne 4.

Bonpoc: Jloktprna napopmanmonHoi 6ezonacnoctn Poccniickoit @enepannu - 310

HesepHo: noctynHocts HHGOpMALIMK TOIBKO ONpPeAenEHHOMY KPYTy JUL, rapaHTUsi CYLIECTBO-
BaHUsI WHPOPMALIUU B UCXOJHOM BHJE, BO3MOKHOCTh NMOJYYCHHs HH(DOpMaIMK aBTOPH30BaH-
HBIM TI0JIb30BaTENIeM B HYKHOE JIJI1 HEro BpeMs.

HeBepHo: opranm3anus COBOKYNHOCTH HH()OPMAIMOHHBIX MPOIIECCOB B aBTOMATH3MPOBAHHOMH
CUCTEME IS €€ 3alUThI

HeBepHo: jesATelbHOCTb, HANPABJICHHAsT HA MPEIOTBpAIllEHHe YTEUKH 3alluiiaeMoil uadopma-
LI1H, HECAaHKIIMOHUPOBAHHBIX W HEMpeJHaMEepEeHHBIX BO3JCHCTBUN Ha 3aliMIIaeMyro HH(popMa-
LU0

BepHo: coBokynHocTh OGhULMANBHBIX B3MJISAJIOB HA LEJNH, 3aJayd, MPUHLUIBI U OCHOBHBLIE
HanpaBleHUs odecnieyeHus nHopMaMoHHOH Oe3onacHocTH Poccuiickoit @enepanuu

Bompoc Ne 5.

Bonpoc: koHbuaeHIIHaTBHOCTD — 3TO

HesepHo: rapanTus cyniecTBOBaHUS HH(OPMALIMK B UCXOIHOM BH/IE

BepHo: mocTynmHOCTh HH(GOPMAIIMU TOIBKO OMPEICIEHHOMY KPYTY JINIL

HeBepHO: BO3MOXKHOCTh MOMy4YeHHE MH()OPMAUNK aBTOPHU30BAaHHBIM TI0IB30BATEIEM B HYKHOE
JUTsl HETO BpEMsi

HeBepHo: BO3BMOXKHOCTDH YCTAHOBJICHHUsI aBTOpa HHPOpMAILIUH

HepepHO: BO3MOKHOCTD JI0Ka3aTh, YTO aBTOPOM SIBJIACTCS MMEHHO 3asBJICHHBIH YENOBEK, U HE
HHUKTO JIPYrou

Bomnpoc Ne 6.

Bonpoc: nporiecc pacrno3HaBaHus JIEMEHTa CHCTEMBI, 00BIYHO C TIOMOIIBIO 3apaHee Ompee/ieH-
HOTO HJEHTH(UKATOpa WIN APYroi YHUKAIbHOM HHYOPMALIUK — 3TO ###

Bepno: naentudukanms

Bomnpoc Ne 7.

Bomnpoc: 3ammra nadopmarmm (I'OCT 350922-96) - ato

Hesepno: undopmanmontas 0€30nacHOCTb

BepHo: nesTenbHOCTh, HallpaBJieHHasl Ha NPEI0TBpallleHHe YTeUKH 3alluiiaeMoi HHpopMaLuu,
HECAHKIIMOHUPOBAHHBIX U HENpeIHAMEPEHHBIX BO3JACHCTBHUI Ha 3aIMIIIAEMY0 HH(POpMAIIHIO
HeBepHO: BO3MOYKHOCTH YCTaHOBJICHHS aBTOpa HHGOpMaLnu

Hesepno: 3amunieHHOCTh HH(pOpMAIIUKA ¥ TIOAAEPKUBAIOIIENH €€ UH(PPACTPYKTYPhl OT Cly4aii-
HBIX WIH MpeJHAMEPEHHBIX BO3ACHCTBHI €CTECTBEHHOIO MJIM UCKYCCTBEHHOI'O Xapakrepa, KOTo-
pble MOTYT HaHECTH ylIepO BIaaeblaM HIIH MOJIb30BaTeIAM HHDOPMAIIHH

HeBepHO: coCcTOSHUE 3alUIIEHHOCTH HHPOPMAIIHOHHOM cpe/pl 0b1miecTBa, odecneunBaroliee ee
(hopMupoBaHHe, UCTIOIL30BAHUE U PA3BUTUE B UHTEpPECaX IPayIaH, OpraHu3alluii, rocyaapcTBa

Bomnpoc Ne 8.

Bompoc: Kanan yreuku napopmanuu — 310

HesepHo: BeneHre mpoTUBOCTOSIIEH CTOPOHOM TEXHUYECKOM U areHTYPHOH pa3BeIKU

BepHo: COBOKYITHOCTh UCTOYHHMKA WH(POPMALIUK, MATEPUAJILHOTO HOCUTENSI WIH CPe/bl pacipo-
CTpaHEHMsl HECYIIEro yKa3aHHYI0 MH(OPMAIMIO CHUTHAJA M CPEACTBA BbIJENEHUs MH(OpMaIUH
W3 CUTHAJIAa WJIA HOCHUTEJS

HesepHo: HecoO01eHre NEPCOHAIOM HOPM, TpeOoBaHuil, mpaBuj dkcruryaraiuu AC

HesepHno: onenka peanbHOi 3((EKTUBHOCTH TPUMEHSIEMbIX HAa MPEANPHITHA Mep 3allUThbl
MH(POPMALIAU U TIPEIOKEHHS 110 MX COBEPUICHCTBOBAHUIO

HeBepHO: 1esATeIbHOCTD, HANPABICHHAS HA MPEAOTBPAILICHUE YTEUKH 3alluiiaeMoi uHpopma-
UMK, HECAHKI[UOHUPOBAHHBIX U HENpeIHAMEPEHHBIX BO3IEHCTBHI Ha 3auiuilaeMyr0 uHpopMa-
U0
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Bomnpoc Ne 9.

Bompoc: ITapamerpuueckuii kKaHan yTeukun MHGOpMaIiu

HeBepHo: mnpencrasiser BCroMorateibHble CPEICTBA, BBIXOISMIIME 3a Ipefeibl KOHTPOJIUPY-
€MOI1 30HBI

BepHo: dopmupyercs mytem "BbIcokodacToTHoro obmydenus” TCOM, mpu B3aumoaeicTBHH
AIEKTPOMArHUTHOTO ToJIsA KoToporo ¢ aneMeHTamMu TCOUW mpoucxoauT mepensnyydeHHe dJeK-
TPOMArHUTHOT'O MOJIsl, IPOMOAYIUPOBAHHOIO HH(POPMALIMOHHBIM CUTHAJIOM

HesepHo: BKJIIOYAaeT ONUCAHHUE TEXHOJIOIMHW OOpabOTKM JAHHBIX B 3aIIMIIAEMOH IMOJCHCTEME,
aHaJIM3 yrpo3 U OLIEHKY pUCKa HaHeceHHs yiuepOa, mpaBHiia 3KCILTyaTallid CUCTEMBbI, HE00X0-
AUMBIH HAOOp HHCTPYKUMH JOKHOCTHBIM JIMLIAM

HesepHno: omnpenenser oOumyr0o cucteMmy B3IVISZIOB B OpraHu3aliid Ha MOpoOJIeMy 3allUThl
uHpopmauun B AC M MyTH pemieHust 3TOi MpoOiieMbl ¢ Y4€TOM HAKOIUIEHHOTO OIbITa W
COBPEMEHHBIX TEHJICHLIUI ee pa3BHTHSA

HeBepHo: ompenenseT KOMIUIEKC KOHKPETHBIX OPTaHH3allMOHHO-TEXHHYCCKHUX MEp IO 3alluTe
uHdopMalnK, a TAKKE HE3aKOHHOTO BMENIATENLCTBA B Npolece GYHKIMOHUPOBAHUS KOHKPET-
Hoit AC

Hesepho: pa3BuBaer Konuenuuio HanuoHaabHOW Oe3omacHocTH Poccuiickoit denepanmn npu-
MEHHUTEIBHO K HHpOpMAIMOHHOH cdhepe

Bonpoc Ne 10.

Bomnpoc: cBeneHus o nunax, npeaMerax, pakTax, COObITHAX, ABICHUAX U MPOIECCAX HE3aBUCUMO
OT ()OpPMBI UX MPE/ICTABICHUS H#H##

Bepno: nndopmanus

Bonpoce Ne 11.

Bomnpoc: Konuenuus obecneuenns nHGOpMalnoHHON 0€30MacHOCTH

HesepHo: onpeaensieT KOMIUIEKC KOHKPETHBIX OPraHU3alMOHHO-TEXHHUYECKUX MEp M0 3aluTe
UH(OPMALIUK, a TAK)Ke HE3aKOHHOT'O BMEIIATeNbCTBA B Npolece (yHKIMOHUPOBAHUS KOHKPET-
Hoit AC

HeBepHoO: Takoro Het

Hesepno: cnacaer BinangensieB AC 0T HEOOXOAUMOCTUA MPUHATUS KapIUHAIBHBIX MEpP MO MOJI-
HOI{ 3aMeHe CPEeJICTB 3alUThl HA HOBbIE

BepHno: onpenenser o011y CUCTEMY B3IJIS0B B OpraHU3alMKU Ha MpoOiieMy 3alluThl HHPOpMa-
i B AC U IyTH pemieHHs 3TOH mpoOIeMbl ¢ YyH4EeTOM HAaKOIUICHHOTO OMBITa U COBPEMEHHBIX
TEHJICHIIUI €€ Pa3BUTHUSI

Hesepno: omnpenenser npaswia oOpamieHuss ¢ uHdoOpMalMeld ¥ OTBETCTBEHHOCTh CYObEKTOB
MH(POPMALIMOHHBIX OTHOLIEHUH 3a UX COOMI0AeHNE

HeBepHO: HH OHO U3 IEPEUUCICHHBIX

Bomnpoc Ne 12.

Bonpoc: Hapymurens — 3to

HeBepHO: MHAYKIMOHHBIH KaHal NEpexBaTa, HE TPEOYIONIMI KOHTAKTHOTO MOJAKIIOUCHHUS K
KaHaJlaM CBsI3U

HeBepHO: COBOKYIHOCTh MCTOYHHMKA MH(OpPMALMK, MAaTEPHATLHOIO HOCUTENS WM Cpejibl pac-
NPOCTPAHEHHUS HECYIEro yKa3aHHYyl0 MH(OpPMalUIO CUTHAIA U CPEJICTBA BhIAEIEHUS MH(pOpMa-
LIMH W3 CUTHAJA WIX HOCUTENA

HeBepHo: KOMITIEKCHI CIIEHHATBHOIO TEXHHUECKOTO U IPOrpaMMHOro o0ecnedeHus, peiHa3Ha-
YeHHbIE IS IPeIOTBPALEeH s yTedkn 00padaTeiBaeMoil uiu Xpausineiics nHdopmanum

BepHo: 11110, NpeAnpUHABILIEE MONBITKY BBIOJHEHHUS 3alpelIeHHBIX ONepanuii no omuodke, He-
3HAHHIO WJIH OCO3HAHHO CO 3JIBIM YMBICIOM MIM 0€3 TAKOBOTO M HCMOJIB3YIOIICE A 3TOTO pas-
JUYHbIE BO3MOKHOCTH, METOJbI U CPEACTBA

Hesepno: mmpetocTaBiieHue cyObeKTy IIpaB Ha JOCTYI K O0BEKTY
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HeBepHOI HH OJHO H3 IICPEYHUCIICHHBIX

Bonpoc Ne 13.

Bomnpoc: DnekTpudeckuil kKaHal nepexsara uHGOpMaI|u

HeBepHo: He TpeOyeT KOHTAKTHOTO MOJAKIIOYEHUS K KaHallaM CBS3H

Bepro: npeanonaraeT KOHTAKTHOE MOJKJIOYEHHE K JIMHUAM CBSI3H

Hesepno: dopmupyercs nyrem "BoicokouactotHoro oonydenus” TCOMW, npu B3aumoeiicTBun
AJIEKTPOMArHUTHOrO ToJsi Kotoporo ¢ 3neMeHTamu TCOUW npoucxoaurt nepeusnydyeHue 3iek-
TPOMArHUTHOTO MOJIsA, TPOMOIYJIMPOBAHHOTO HH(DOPMAIIHOHHBIM CUTHAJIOM

HeBepHo: ucnone3yeT cpey pacpoOCTpaHEHHUs BO3YX

HeBepHo: HU 0JTHO U3 NEPEUUCITIEHHBIX

Bomnpoc Ne 14.

Bompoc: ¥Yrposa — 310

HesepHo: npoBepka NOAIMHHOCTH UACHTHU(UKAIMU MOJIH30BATEJIS, MIPOLECCa, YCTPOUCTBA WU
APYroro KOMIOHEHTA CHCTEMBI

BepHo: nmoTeHIManpHO BO3MOKHOE COOBITHE, ACHCTBUE, MPOLIECC UM SABJICHUE, KOTOPOE MOKET
NPUBECTH K HAHECEHMIO yuiepda ubNMM-1100 MHTEpecamMm

HeBepHo: cOBOKyNHOCTh MCTOYHHMKA MH(MOPMALUU, MATEPUATLHOIO HOCUTEINS WIIM CPEAbl pac-
NPOCTPAHEHHUs] HECYILETr0 YKa3aHHYI0 MH(POPMALMIO CUTHAlla U CPeJICTBA BblACIeHUs HHpOpMa-
LMY U3 CUTHAJIA WU HOCUTEIIA

HeBepHO: BcrmoMoraTenbHbBIC CPEICTBA, BBIXOAAIINE 3@ MPEACIbl KOHTPOIUPYEMOI 30HBI, a Tak-
’Ke MOCTOPOHHUE MTPOBO/IA U Ka0esId, K HUM He OTHOCSLIUECS

HeBepHo: mpennonoxkeHus 0 KaTeropusx JIML, K KOTOPbIM MOKET MPUHAIIIEkKATh HAPYILIUTEIb

Bonpoc Ne 15.

Bonpoc: buomerpus - ato

BepHo: pa3znen Hayku, 3aHUMAIOIIMICS KOJIMYECTBEHHBIMU OHOJIOrMYECKUMHU IKCIIEPUMEHTAMU C
NIPUBJICYCHUEM METOJIOB MaTEMAaTHUECKOH CTATUCTUKH

HeBepHO: makTUIOCKOMHSA

HesepHo: pacno3naBanus nuua

HesepHo: BeprdHKaius Mo IIicH

Hesepno: ndpoBoii koa

Bonpoc Ne 16.

Bonpoc: mumno, npeanprHsABILIEe MONBITKY BLINOJIHEHUS 3alPEIICHHBIX Orepalyil (qeicTBuil) 1o
omnOKe, He3HAHUIO MITM OCO3HAHHO CO 37IbIM YMBICIIOM (M3 KOPBICTHBIX MHTEPECOB) WM 0e3 Ta-
KOBOTO (paau UTPbI WIN YJOBOJIBCTBUS, C LIEJIBI0 CAMOYTBEPKACHUS U T.I1.) #H##

Bepno: napyumurens

Bomnpoc Ne 17.

Bompoc: st coxpaneHus roJI0COBOTO OTnevaTka Tpedyercs o0beM:
Hesepno: 8 our

Bepno: 30 kbaiit

Hesepno: 300 mOaiiT

Hesepno: 1 I'Gaiir

Hesepno: 1 Kbur

Bomnpoc Ne 18.
Bompoc: craTndeckue MeTo1bl ONOMETPUYIECKON HACHTH(HKAINH -
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HeBepHO: OCHOBBIBAOTCS Ha MOBEJCHYECKOM XapaKTepUCTHKE YeIOBEeKa — OCOOEHHOCTSX, Xa-
PaKTEPHBIX I MOACO3HATEIBHBIX ABMKCHHUH B MPOLIECCE BOCIMPOU3BEACHUSA KaKOro-mubo aeii-
CTBUSL

HesepHo: obecrieunBaloT MOCTOSIHHbIE XapaKTEPUCTHKHU ONpee/ieHHs WASHTUDUKATOPA
HeBepHo: Hen3MeHHBIE BEPOSTHOCTH CTATUCTHYECKOTO METO1A

HeBepHO: HH OHO U3 IEPEUUCICHHBIX

BepHo: ocHOBbIBatOTCS Ha (PU3MOJIOTMYECKOM XapaKTEPUCTUKE YEJIOBEKA, TO €CTh YHHUKAJIbHOM
CBOICTBE, JAHHOM €My OT POKIEHUS! H HEOThEMJIIEMOM OT HEro

Bonpoc Ne 19.

Bonpoc: IIporpaMmmHoe pa3MarHu4uBaHue -

HesepHo: ynanenue nporpaMm ¢ NOMOIIbIO MarHuTa

HesepHo: He cymecTByer

HeBepHo: cocTout u3 6osee ueM Tpex uinu 0osee JOrHuecKux yacTei

HeBepHo: HU OJHO U3 MEPEUUCTEHHBIX

BepHo: yHHUYTOKE€HUE TaHHBIX HA MArHUTHOM HOCHTEJIE IyTEeM MHOTOKPATHOW ONepaluy 3aru-
CH pa3IM4YHbIMU IICEBAOCTYYaHBIMU KOJIaMU

Bonpoc Ne 20.

Bomnpoc: Ciyx6a KOMIIBIOTEpHOM 0€30MacHOCTH — 3TO

Hesepho: popmupoBanue TpeOOBaHHUI K CUCTEME 3alMTHI B Tiporiecce cozaanus AC

BepHo: miTaTHOE WM HEMITAaTHOE MOApa3AeiIeHHE, CO3AaBacMoe I OpraHU3alMH KBaIH(HUIIN-
POBAaHHOM pa3pabOTKK CUCTEMBI 3a1IMTHI HH(pOpMAIUU U oOecrieyeHus ee QYHKIMOHUPOBAHUS
HeBepHo: 10MONMHUTENIbHBIE HEYI00CTBA, CBSI3aHHbIE ¢ OOJILIIMM 00bEMOM PYTUHHOMN (hopMalib-
HOI IesITeIbBHOCTH

HesepHo: ciyx0a oxXpaHbl, HCIIOIB3YIONIasA B pab0oTe KOMIBIOTEPH! U1 HAOMIOICHUS U OXPaHBbl
HeBepHo: oxpaHa KOMIbIOTEPHOW TEXHUKHU MPEANIPUATHS CI1YKO00H O€30MacHOCTH

HeBepHo: HU OJTHO U3 EPEUUCTIEHHOTO

Bompoc Ne 21.

Bonpoc: Ayrentudukaius — 3to

BepHo: npoBepka MOMJIMHHOCTA HMAESHTH(PUKALIMU IOJIb30BATENsl, MPOLEcca, YCTPOCcTBa HITU
APYroro KOMIOHEHTA CHCTEMBI

HesepHo: paboTa 3a rpaHbIO0 CHCTEMBI 3aLUTHI PEATPHUATHS

Hesepno: nepenaya npas 1nojb30BaHus HHGOpPMALIMEN APYTrOMY JIUILY

Hesepho: nepenaya nHGOpMaUH 110 3alUIIEHHOMY KaHATY CBS3H

HesepHo: nepenaua uH(GOpMaIK MO HE3AMUIICHHOMY KaHaTy CBA3H

Bonpoc Ne 22.

Bomnpoc: creranorpadus —3to

HeBepHo: ncnosib3oBanue mudpoBaHus NpU Nepeaade JaHHbIX

BepHo: Hayka o CKpbITOH nepenade HHpopMaIu MyTéM COXpaHEHHUs B TailHe caMoro (akra mne-
penayu

HesepHo: pa3jien HayKH O MPOrpaMMHBIX CPEICTBAX 3aKPbITHs WHPOPMALIUK

HeBepHo: anmapaTHOE CPe/ICTBO 3aIUThI HH(POPMAIHH

HeBepHo: nepemernmBanue 010KOB TEKCTa IS HEBO3MOKHOCTH IIPOYTEHHSA

Hesepno: Hayka 00 ucuesnysieir “HhopMauu

Bomnpoc Ne 23.

Bomnpoc: Mogynsanuus — 31o

HesepHo: usmenenue cojepkanusi MHPOPMAIMOHHOTO KOHTEHHEpAa HA HOBOE HEYUTAEMOE
Hesepno: mporecc, o0paTHbIit creranorpadun
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HepepHo: BbIiesieHHe TOIe3HOH MH(OpMALUK U3 3aKOIMPOBAHHOTO COOOIICHUS

BepHo: nporecc u3MeHEHHS OHOTO HJIH HECKOJIBKHUX MapaMeTPOB BBICOKOYACTOTHOTO MOIYJIH-
pyemMoro koyiebaHus 1o 3aKOHy MH()OPMALIMOHHOTO HU3KOYACTOTHOI'O COOOIIEHHUS

HeBepHo: mpuMeHeHHe METOI0B IPOrPaAMMHOT0 CTHpaHHs UH(POpMALIUN

HesepHo: nepeceueHre HHGOPMAIIHOHHBIX TTOTOKOB C LIETbI0 COKPBITUS COJIEPKUMOTO KaXKI0TO
W3 HUX

HesepHo: pacnpocTpaneHue naHHBIX Yepe3 udpyromiee yCTpoucTBo

Bonpoc Ne 24.

Bompoc: Camblit BepXHHIT YPOBEHbB 3alLUThI —
HesepHo: Texunueckui

HesepHo: cMemanHbIii

HesepHo: mporpaMMHbIii

BepHo: 3aKkOHOATEIBHBIN

HesepHo: nunkeHepHbIi

Hesepno: ynpasisitonmit

HesepHo: opranu3aliiOHHBINI

Bonpoc Ne 25.

Bonpoc: 310yMbIlJIEHHHK — 3TO

Hesepno: mons3oBarens DBM, He coOIr0Iar0NIMIA TpaBHIIa MOJB30BAHUSA

HeBepHO: BHYTpEHHMIT HAPYIIUTEIb aBTOMATH3HPOBAHHON CHCTEMBI 00pabOTKH HHpOpMAIIIH
HegepHo: nuio, ucnonb3yloiee nporpaMmsl sl CEKPETHOTO KOMUPOBAHUS

BepHo: none3oBaTens Unu nporpamMma, HEPaBOMOYHO IBITAIOUIMECS MOJYYHMTH JOCTYIl K OT-
JeIbHOMY KOMITBIOTEPY MIIM KOMIIBIOTEPHOH CETH

HeBepHo: HeneranpHbIi nonp3oBarens OBM

HesepHo: ObIBIIMI COTPYIHUK, UMEIOLIMH MpaBa AOCTYMA K CUCTEME

Bomnpoc Ne 26.

Bomnpoc: BuOpanoHHbIH KaHaT YTEYKH HH(POPMALMH UMEET CPEI0H pacpoCTpaHCHHUS
Hesepno: Bo3nyx

BepHo: KoHCTpYKIMU 31aHUI

HesepHo: 31eKTpPOMarHuTHEIC BOJIHBI

HesepHo: ontnueckuii 1y

HeepHo: HU 0/1HO U3 EPEYHCIICHHBIX

Bomnpoc Ne 27.

BOHPOC: KOCBCHHBIC KaHaJIbl IPOHHKHOBCHHA B CHCTCMY

HesepHo: TpeOyOT NPOHUKHOBEHHUS B MMOMEILIEHUS, /1€ PACIOJ0KEHBI KOMIIOHEHThI CUCTEMBbI
HeBepHo: HU 0JTHO U3 NEPEUUCTIEHHBIX

HesepHo: TpeOy0T HAIMUMs MapoJis IS BXOJIa B CHCTEMY

HeBepHO: HCTIONB3YIOT COBMECTHOE HCIONB30BaHuE pecypcoB AC

Bepno: He TpeOYIOT NPOHUKHOBEHHUS B IOMEILIEHHS, /1€ PACIIOI0KEHBI KOMIIOHEHThBI CUCTEMBbI
HeBepHo: HU 0JJHO U3 NEPEUUCTICHHBIX

Bonpoc Ne 28.

Bonpoc: Lenocruocts nudopmanuu — 310

BepHo: criocoOHOCTH cpejicTBa BHIYUCIUTEILHOM TEXHUKU WIIM aBTOMAaTH3UPOBAHHOM CHCTEMBI
obecrieynBaTh HEM3MEHHOCTh MH(MOPMAIIMK B YCIOBUAX CIY4aiHOTO M (WJIM) MpeHaMEPEHHOTO
HCKaKCHHA

Hesepho: criocod orpanuueHus 10CTyna Mojib30BaTeiell K KOMIbIOTEPHOH CUCTEME UK ee (aii-
JIaM C MCII0JIb30BaHHEM METO/1a apOJIUPOBAHHS
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HeepHo: mpenoTBpalieHue WM CYIIECTBEHHOE 3aTPy/IHEHHE HECAHKLIIMOHUPOBAHHOTO JIOCTyTa
HeBepHoO: yHUKaNBHEIH MPU3HAK CyOBEKTa MM O0BEKTA JOCTYTIA

HesepHo: coctosiHue 3alIMIIEHHOCTA UH()OPMALIMOHHO# cpefibl 00111ecTBa, 00eCneurBalolIee ee
(hopMHpoBaHHe U pa3BUTHE B MHTEPECaX I'PakJiaH, OpraHu3aluid U rocyaapcraa

HeBepHo: pasrpaHHueHHe JTOCTyINa MEXIY MOMMEHOBAaHHBIMUA CYOBEKTaMH W TIOWMEHOBAaHHBIMHU
00BeKTaAMH

Bonpoc Ne 29.

Bonpoc: Mojens Hapymuress — 3To

HeerepHo: onucanne npouecca B31omMa KOMIBIOTEPHONH CHCTEMBI

HeBepHo: xapakTepUCTUKM B3aUMOJECUCTBUS UHGOPMALIMOHHBLIX IMPOLECCOB MPU B3JIOME CH-
CTEMBI

HesepHo: onvcanne AeiiCTBHIA 10 3aIUTE aBTOMATU3MPOBAHHON CHCTEMBbI

BepHo: abctpaktHoe ((opmanu3oBaHHOE WM He(OPMATH30BAHHOE) OMHCAHHE HAPYIIHTEINs
NpaBuJI pa3rpaHUYEHUs JOCTYIA

Hesepho: eaununa vHGOPMAIMOHHOTO pecypca aBTOMATU3UPOBAHHON CHCTEMBI, JOCTYI K KOTO-
pO¥i perIaMeHTUpyeTCs MpaBUIaMH pa3rpaHUYeHUs TOCTyIa

Bonpoc Ne 30.

Bomnpoc: ObpaboTka uHpopManuy -

HepepHo: n3yueHMe XapakTepUCTUK MOJIb30BaTeNneil MHPOPMAIIMOHHOM CHCTEMBI

HepepHo: koaupoBaHue u mudpoBaHue HHPOPMALMOHHBIX TTOTOKOB

HeBepHo: KBaHTOBaHHE NPOLIECCOB BHIYUCIUTEIBHOW CUCTEMBI

HeBepHo: pa3/ie/iioT BHIYUCIUTEIbHOE BPEeMs [TIABHOT'O cepBepa

HepepHo: pa3zieneHue 10CTyna v MOJTHOMOYMi B aBTOMAaTU3MPOBAHHOI cucTeMe

Bepho: cbop, xpaHeHue, 00paboTka U BOCIPOM3BEICHUE JAHHBIX CPEACTBAMHU BBIUNCIHTEIBHON
TEXHUKN

Bomnpoc Ne 31.

Bonpoc: [elicTBus, npeanpuHUMaeMble KPUITOAHAIUTHKOM C LIEJIBIO PACKPBITHS CEKPETHOTO
KJIIOYa - 9TO #H#

Bepno: araka

Bompoc Ne 32.
Bonpoc: Kpunronorust coctout u3 nByx yacrei: 1) kpunrorpadus 2) ###
Bepno: kpuntoananus

Bompoc Ne 33.

Bormpoc: ToacayiimBanie co CTOpOHbI MPOTUBHUKA HA3LIBACTCS
HeBepHo: akTMBHBIM IepexBaTOM COOOLIEHHI

BepHo: maccHBHBIM MepexBaToM COOOIIEHHI

HeeepHo: moacMaTpuBaHueM 3a COOOIICHUSAMHU

HeBepHo: 3710yMBIIUIEHHBIM IEPEXBATOM COOOIICHU

HesepHo: BbiieneHueM HHOOPMAIHH U3 COOOIICHHS

Bompoc Ne 34.

Bonpoc: npsimoe/odpaTtHoe kpunTorpaduyeckoe npeodpazoBaHUe, BHINIOIHAEMOE B X0ae mud-
pOBaHUsI OTKPLITOTO TeKcTa U AeiuppoBanus mrdporekcTa — 3To #H##

Bepno: kpuntoanroputm

Bonpoc Ne 35.
Bomnpoc: TlepBblii aroput™ Jutst 0000IIeHHOTO MH(POBAHKS ¢ OTKPBITHIM KJIIOUOM —
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HesepHo: x311 QyHKIHA

Bepno: anroput™m proksaka
Hesepno: anroputm Db ["amans
Hesepno: anropurm [le byapaza
Hesepno: DES

Bonpoc Ne 36.

Bomnpoc: nporece pacrio3HaBaHus JI€MEHTa CUCTEMbI, 00BIYHO € OMOIIBIO 3apaHee OINpe/ieIeH-
HOTO UIEHTH(HKATOPA WIIN APYTOil YHUKAIBHOM HH(POPMALIUU — 3TO

Bepno: nunentudukanus

Hesepno: cucremorexHuka

HesepHo: auckperusanus

Hesepno: peanuzanus

Hesepno: oundposka

HesepHo: oTneyaTok nasbiia

Bomnpoc Ne 37.

Bomnpoc: mudp, KoTOpEIi NMpu KakaoM MmH(POBaAaHUH MPEBpaIIacT OAUH U TOT K¢ OUT uiu OalT
OTKPBITOT'O TEKCTA B pa3iuyHble OUTHI UM OalThl KU(ppoTEKCTA —

Hesepno: 61109HbII

Bepno: moTokoBbIi

HesepHo: KoNbLIEBOMH

HesepHo: ananoroBsiii

Hesepno: uudpooii

Bompoc Ne 38.

Bonpoc: kpunrorpadus ¢ CEKpEeTHBIMU KITIOUYAMH UCIIOIb3YET
HeBepHo: acUMMeTpHYHbBIE alTOPUTMbI IUDPOBAHUS

BepHo: cUMMeTpUYHbIE aNrOPUTMbI IIM(PPOBAHUA

HeBepHO: CBepXCHMMETPHUYHBIC aIrOPUTMBI IIH(POBAHUS
HesepHo: KosblieBbIe aIrOpUTMbI IIU(POBAHUS

HeBepHo: 110CKue anropuTMbl muAdpOBaHUs

Bompoc Ne 39.

Bonpoc: nosyyeHue OTKpbITOro TeKCTa 1o Had0aaeMoMy IUAGPOTEKCTY —
HesepHo: kpunronorus

Bepno: kpuntoananus

Hesepro: kpunrorpadus

Hesepno: kpunrocucrema

HeBepHo: HeCaHKIIMOHUPOBAHHBINA AOCTYII

HesepHo: kpuntokiou

Bonpoc Ne 40.

Bomnpoc: cBeienus o unax, npeaMerax, pakrax, CoObITUsIX, SBJICHUAX U NPOIECCaX HE3aBUCUMO
oT (hOpMBI UX TIpeJICTaBICHHS HH#

BepHo: napopmanus

Bonpoc Ne 41.

Bomnpoc: 3akmouyaercs B 3aMeHe Kaxk10i OyKBbI Ha CIEIYIOLIYIO 3a Heil B andaBuTe yepes He-
KOTOpOE 3a/JaHHOE YHCIIO OYKB

Hesepno: mudp 21b Namans

Hesepno: mmdp DES
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Hesepno: mmdp e bByasapa

Bepno: mmdp Liesaps

Hesepno: mudp 3DES

HeBepHo: HU 0JTHO U3 NEPEUUCTIEHHBIX

Bompoc Ne 42.

Bonpoc: Kpunrocroiikocts — 310

HeBepHo: BO3MOKHOCTB ObICTPOTr0 BCKPBITHS HHdpa

HeBepHo: BO3MOKHOCTB J10JITOi paboThl 6€3 yTpaThl TOBepHs

HeBepHO: CBOHCTBO KPUNITOCUCTEMBI MO HAACKHOMY M POBAHUIO

BepHo: cBOHCTBO KPUIITOCHCTEMBI BbIIEP/KUBATH BCE PA3HOBHIHOCTH aTaK

HeBepHo: cBOMCTBO KpUNITOCHCTEMBI BbIIEPKUBATH BCE BUJIbI MHTEIEKTYaIbHBIX aTaK
HeBepHO: HM 0JTHO U3 EPEUNCTICHHBIX

Bonpoc Ne 43.

Bomnpoc: 6panimaysp —

HeBepHo: aHTHBHPYCHOE IIpOrpaMMHOE oOecrieueHme

Bepno: 6aprep, 3alUIIAOMINN OT MOMBITOK 3JI0YMBIIIICHHUKOB BTOPTHYTBCS B CETh
HeBepHo: momnbiTKa NPOHUKHOBEHUS B CUCTEMY Y€pe3 KOMITBIOTEPHYIO CETh
HeBepHo: ucnons3yer cpefy pacnpocTpaHeHHs BO31yX

HesepHo: mporpaMma a1t opraHM3aiii BUPTYaIbHOW «IIECOYHHIIBIY

Bonpoc Ne 44,

Bonpoc: Anonumaiizep — 310

HeBepHo: mpoBepka NMOUIMHHOCTH MAEHTH(HKAIIMK TMOJIB30BaTENs, Mpolecca, YCTpoHcTBa WIN
APYroro KOMMOHEHTA CHCTEMBI

Bepno: mnporpamma, mno3Bossionias 3aMacKupoBaTh CBOM pealibHbIM [P-anpec, wucnonb3ys
AHOHHUMHBIE POKCH-CEPBEPDI

HeBepHO: COBOKYNMHOCTh MCTOYHHKA MH(DOPMALHU, MAaTEPUATBHOTO HOCUTEIS WM Cpelibl pac-
NPOCTPAHEHHUS HECYIIETO YKa3aHHYI0 MH(OPMAaLMIO CUTHAJAa U CPEICTBA BBLACICHHUS HH(pOpMa-
WK U3 cCUIr'Halla UK HOCHUTEIIA

HesepHo: BciomorarenbHble CpeCTBa, BHIXOASIIUE 32 MPeiebl KOHTPOIUPYEMOM 30HBI, a TaK-
’Ke MOCTOPOHHUE MPOBO/A U KabenH, K HUIM HE OTHOCSIIIAECS

HCBCpHO: MPEATIONIOKCHHA O KATCTOPHAX JIML, K KOTOPBIM MOKCT NMPHHAJICKATE HAPYIIHUTCIIb

Bomnpoc Ne 45.

Bonpoc: MHorogakTopHas ayreHTHPHKALNA — ITO

Bepno: cniocod ayTeHTH(UKALIMK ¢ UCTIOIB30BAaHUEM HECKOJIBKHX CIOCOO0B OTHOBPEMEHHO
Hesepno: naktuiockonusa u OuoMerpus

HeBepHo: pacrno3HaBaHue JIHIIa U OTIIEYATKOB MMabLEB

HesepHo: BeprduKalms NOAMHCH Ha ocHOBe anroputma [llamans

Hesepno: mudposoit kog USB Openka

Bonpoc Ne 46.

Bonpoc: B cucteme UNIX umeeT npaBo Ha BHITIOJHEHHE BceX 0€3 MCKITIOUSHUS OTepayii: ###
BepHo: cyneprions3oBarenb

Bepno: root

Bomnpoc Ne 47.

Bomnpoc: M3omupoBanHas nporpaMMHas cpeaa

Hesepho: 3amuinaer ot yreuyku KOH(GUASHIUATIbHOU UHMDOPMALIUK
BepHo: He 3ammmiaer ot yreukd KoHGUIeHIHalbHOU HHpOopMauu
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HeBepHo: 00bIYHO IPUMEHSETCS B COBOKYITHOCTHU C H30MPATEIbHBIM AOCTYIIOM

HeBepHo: He Ha3HAuaeTCs CyObEeKTaM, OT HUMEHHU KOTOPBIX BBIIOJIHAIOTCS CHCTEMHBIE IIPOLIECCHI
Hesepno: umeer rpud cekperHocTH 00bEKTa CTPOro HHXKE YPOBHS KOH(DUICHIMATBHOCTH
npouecca

Bompoc Ne 48.

Bonpoc: Ayrentudukanus -

HesepHo: uckitouaeT npsiMoe B3aUMOJICHCTBUE MEXK/1y aBTOPU30BAHHBIM KITHEHTOM W BHELIHUM
XOCTOM

HeBepHo: ocymecTBiaseTcss Ha ocHOBe MH(popmanmu, coaepxkameiics B TCP- u IP- 3aromoBkax
NaKeTOB

HesepHo: siBisieTcss MapIpyTH3aTOPOM HIIM KOMIIBIOTEPOM, Ha KOTOPOM paboTaeT mporpaMMHOE
obecrieueHne

HeBepHO: HH OHO U3 IEPEUUCICHHBIX

Bepno: cpenctso, nposepsioniee, 4To MOCIaBIIHi COOOIIEHUE UK 3arpoc 0OBbEKT 00IagaeT He-
00XOMMBIMHU JIJIsl ITOTO ITPABAMHU

Bompoc Ne 49.

Bonpoc: OpanaMayspel 9KCIEPTHOTO YPOBHS

HeBepHo: HCNOMBb3YIOT WACHTHPHUKAIIMOHHYIO HHPOPMALIUIO, CO3[aHHYIO IPH BBEICHUH MapoJis
HesepHo: He cymiecTByIOT

HeBepHo: cocTodaT n3 Oonee yeM Tpex uiau 00see JOTHYECKHX JacTei

HeBepHo: konupyloT nakeTsbl B 000MX HAMPABICHUSX, HE OCYILECTRIISIA UX (DUIIbTpALIUU

BepHo: OLIEHHBAIOT COJIEPKUMOE KasKI0r0 MaKeTa B COOTBETCTBHH € TIOJTMTUKOM Oe30macHoCTH

Bompoc Ne 50.

Bonpoc: Ilepconanbibie qaHHBIE — 3TO

HesepHo: ciyxeOHbIE CBEIEHHs, HOCTYIl K KOTOPbIM OTPaHWYeH OpraHaMH rocyapcTBEHHON
BJIACTH B COOTBETCTBHH C ['paxk1aHcKuM Kofekcom PD u penepaabHbIMU 3aKOHAMHU

BepHo: cBeaeHus o ¢akrax, COOBITHAX U 00CTOATENBCTBAX YACTHOM JKU3HH TPasklaHHHA, MTO3BO-
JASOIIME UACHTU(DHUIMPOBATH €r0 JUYHOCTh

HesepHo: uHdopMaius opraHoB rocy1apcTBEHHON BJIACTH, KOTOPYIO OHU IMEPEIar0oT B KOMMeEp-
4EeCKHE CTPYKTYPBI

HeBepHo: nH(popmaius, He ABIAONIAsICI TOCYapCTBEHHBIMH CEKpeTaMH

HesepHo: nepeyensb cBefieHU KOH(DUISHIIMATLHOIO XapaKTepa

HeBepHo: HU OJTHO U3 EPEUUCITIEHHOTO

Bompoc Ne 51.

Bonpoc: npoBepka mojMHHOCTH UACHTU(PUKAIIMK TM0Jb30BATENA, MpoLEcca, YCTPOUCTBA WU
JIPYroro KOMIIOHEHTA CUCTEMBI: #H#H##

BepHo: ayTeHTH UK

Bonpoc Ne 52.

Bonpoc: Kondunenuuanbaast uadopmaius — 31o

HesepHo: oTnenbHbIE TOKYMEHTBI M OTACIBHBIE MACCHBBI JOKYMEHTOB, JOKYMEHTBI U MAaCCHUBBI
JAOKYMEHTOB B HH()OPMAIIHOHHBIX CHCTEMax

Bepno: nokymenTupoBanHas uadopmanus, 10CTyI K KOTOPOM OrpaHMYUBACTCS B COOTBETCTBUU
¢ 3akoHoaaTenscTBoM Poccuiickoit Denepauuu

HeBepHo: cBeneHuss o (akTtax, COOBITUAX H OOCTOATENBCTBAX KHM3HM TpakIaHWHA, MO3BO-
JSIOIINE HACHTH(HUIIMPOBATH €T0 JTUYHOCTh

Hesepno: nokymeHTupoBaHHasi MHGMOpMaLMs, HEMPABOMEPHOE OOpalleHHE C KOTOPOH MOKET
HaHecTH yiiepd ee COOCTBEHHHKY, BIIAEIbILY, TOJIb30BATENI0 U HHOMY JIUILY
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HesepHo: 3aukcupoBaHHass Ha MaTepUaIbHOM HOCHTENE HH(OpMAIHs ¢ peKBU3MTaMH, MO3BO-
JSIIOIIMMHU €€ HASHTH(HUIMPOBATh
Hesepno: nokyMmeHTHpoBaHHas UHMOpMaLUs JIOOOTo TUIa

Bomnpoc Ne 53.

Bomnpoc: DnexkrponHas uudpoast MOAMHUCH — 3TO

HesepHo: 1okyMeHT, B KOTOpOM MHGMDOpPMALIMS TPEACTABIICHA B MIEKTPOHHO-1IU(DpoBoii hopme
HeBepHo: J1OKYMEHT Ha OyMa)KHOM HOCHTEJIE, BBIAAHHBLIM B COOTBETCTBHM C INPABUJIAMH CH-
CTeMbI cepTU(UKALUH

HerepHo: 1oKyMeHT Ha OyMa)KHOM HOCHTEJIE HITH 3JICKTPOHHBIH JJOKYMEHT C DJICKTPOHHOH ITH(] -
POBOI MOANKUCHIO YIIOJIHOMOYEHHOTO JIUIA YAOCTOBEPSIOIIEro HEeHTpa

BepHo: peKBU3UT 31EKTPOHHOrO JAOKYMEHTa, MpeJHa3HAYEeHHbIN Ui 3alIMThl JAHHOTO 3JIeK-
TPOHHOTO JOKYMEHTa OT MOIE/IKH

HeBepHo: moanuck B BUaE HU(GPOBOro KoAa BiIajeblia

Hesepno: ynocroBepsitomuii cepruduxar

HesepHo: pacnipocTpaHeHue JaHHbIX Yyepes mudpyoiiee yecTpoucTBoO

Bompoc Ne 54.

Bonpoc: nemunurapusoBanHas 30Ha (DMZ) — ato

HesepHo: BcriomorarenbHas 4acTb CETH

HesepHo: crioco0 mudpopanua nuGopMauu

HeBepHo: cmoco0 xpaHEHHS CEKPETHOTO KIII0Ya

Bepno: TpeTuii cermeHT, 3alIUIIEHHbIH U3BHE, HO U M30JMPOBAHHBIH OT OCTAJIbHOI BHYTPEHHEH
CeTH

HeBepHo: MHKEHEpHBIN yPOBEHB 3aIIUThI

HeBepHO: ynpaBasiomui MEXaHu3M ayTeHTH(PHKALIH

HeBepHo: opraHM3aliMOHHBIN KaHAJT 3aIUThbI

Bomnpoc Ne 55.

Bomnpoc: Yreuka napopmarmu — 310

HeBepHo: HECAaHKIIMOHMPOBAHHOE U3MEHEHUE UH(OpMaLIMK, KOPPEKTHOE 110 (hopMme, coaepika-
HUIO, HO OTJIMYHOE 110 CMBICITY

BepHo: 03HaKoMIIeHHE TOCTOPOHHETO JIUIIa ¢ COAePKaHUEM CEKPETHOM nH(popMaIu
HeBepHo: moTepsi, XUILEHHE, pa3pyLICHHE N HEMOJIYUYCHHE MEepPeIaHHbIX JaHHbBIX

HeBepHOZ MNEPEMCIUICHUEC JdHHBIX B KaHAJIC CBA3H

HeBepHo: u3roroBieHue pajanoxydkoB

Bompoc Ne 56.

Bonpoc: YpoBeHb ceKpeTHOCTH — 3TO

HesepHo: BouHCKOE 3BaHHE 00paboTyrKa HH(POPMAIIUHK IrOCYIapCTBEHHOM TalHEbI

HesepHo: crioco0 mudpopanua nuGopManu

HesepHo: oteeTcTBeHHOCTH 3a Moaupukamuio u HCJ| nndopmanun

BepHo: anMuHUCTpaTUBHAS WIIM 3aKOHOIAaTEIbHAS MEpa, COOTBETCTBYIOLIAS MEPE OTBETCTBEH-

HOCTH JIMIA 32 YT€UYKY WIIM MOTEPI0 KOHKPETHOW CeKpeTHON MH(pOPMaluK, periiaMeHTHPYeMOi

CreHalbHBIM JJOKYMEHTOM, C yY€TOM rOCYAapCTBEHHBIX, BOGHHO-CTPATErH4eCKHX, KOMMepYe-
CKHX, CJTy’K€OHBIX HJIM YaCTHBIX HHTEPECOB

HeBepHo: nHKeHEpHbIH YPOBEHb 3aLIUThI

Bomnpoc Ne 57.

Bomnpoc: B ueM 3akmiouaeTcs OCHOBHas MpUYMHA OTEeph HHpOpMaIuH, ces3anHoi ¢ [1K?
Hegepho: ¢ rnobanbHbIM XullieHHeM HH(popMauu

HesepHo: ¢ nosiBieHneM HHTEpHETA



27

HeepHo: ¢ mOAKYNOM COTPYIHUKOB
BepHo: ¢ HemocTaTouHOIT 00pa30BaHHOCTBIO B 001aCTH 6€30MacCHOCTH
Hesepno: ¢ Hu3koii HanexxkHocTsio 11K

Bomnpoc Ne 58.

Bomnpoc: Uto Takoe HeCaHKIIMOHUPOBAHHBINA AOCTYT (HC)

Hesepno: Co3ganue pe3epBHBIX KOIMUNA B OpraHU3aluu

Hegepuo: [TpaBuna u noiaoxeHus:, BbBIpadOTaHHbIE B OPraHU3aluu 111 00X0/a napoibHOi 3auiu-
TBI

Hepepno: Bxoa B cucteMy 6e3 cornacoBaHus ¢ pyKOBOJIUTEIEM OpraHN3aluu

Hesepno: Y nanenue He HyKHOWU HH(GOpPMALIUU

Bepuro: [loctyn cyObekTa kK 00beKTY B HAPYLICHUE YCTAHOBICHHBIX B CUCTEME NIPaBUII pa3rpa-
HUYEHHS 10CTyIa

HeBepHO: 1OCTYI B 3alpelieHHOE MOMEIICHHE

Bonpoc Ne 59.

Bomnpoc: Yrposza —sto

HeBepHo: cobsITHE, TEHCTBHE, TPOLIECC WIH ABICHUE, KOTOPOE MPHUBOAMT K YIIEpOy YbHX-IH00
UHTEPECOB

HesepHo: Habop criocoOoB 00X0/1a 3aIIUTEI

HeBepHo: HeCaHKIITMOHUPOBAHHBIH AOCTYI K MH(pOpMaIUH

Hepepro: Y nanenue HykHOI nHGOpMALIUN

Bepno: Bo3MOkHOE COOBITHE, IEHCTBUE, MPOLIECC WU SBJIIEHUE, KOTOPOE MOJKET MPUBECTH K
yiep0y 4bUX-T1M00 HHTEPECOB

HesepHo: nocTyn B 3aKpbITHIN CaiT

Bonpoc Ne 60.

Bonpoc: CoBOKYITHOCTh JOKYMEHTUPOBAHHBIX MPABUI, IPOLEAYD, IPAKTHYECKUX TPUEMOB WIH
PYKOBOJAIIMX MPUHIIMIIOB B 001acTH 6€301macHOCTH WH(MOPMAIHH, KOTOPBIMH PYKOBOJICTBYETCS
OpraHu3alys B CBOCH JCATCIBHOCTH Ha3bIBACTCS

Hesepno: nonutukoi undpopmanum

Hesepno: 3amuToii nHbOpMaLUK

HesepHo: opranuzanueii 6e30macHOCTH

HesepHo: cucteMoii 6e30macHOCTH

BepHo: nonurtuxoii 6e3omnacHoctu

HesepHo: anTHBUpYCOM

Bompoc Ne 61.

Bonpoc: Uto Takoe KoMNbIOTEPHBIIT BUpYC?

Hesepno: Bupyc B opranusme KOMIbIOTEPHOTO CHEMATUCTA

Bepno: Pa3HOBHAHOCTH TpOrpamMmM, KOTOPbIE CITOCOOHBI K Pa3MHOKEHUIO
HeBepHo: Pa3HOBHAHOCTE MporpamMm, KOTOPBIC CAMOYHHUYTOKAKOTCS
Hesepno: PazHoBUAHOCTHL NpOrpaMm, KOTOpbIE HE padoTaloT

HesepHno: Pa3HOBHIHOCTH IPOTrpaMM, KOTOpBIE TUI0X0 paboTaoT

Bompoc Ne 62.
Bonpoc: Kak noapa3zaensitorcesi BAPYChl B 3aBUCUMOCTH OT AECTPYKTUBHBIX BO3MOIKHOCTEH?
Hesepno: Ceresblie, (aiisioBblie, 3arpy304Hble, KOMOMHUPOBAHHbIE

Bepno: be3spennbie, HeonacHble, OacHbIE, OYEHb OMACHBIE

HeeepHo: Pe3nuneHTHEBIC, HEpE3UICHTHEIC

Hegsepno: [TonumopdHbie, MAKpPOBUPYChI, BAPYChI-HEBUUMKH, "TTapa3uTU4eCcKue",

ckue", "yepBH", KOMIIAHbOH-BHPYChI

",

CTyJiIeHYe-
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HeBepHOI O,[[HOBeH,I[OpHBIe H MHOI'OBCHIOPHBIC

Bonpoc Ne 63.

Bonpoc: HagexHbiM cpeACTBOM OTBO/1a HABEAECHHBIX CUTHAIOB HA 3€MJIIO CITYKUT ##H#
Bepno: 3a3emnenue

Bepno: skpanuposanue

Bomnpoc Ne 64.

Bonpoc: Kakoif u3 mepedrclIeHHbIX alrOpuTMOB IM(POBAaHHS pa3pelieHO HCMOIb30BaTh B
opra’ax rocyaapcTBeHHou Bnactu Pd:

Hesepno: DES

Bepno: I'OCT 28147-89

Hesepno: RSA

Hesepno: 'OCT P 34.10-2001

Hesepno: PC-5 283147-98

Bomnpoc Ne 65.

Bomnpoc: MudopmanmonHas 0€30MacHOCTh aBTOMATH3HPOBAHHON CHCTEMBI — 3TO COCTOSIHHE
aBTOMAaTU3UPOBAHHON CUCTEMBI, IPU KOTOPOM OHA

HeBepHo: He MOXKET CaMOIPOM3BOJIBHO OTKIFOYUTLCS HJIH NepectaTh 00padaThiBaTh HH(pOpMa-
LU0

BepHo: ¢ 01HOI CTOPOHBI, CNIOCOOHA NPOTHBOCTOATH BO3/1CHCTBHIO BHEIITHUX H BHYTPEHHHX
HH(pOPMALIMOHHBIX YIPO3, 2 € APYroi — ee HA/IMYHE H (PYHKIIHOHHPOBAHHE He CO3/1aeT
HH(pOPMALIHOHHBIX YI'PO3 /ISl 2JIEMEHTOB CAMOM CHCTeMbl H BHELIHel cpebl

HeBepHo: ¢ 0/JHO# CTOPOHBI, CIOCOOHA MPOTUBOCTOATH BO3ACHCTBUIO BHEITHUX M BHYTPEHHHUX
HH(POPMAILMOHHBIX YTPO3, a C APYTOi — 3aTpaThl Ha €€ PYHKIIMOHUPOBAHHUE HUKE, YEM MPEATIO-
JaraeMbli yuiep0 oT yTe4ykH 3aiumaeMoi uHhopmalum

HesepHo: criocoOHa MPOTUBOCTOATH TOIbKO HHPOPMALIMOHHBIM YIPO3aM, KaK BHEITHUM TaK
BHYTPEHHUM

HeBepHo: cnocoOHa IpOTHBOCTOATH TOIBKO BHEITHUM HH(POPMAIIMOHHBIM YIpo3am

Bonpoc Ne 66.

Bomnpoc: CyTh KoMIpoMeTanuyu HHQOPMAaIIH:

HeBepHo: BHECeHNE U3MEHEHHH B 6a3y JAHHBIX, B PE3YJIbTATE YETO MOJIb30BaTEIb JIUIIACTCS J10-
cryna K uHdopMaumn

HeBepHO: HeCaHKLIMOHUPOBAHHBIA JOCTYII K IlepeiaBaeMoii HH(OpMAaLIMK 110 KaHallaM CBSI3U U
YHUUTOXKEHUS COJIepKaHuUs Mepe1aBaeMbIX COOOIIECHNI

BepHo: BHeceHHEe HECAHKIMOHHPOBAHHBIX H3MeHeHHH B 023y JaHHBIX, B pe3y/ibTaTe Yero
NoTpedHTeIb BLIHYK/AEH JTH00 0TKA3aThCS OT Heé, 1u00 NpeNPUHUMATE JONOJIHHTE/b-
Hbl€e YCHJIHS VISl BbISIBJICHHS H3MEHEeHH I H BOCCTAHOBJIEHUSI HCTHHHBIX CBeJleHuii
HesepHo: nepenaya nHPOpMaLUK APYTOMY TOJIb30BATENIO

Hepepro: nepemmppoBanue nHGOPMALMOHHBIX OJTOKOB 0a3bl JaHHBIX

Bomnpoc Ne 67.

Bonpoc: IIpuHIMnuanisHoe OTINYHE MEKCETEBBIX IKpaHOB (MD) oT crcTeM 0OHapy/KEHHs aTak
(COA)

Hesepno: Otauyue no 3arpy304HbIM (DYHKIHUSAM 3aIUThI

Bepno: M3 0b1/11 pa3padoTaHbl /il AKTHBHOH WJIH MAcCHBHOM 3amuThl, a COA — 1719 ak-

THBHOT0 HJIH MACCHBHOTO O0HAPY/KEHHS

Hesepro: MD 6butn pa3paboTaHbl ISl aKTHBHOTO MJIM MACCHBHOTO oOHapyxkeHus, a COA — ns

AKTHUBHOMW UJIU [IACCUBHOM 3alUThI

Hesepno: MD paboTtaroT TOJIbKO Ha ceTeBoM ypoBHe, a COA — emie U Ha QU3NIECKOM
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Hesepno: [IpuHIMIMATBHBIX OTIUYHA HET

Bonpoc Ne 68.

Bomnpoc: Tlox yrpo3oii ynaneHHOro aiIMUHUCTPUPOBAHUS B KOMITBIOTEPHOM CETH IIOHUMAETCS
yrposa

HeBepHO: BHEAPEHHUS arpeCCUBHOTO MIPOrPaMMHOT0 KOJa B paMKaX aKTHBHBIX 00BEKTOB BeO-
CTpaHHIL

HesepHo: nepexBara Wiy NOJIMEHbI JaHHBIX HA MYTSIX TPAHCIOPTUPOBKH

HesepHo: BMemaTenscTBa B JIMYHYIO KU3Hb

HeBepHO: MOCTaBKM HEMTPUEMIIEMOTO COACPIKAHHS

BepHo: HeCaHKIIMOHHPOBAHHOIO YIPABJIEHHS YAAJIEeHHLIM KOMILIOTEPOM

Bomnpoc Ne 69.

Bonpoc: Hanbonee 3¢hpexTHBHOE CPEACTBO TS 3aIIUTHI OT CETEBBIX ATaK

HesepHo: ucnons3oBanne aHTUBUPYCHBIX IPOrPAMM

HesepHo: nocenieHne TonbKo «HaaAE&KHbIX» HTEpHET-Y3]10B

HeBepHo: HCMOIB30BAHUE TOIBKO CEPTH(PULIMPOBAHHBIX IPOrpaMM-OpOy3€pOB MPH OCTYTIE K
cetu MurepHer

Hesepho: ucnonbs3oBanue 0OHOBIECHUI MPOrpaMMHOr0 o0ecnedeHus U IpauBepoB

BepHo: ucnoib3oBanne ceTeBbIX IKpaHOB HH «firewall»

Bompoc Ne 70.

Bonpoc: Uudopmanus, cocrapisionias rocy1apcTBEHHYI0 TalHY HE MOYKET UMETh Ipud
HeBepHo: «He BCKpbIBAaTh»

Bepno: «ais ciiyke0HOro noJib30BaHusD)

HeBepHo: «cexkpeTHO»

HeBepHo: «coBepIlIEHHO CEKPETHOY

Hesepno: «oco00il BaKHOCTHY

Bompoc Ne 71.

Bonpoc: JlokymeHT, orpeenuBiimii BayKHeHIHE CEPBUCH 0€30MaCHOCTH U ITPEJIOKUBIIUN Me-
TOJ| KJTacCH(PHUKAILIMUA MHPOPMALMOHHBIX CUCTEM IO TpeOOBaHUSM 0€30MacCHOCTH

Hesepno: pexomenpanuu X.800

Hesepro: Kpacnasi kuura

Hesepno: 3akon «O0 undopmanuu, UHGOPMAIUOHHBIX TEXHOJIOTUSX U O 3allUTe HHMOPMALIMIY
Bepno: OpanskeBasi KHUTa

Hesepno: [Tonutrka 6e30macHOCTH

Bonpoc Ne 72.

Bonpoc: Konuenuusi cuctembl 3aUThl OT HHGOPMAMOHHOTO OPYKUS HE JOJIKHA BKIIIOYATh
Hesepno: pexomennauuu ITSU

Hesepno: 3akon «O0 uHdpopmaiyu, HHOOPMALIMOHHBIX TEXHOJOTHAX U O 3aILUTE HHPOpMALTI»
BepHo: cpeacTBa HaHeceHHSI KOHTPATAKH € IIOMOUILI0 HHPOPMALIMOHHOI0 OPY KU
HeBepHo: MexaHH3MbI 3aLIUTHI OJIL30BATENENH OT PA3IMYHbIX TUIIOB U YPOBHEH yrpo3 AJis Ha-
HOHAIbHOM MH(POPMALIMOHHON HHPPACTPYKTYPHI

HeBepHo: npu3HaKky, CHTHAIU3UPYIOMIME O BO3MOKHOM HamaJcHUN

MPOLEAYPbl OLIEHKH YPOBHS U OCOOEHHOCTEH aTaku MPOTUB HAIMOHAJIBLHOU UH(PPACTPYKTYPhI B
LEJIOM M OT/AENbHBIX MOJIb30BaTeNei

Bompoc Ne 73.
Bonpoc: Cpeacta 3auutbl 00beKTOB (haiijioBO CUCTEMbI OCHOBaHbI HA
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HeBepHo: 00bEKTHOM MOAXO01E

HepepHo: koOHUenuuu HHGOpMaNMOHHOMH 0e30MacHOCTH

Hesepno: 3akone «O0 undopmanuu, uHGoOpMaTU3AIUMU U 3a1IUTE HHPOpMAITUU»

BepHo: onpeaenennn npas nojib30BaTe/Isi HA oNepaNuu ¢ (paiilaMu U KaTaJI0raMu
HesepHo: 3ajanuu aTpuOyToB (hailyioB M KaTalloroB, HE3aBUCSIIMX OT MPAB MOJIb30BaTENCH

Bonpoc Ne 74.

Bomnpoc: CinoxHocTh obecnieuerust uHOOpMAIIMOHHOI 0€301MaCHOCTH SIBIISICTCS CIISACTBHEM
HeBepHo: 371010 ymbIcia pa3paboTYMKOB HHPOPMALIMOHHBIX CHCTEM

BepHo: 00BeKTHBHEBIX IPOOIEM COBPEMEHHOH TEXHOIOTUH ITPOTPaMMHUPOBAHHUS

HeBepHo: mporcKOB 3amaiHbIX CHELCIYKO0, BCTpauBalomx "3akiajgku" B anmnaparypy u
NPOTrPaMMBI

HesepHo: 6omb11oro konmyectsa HHGpOpMaIHK 111 00paboTKH

HesepHo: onpeaeieHns nMpas nojib30BaTeis Ha onepauuy ¢ GpaijiaMH U KaTaJ0raMu

Bomnpoc Ne 75.

Bompoc: Bun yrposel jaelicTBUs, HAIpaBICHHOTO HA HECAHKIIMOHWPOBAHHOE MCIOJIb30BaHUE
HH(POPMAILMOHHBIX PECYPCOB, HE OKA3BIBAIOIIETO MPH ITOM BIHAHUA Ha ¢€ PyHKIHMOHHPOBAHHE
Hesepno: akTuBHas

HegepHo: unBepcHas

HesepHo: TexHonornuyeckas

Bepno: naccuBHasn

Hesepno: npsimas

4. METOJAMYECKWUE MATEPHAJIBL, OTIPEJIEJISIFOLLUE TTPOLIEYPbI OLIEHUBAHUA
3HAHUI, YMEHUI, HABBIKOB U (MJIN) OIIBITA JESTEJILHOCTH,
XAPAKTEPU3YIOIMX DTAIIBI ®OPMUPOBAHM ST KOMITETEHLIMIA B [IPOLIECCE
OCBOEHUS OBPA30BATEJILHOI ITPOT'PAMMUBI

193TAIl -3HATH

K]JHTepHH OL€HKH YCTHBIX OTBETOB CTYJACHTOB

Ouenka ITpaBHJIBHOCTH (OIMOOYHOCTH) BBINOJHEHHS 3aJaHHSA
MOJTHO ¥ apTYMEHTHPOBAHO OTBEYACT IO COACPKAHUIO 3aTaHMs;

«OTJIMYHO»
MOHHMaET MaTepuai, 000CHOBBIBACT CBOU CYIKICHHS,
INPUMEHSIET 3HAHUSL HA MPAKTHKE, WUTIOCTPHPYET OTBET MpUME-
paMM He TOJILKO I10 MPEIJIOKEHHOM JTUTepaType;
U3J1araeT MaTepual Mnociea0BaTeIbHO U MPaBHIILHO.

«XOpOTIIO» TIOJTHO M apTYMEHTHPOBAHO OTBECYACT IO COJCPIKAHMIO 3a/1aHHS;

HOHUMAET MaTepua, 000CHOBBIBAET CBOU CYIK/ICHUS,
NPUMEHSET 3HAHMS HA MPAKTUKE, WUIIOCTPUPYET OTBET IpUMe-
pamMH He TOJILKO IO MPEIJIOKEHHOM JTUTepaType;

M3J1aracT Marepuai IMOCie/I0BAaTCIbHO U IIPABUIIBLHO, HO JOIyC-
kaet 1-2 ommnbKu, KOTOPBIC UCIIPABIISIET CaM.

3HAET M IMOHUMAET OCHOBHBIE MMOJIOKEHHUS 10 COJICPKAHUIO 3a]1a-
HHS;

U3JaracT MaTepHal HeTOJIHO, HO JIOMYCKAaeT HETOYHOCTH B OIpe-
JICJICHUH TOHATHI WA (hOPMYIHUPOBKE IMPABHIT;

HE JIOCTATOYHO M1yOOKO M J0Ka3aTejbHO 000CHOBATH CBOU CYiK-
JIEHUs WIUTIOCTPUPYET OTBET NMPUMEPAMHU TOJIBKO T10 MPEIJIOKEH-
HOM JIUTEpaType;

U3JIaraeT MaTepuasl HEMoCJIeI0BaTeIbHO U JIoNycKaeT 3-4 ommo-

«YAOBJIETBOPHTEJIBHO»
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KH.

«HEYIAOBJIECTBOPHTEJIbHO»

CMBICJI 3aaHHA,

JIOMYCKAeT CYIIECTBECHHbIC OMIMOKHM B (POPMYJIMPOBKE OIpe/iesie-
HUW U MPABUJI, HICKAKAIOIINE UX CMBICIT;
H3J1aract MarcpHall HEIMOCICI0BATCIIbHO, HEYBEPEHHO H HE 110
CYILECTBY 3aJlaHMs;

JIOMYCKAeT CYIIECTBEHHBIC OMIMOKH, HE MO3BOJIAIONINE PACKPBITh
ABIAOMIHECCA CCPLE3HBIM IMPCHATCTBUEM K
YCHCIIHOMY OBJIAACHHWIO CIIEAYIOIIHM MaTCPpHaJIOM.

KpuTepHuH olleHHBaHHS JTOKJIAA ¢ MPe3eHTalHei

MuHUMaIbHBIH W3n0xeHHBIN, 3aKOHYEHHBIH, OO0pasioBbIi,
OTBET PACKpBIThIH OTBET TIOJIHBIN OTBET TIPUMEPHBINH OTBET
[Ipobnema He | [Ipobnema pac- | [IpoGnema packpsita. | [Ipobnema pac-

packpbita. OTCyT-

KpbITa HE IIOJIHO-

[TpoBenen aHau3

KpbITa ITOJTHOCTBbIO.

:5) % CTBYIOT BbIBO/IbI | CThIO. BbiBOIbI He | ipobiembl 0e3 mnpu- | [Iposenen anaius
22 C/ie/IaHbl W/MIH BbI- | BI€YEHUS  JIOTIOIHM- | IPOOJIEMBI € TpH-
28 BOJIbI HE 00OCHOBA- | TEIBHOHM JIUTEPATYPHI. | BICUECHHEM JIOTIOJ-
£ =) HBI He Bce BbIBOJIBI Cjie- | HUTEJILHOM JIMTEPA-
JaHbl W/WIM 00OCHO- | TYPHIL. BriBobl
BaHbI 000CHOBaHBI
[IpencraBnaemas | [IpencraBnsemas [Ipencrasnsemasn IIpencrasisemas
° undopmanus uHpopmarus  He | uHGopmanus cu- | uadopmanus  cu-
= JIOTHYECKH HE | CUCTeMaTU3HUPO- CTeMaTU3MpOBaHa U | CTEMaTH3UPOBAHA,
% cBsi3aHa. He wuc- | BaHa W/HMIM HE MO- | MOCIEI0BATENbHA. Nocye/10BaTeNIbHA U
o MOJIB30BaHBI MPO- | CJIEJIOBATEIbHA. Ucnonb3oBaHo ©Oomee | JOTHYECKH — CBsA3a-
% (hbeccuonanpHble | Ucnosib30BaHO 1-2 | 2 npodeccuoHanbHbIX | HA. Mcnonb3oBaHO
é‘- TEPMHUHBI npodeccuoHaib- TEPMHHOB Oonee 5 npodeccu-
HBIX TEPMHUHA OHAaJIBHBIX
TEPMHUHOB
He wucnonb3oBa- | Mcnonb3oBaHsl Ucnons3oBaubl  Tex- | Hlupoko  ucnonb-
= Hbl  TexHoJioruu | Texnosoruu Power | Hosoruu Power Point. | 30BaHbI TEeXHO-
§ Power Point. | Point wactuuno. 3- | He OoJiee 2 ommOOK B | JIOTHH (Power
E_ bonpme 4 omm- | 4 ommOKK B Mpej- | MpeCTaBIsICMON Point u gp.). Ot-
) 00K B MPEICTaB- | CTABJISEMOM uHpopmaiuu CYTCTBYIOT OHINO-
O nsieMoin uHpopMaIuu KA B HpeICTaBIIsi-
HuH(bOpMaLUH eMoit uadopMaru
Her orteeroB Ha | Tonbko oTBeThl Ha | OTBeTsl Ha BoOmpockl | OTBETH Ha BOIPO-
A BOIPOCHI HIIEMEHTAPHbIE HOJIHBIE W/WIN | ChI TOJIHBIE C IPH-
E BOIIPOCHI YAaCTUYHO MOJIHBIE BUJCHUEM TIpHMe-
o POB /MK TOSICHE-
HUI
g HEY/JIOBJIETBOPU- | YAOBIETBOPUTEIIb- XOPOILIO OTJIMYHO
fL:Jr TENbHO HO
®)

2 OTAIl - YMETb

Kpurepuu oneHHBaHHUs pe3y./IbTATOB PAKTHYECKO#H padoThI
K pabote nommkeH ObITh MPUIOKEH OTYET, COACPIKAIIMH

|. TUTYJIBHBIN JTHUCT.
2. llens paboThl.

3. Onucanue HTaroB MPOEKTUPOBAHUS




4. BeiBoabl o padore.
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Ouenka

Kpurepuu

«OTJIHYIHO»

paboTa BBIIOJIHEHA MTOJIHOCTHIO;

B JIOTHYECKHX PACCYKICHHUAX U 00OOCHOBAHHH PEIICHUS HET IPO-
6¢e1oB 1 OmMbOK;

B PEIICHUHU HET OMmMOOK (BO3MOXKHA OJJHA HETOYHOCTb, OITUCKA,
HE SABJISIONIANACS CIICACTBUEM HE3HAHHUS WM HEIIOHUMaHHs y4el-
HOT'O MaTepHaa).

«X0pOoLI0»

paboTa BBINOJHEHA MOJIHOCTHIO, HO OOOCHOBAHMS IIAroB pelle-
HHS HEJIOCTATOYHBL;
JIONYIIeHa 0/iHa OKMOKa WU ABA-TPU HEJI0YETa B PEIICHUH.

«YAOBIETEOPHTEJIBHO»

JIOTyIIEHbI Oosiee 0JIHOM OMIMOKK WK Oosiee ABYX-TpeX Heaoye-
TOB B PEUICHUM 3aJa4yH, HO yJalluics BlajgeeT o0sa3aTeIbHBIMH
YMEHHUSAMH T10 ITPOBEPSIEMON TEME.

«HECYAOBJCTBOPHTECIBLHO»

JIOTIYIIEHBI CYIIECTBEHHBIC OMIMOKH, MOKAa3aBIlIUE, YTO ydal[uii-
Cid HE BJIadceT 00s13aTelIbHBIMU YMECHHAMH 110 ;‘J,ElllllOi:i TEME B
IIOJIHOM Mepe

Kpurepun oneHuBaHHS Pe3y/JIbTATOB J1a00pPaTOPHOii padoThI

Ouenka Kpurepun

«OTIIHIHOY paboTa BBINOJIHEHA OJIHOCTbHIO;
B JIOTUYECKHX PaCCYKJICHHSIX M OOOCHOBAaHHHM PEUICHHS HET
mpoOesIoB 1 OnIMbOK;
B PELIEHUM HET OIIMOOK (BO3MOKHA 0/lHA HETOYHOCTD, OIHUCKA,
HE SIBJISIOIIASACS CIHEICTBHEM HE3HAHWs WIIM HETOHUMaHUS
yueOHOro Matepuaa).

«XOpOII0» paboTa BBIMOJIHEHA MOJHOCTBIO, HO 000CHOBAHMS LIATOB pelIe-

HHA HEQOCTATOYHBI,
JOIIYIIEHA OJJHa omuOKa MU ABa-TpH HEA0YETA B PCHICHHH.

«YAOBJIETBOPUTE/ILHO»

JOMyIIeHbI 0osiee 0HOM ommOKH M Oojee ABYX-TpeX HeI0-
YETOB B PEIICHHH 3aJauM, HO YYalIHiCs BiajgeeT 00s3aTeib-
HBIMH YMEHUSIMH 10 TIPOBEPSIEMON TEME.

«HECYAOBJIETBOPHTEJIBHO»

JONYLIEHbI CYHECTBECHHLIC OLI_[HGKH, [MOKa3aBIIHE, YTO Yy4a-
mMics He BiajieeT 00s3aTeIbHBIMH YMEHUAMU 110 JaHHOH TeMe
B IIOJIHOM Mepe

3 OTAIl -BJIAJIETH

KpHTean OLleHHBAHHS 3HAHUI BO BpeMs NMPOMERKYTOYHOI'0O KOHTPOJIA H HA 3a4eTe

Ouenka «3AUTEHO»:

1. Xopoliee 3HaHKe NIPOrpaMMHOr0 MaTepuala.

2.Xopoliuue HaBbIKHU BBIIIOJHEHUS IPAKTUYECKUX 3a1aHAN

3. TouHocTh 1 000CHOBAaHHOCTDH BHIBOJIOB.

4.JToruuHOE U3JI0KEHUE BOIPOCA, COOTBETCTBUE M3JI0KEHHSI HAYYHOMY CTHIIIO.
5.1IpaBuiibHbBIE OTBETHI HA JIOMOJHUTEIBLHBIE BOIIPOCHL.




33

Onenka «<HE 3AYTEHO»:

[ToBepXHOCTHOE YCBOCHHE NMPOTrPAMMHOT0 MaTepuaa.
Heymenue yeTko chopMyaupoBaTh BLIBOIbI.

OTcyTCcTBUE HABBIKOB HAYYHOT'O CTHIISI H3IOKEHHSI.

HeTo4HbIE OTBETHI Ha JOTIOJIHUTENBHBIE BOMPOCHI.

He3nanne 3HAUMTENILHON YaCTH MPOTPAMMHOIO MaTepHrana.
HeyMeHue BbIIENUTD IJIABHOE, CAEIaTh BBIBOIbI U 00001IEHUSI.

SNl o e

Kpurepuu onennBanus tecra:
[TonHast BepcHs TECTOBBIX BOMPOCOB COJACPKHTCA B IEKTPOHHO-MH(YOPMALIHOHHON
cucreme By3a. CTyIeHTbl NPOXOIAT TECTUPOBAHME B KOMIBIOTEPHOM Kiacce. OueHka
YCIIEIIHOCTH TPOXOKIEHUS TecTa orpenensercs ciaenyiomei cerkoid: or 0% mo 29% —

«HEYIOBIETBOPUTENBHOY, OT 30% 1m0 59% — «ynoBieTBopuTeabHO»; 60% — 79 % — «Xoporioy;
80% -100% — «oTIUIHO».



