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AHTHBUPYCHOM 3aLHTHI I11-8.5.3-MU 1uC-28

1. OOmmue Mo0KEeHUS

1.1. MHCTpyKIMs 10 OpraHH3al[id aHTHBUPYCHOW 3amuThl (naynee — WHCTpykims) ompeznenser
TpeGOBaHUS K OpraHM3alliK 3aIllUThl HHPOPMAIIMOHHBIX CHCTEM IIEPCOHAIBHBIX JAaHHBX (Jajee —
UCITIa) 8 HOYBO MUJuC (mamee — OpraHuzanusi) OT paspyllarolero BO3ICHCTBHS
KOMITBIOTEPHBIX BHPYCOB M JPYroro BPEIOHOCHOIO IPOrPAMMHOTO OOECIEYeHHMsl, yCTaHABIMBAET
OTBETCTBEHHOCTh aQJMHHHCTpATOpa Oe30MacHOCTH HMHGOPMALMOHHBIX CHCTEM II€PCOHAJBHBIX
nanHeIxX (nanee — AB) 3a BBINOJIHEHUE yKa3aHHBIX TPeOOBaHUH.

1.2. Hacrosimas MucTpykuus paspabotaHa B COOTBETCTBHH ¢ DeiepaabHbIM 3aKOHOM OT 27 HIOJIs
2006 r. Ne 152-®3 «O nepcoHalbHbIX JaHHBIX», [locranoBnenuem IlpaButenscra Poccuiickoii
®eneparmu ot 01 HostOpst 2012 1. Ne 1119 «OO6 yTBepxkaeHUH TPeOOBaHMH K 3all[UTE IEPCOHATBHBIX
JaHHBIX IPH HX 00paboTKe B HHMOPMALMOHHBIX CHCTEMaxX IEPCOHAIBHBIX JaHHBIX», [Iprkasom
®CTIK Poccun or 18 despans 2013 r. Ne 21 «O6 yrBepskaennu CocraBa U COACPKAHHS
OpraHM3alMOHHBIX U TEXHHYECKUX Mep 110 00eCIeIeHHIO 0€30I1aCHOCTH NIEPCOHAIBHBIX JAHHbIX IIPH
ux 00paboTke B HHYOPMAIMOHHBIX CHCTEMaX IEePCOHATBHBIX JaHHBIX).

1.3.K wucnone3oBanuio B OpraHu3anuy JOIYCKAlOTCS TOJBKO JIMIIEH3HOHHBIC CpPEACTBA
AHTUBUPYCHOM 3allUTHI, [EHTPAIM30BAHHO 3aKYIUICHHBIE Yy Pa3pabOTYMKOB HJIM IOCTABIIMKOB
JIAHHBIX CPEJICTB.

1.4.YcraHoBKa CpeACTB AaHTHBHPYCHOrO KOHTPOJss Ha KommbioTepsl u  cepsepbl MCIT/In
Opranuszanuu ocyuiecTsisiercss Ab WIH 1o €ro KOHTPOJIEM, HacTpOWKa MapamMeTpoB CPEICTB
AHTHBUPYCHOTO KOHTPOJISI OCYIIECTBIISICTCS. B COOTBETCTBHHM C PYKOBOJACTBAMH IO MPHMEHEHHIO
KOHKPETHBIX aHTHBUPYCHBIX CPEJCTB M TPeOOBAaHUSMH HOPMATHBHBIX JOKyMEHTOB (enepaibHON
CJ1yKObI [0 TEXHUYECKOMY M 9KCIOPTHOMY KOHTpoto Poccuu B 001aCTH 3alUThI EPCOHATBHBIX
JTAHHBIX.

2. Tepmunsbl u onpee/IeHHs

2.1. ABromMaTH3upoBaHHOe pabouee MeCTO — EePCOHAIBHbIA KOMIBIOTEDP U MOAKIIOYEH bIe K HEMY
nepudepuiiHbIe YCTPOUCTBA — IPUHTEP, MHOTO(QYHKIIMOHAILHBIE YyCTPOMCTBA, CKAHEPBI U T.1.

2.2. AHTUBHpYCHAs 3al[UTa — KOMIIIEKC Mep, HAIIPaBIeHHbIX Ha IpeJOTBpaIleHUe, OOHApy)KEHHE U
00e3Bpe)KHBaHHE JCHCTBHH  BPEIOHOCHOIO IPOrPaMMHOrO  OOECIEUEHUS: [PH  MOMOIH
AQHTHBHPYCHBIX MPOTPAMMHBIX IIPOAYKTOB.

2.3. MudopManionHas CHcTeMa TepCOHATBHBIX JaHHBIX — COBOKYIHOCTh COAEpIKAIIMXCs B Oasax
JIAHHBIX [IEPCOHAJBHBIX JIAHHBIX U 00€CIeUHBAIOIINX HX 00paboTKy HHPOPMAIIMOHHBIX TEXHOIOTHH
¥ TeXHUYECKUX CPECTB.

2.4.TlepcoHasibHble JaHHBIE — Jro0as WHpOpMALuUs, OTHOCAMIAACH K IPAMO HIJIH KOCBEHHO
OTIpEJICIEHHOMY, HJIH OIIpeAesieMOMY (DU3UYECKOMY JIUILY.

3. IlpumeHeHHe cpeAcTB AHTHBHPYCHOI'0 KOHTPOJIsI

3.1. AHTHBHPYCHBIM KOHTPOJIb JOJDKEH OCYIIECTBISATBCS B PEXKHUME IOCTOSHHONW aHTHBHPYCHOMH
3aIMTHl. EJKeJHEeBHO B Havajge paboThl MpU 3arpy3ke KOMIIbIOTEpa (I CEPBEPOB — MpPH
repe3anycke) B aBTOMaTHYeCKOM PeXHME JOJDKHA [TPOBOJUTECS IPOBEPKA 3arpyKaeMbIX MOJIYIICH
OllEepallMOHHON CUCTEMBI.
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3.2. O6s3areIbHOMY AHTHBHPYCHOMY KOHTPOJTIO TTOJJICXKHT JTI00ast HHpopManus (TeKCToBbIe (aiibl
mobeIx Gopmaros, (Galibl JAHHBIX, UCTIONHsIEMbIe (aiibr), XpaHsIIascs Ha aBTOMATH3UPOBAHHOM
pabouem mecte (nmanee — APM), nepenaromasics IO CeTH, a Takxke MH(OpMaIMs Ha ChEMHBIX
HocuTensaX. KOHTponb BXojsdiied WHGOPMAIMU JIOJDKEH OCYIIECTBISITBCS —aBTOMATHYECKH,
HEMOCPE/ICTBEHHO MOCIe ee IpHeMa.
3.3. [pouenypa oGHOBIICHHS 0a3 JaHHBIX CPEJICTBA AHTUBUPYCHOM 3alMThI JOJDKHA IPOBOAUTHCS HE
pexe oxHoro pasa B neHb Ha Bcex APM MCIIJIH, paboraromux B ceTH, HE pexe OAHOro pasa B
nenemo s Bcex APM UCTIJIH, paboTaromux aBTOHOMHO.
3.4. YeranaBnuBaeMoe (M3MEHSEMOE) IporpaMMHOe 00ecreueHHe JOKHO OBITh IIPeIBapHTEIbHO
nposepeno AB Ha npeMeT OTCYTCTBHSI BPEIOHOCHOTO IIPOrPaMMHOTO 00€CIIeUeHH S

¢ YCTAHOBKA IMPOrPaMMHOr0 OOeCHeYeHHsl NODKHA HPOM3BOAUTBECH C JUCTPUOYTHUBOB,
OnyOJIMKOBAHHBIX HAa OQHUIMAIBHBIX caiiTax pa3paboTYMKOB, JTHOO ¢ OQUIMATBHO MOCTABISIEMBIX
MAlLIMHHBIX HOCHTEJIECH MPH YCIOBHU 00s3aTeJIbHOM TPOBEPKU KOHTPOJIBHBIX CYMM YCTAHOBOYHBIX
(aitnos;

e JUCTpUOYTHB  yCTAaHABIMBAEMOTO IPOrPAMMHOrO  OOeCHeueHHs JOJDKeH —ObITh
Mpe/BapUTEIbHO IPOBEPEH CPEACTBOM AHTHBHPYCHOU 3aIUTHI.
3.5. HemocpecTBEHHO MOCIe yCTAHOBKH (M3MEHEHHsI) IPOrpaMMHOr0 obecredenus JC DkHa ObITh
BBLITIOJIHEHA aHTHBHPYCHAs [IPOBEpKa Ha Beex 3amuinaeMelx cepsepax 1 APM MCII/TH.
3.6.1lpy BO3HMKHOBEHHMH IOJO3PEHHsI HA HAIMYHE BPEJOHOCHOTO IPOrPAMMHOIO 00€CIICYCHHUS
(qacThle OomMOKHM B paboTe IPOrpamM, IOSBICHHE IIOCTOPOHHHX TIpaQHUYECKHX H 3BYKOBBIX
3 PeKTOB, HCKAKEHHs! TaHHbBIX, HEKOHTPOJIMpPYeMoe Ipornajanue (Gaiios, MosBIeHAe COOOLICHAH O
CHCTEMHBIX OLIMOKaX, 3aMeJyIeHHe paboThl KOMIIBIOTEpA H T.I1.) N0JIb30BaTeNb 0083aH COBMECTHO C
AB 1npoBecTH BHEOUEPEIHON aHTHBHPYCHBIH KOHTPOIIb cBoero APM.
3.7.TleproauyecKuii KOHTPOJIb COCTOSIHWS aHTUBHPYCHOH 3alluThl (OOHOBIEHHE AHTHBHPYCHOM
IIpOrpaMMbl ¥ AaHTHBHPYCHBIX 0a3, a Takke MpoBepka paboTOCIOCOOHOCTH CPEJICTB aHTHBHUPYCHOM
samuthl) B MCIIJIn Oprasmsanun Bosnaraercs Ha Ab. Ilepuomuunocts onpezensercs ILianom
BHYTPEHHHUX IIPOBEPOK COCTOSIHUS 3aIUTHI HHPOPMAIIMOHHBIX CHCTEM ME€PCOHABHBIX JaHHBIX.

4. OTBETCTBEHHOCTH

4.1. OTBETCTBEHHOCTh 3a IPOBEACHHE MEPONPUATHHA AHTUBUPYCHOIO KOHTPOJISI W HACTPOUKY
cpencts antuBupycHoro koutpossi B MUCIT/IH OpraHu3anum B COOTBETCTBHH ¢ TpeOOBaHHAMH
Hacrosimei MucTpykiun Bosnaraercs Ha Ab.
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